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ARTICLES 

SMART AFTER ALL: BLOCKCHAIN, SMART CONTRACTS, 

PARAMETRIC INSURANCE, AND SMART ENERGY GRIDS  

Alan Cohn, Travis West, & Chelsea Parker*  

CITE AS: 1 GEO. L. TECH. REV. 273 (2017) 

https://perma.cc/65YT-PRTC 

ABSTRACT 
Blockchain technology—the technology behind Bitcoin—is a secure 

and resilient mechanism for conducting peer-to-peer electronic transfer of 

anything of value, with a resulting immutable transaction record. While 

blockchain is best known for payments and digital currency, one of the 

blockchain’s “killer apps” will be blockchain-based smart contracts. 

Blockchain-based smart contracts can be used to automate and execute “if-

then” contractual relationships by coding these relationships onto the 

blockchain in order to automatically trigger their secure execution. The 

potential use cases are limitless; blockchain-based smart contracts can be 

used for everything from automobile leases, to voting, to recording of land 

titles. 

A threshold question for the wide-scale use of blockchain-based smart 

contracts is whether such smart contracts are legally enforceable. This Article 

argues that existing laws, specifically the federal Electronic Signatures in 

Global and National Commerce Act (“ESIGN”) and state laws modeled on 

the Uniform Electronic Transaction Act (“UETA”), render blockchain-based 

smart contracts enforceable and therefore immediately usable. 

With the enforceability of blockchain-based smart contracts 

established, this Article examines potential applications in the insurance and 

energy industries, in order to demonstrate the utility of such contracts. In the 

insurance industry, blockchain-based smart contracts can enable the 

automation of simple life insurance policies, thus reducing costs of 

administration, and provide a platform for new insurance products such as 

                                                 
*Alan Cohn is Of Counsel at Steptoe & Johnson LLP and Adjunct Professor, Georgetown 

University Law Center; he is also an advisor to several blockchain technology companies. 

Travis West is an Associate at Steptoe & Johnson LLP, Harvard Law, J.D. 2016, and Chelsea 

Parker is a Project Assistant at Steptoe & Johnson LLP, Princeton University, B.A., 2014. 

Cohn is co-chair, and West and Parker are members, of Steptoe’s Blockchain and Digital 

Currency Practice. © 2017, Alan Cohn, Travis West, & Chelsea Parker. 



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

274 

blockchain-based parametric insurance contracts. Within the energy industry, 

blockchain-based smart contracts can further enable the adoption of 

microgrids and technology such as smart meters, which can expand 

accessibility to different models of electric power distribution and provide 

resilience against accidental or deliberate disruption. In this way, blockchain-

based smart contracts have the potential to both streamline and increase the 

efficiency of existing processes and open new models of service delivery. 
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INTRODUCTION 
 

Before 2016, blockchain technology was known, if at all, as the 

technical underpinnings of virtual currency. However, in the past year, 

blockchain technology has come into its own. It is now seen as a 

groundbreaking advance that can both reduce frictional costs in existing 

transactional systems and enable new, previously-unworkable models of 

social and commercial engagement.1  

A “blockchain,” as the name implies, is in its simplest terms a “chain” 

of previously-validated “blocks” of transactions that constitutes an immutable 

digital ledger and the distributed, resilient foundation for transfers of value. 

However, the newfound attention to blockchain has come with an increase in 

the attendant hype. Blockchain technology threatens to become the “next big 

                                                 
1 Rob Marvin, Blockchain: The Invisible Technology That’s Changing the World, PC 

MAGAZINE (Feb. 6, 2017), http://www.pcmag.com/article/351486/blockchain-the-invisible-

technology-thats-changing-the-wor [https://perma.cc/R7D6-2TZN]. 
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thing” and all sorts of blockchain-based projects are being proposed. For 

instance, the Republic of Georgia has committed to using the Bitcoin network 

to validate property-related government transactions,2 and a private company 

in San Francisco has developed new pharmaceutical packaging technology 

that uses blockchain to reveal whether a package has been opened.3  

These and other projects have led many observers to ask whether a 

simple cloud-based database could accomplish the same task,4 while others 

have asked whether there are actually realistic and beneficial uses for 

blockchain technology beyond simply underpinning a digital currency.5  

While centrally-administered cloud-based databases can accomplish 

many tasks, the crucial benefit of blockchain is the ability of the technology to 

enable transactions to occur in an environment where the parties do not trust 

each other and do not want to rely upon an intermediary. Blockchains are 

ideal for applications where transactions are transparent and no single user 

controls the rules of transaction; by contrast, a centrally-administered cloud 

database places a single entity in control of the rules of the platform, while 

also creating a central store of data that can be hacked or corrupted.6 For 

instance, in places where land records are poorly kept or changed because of 

corruption, a cloud-based database run by a central government would not 

provide the requisite trust that an immutable blockchain system would.7 For 

tracking important and critical materials, such as pharmaceutical drugs or 

                                                 
2 Laura Shin, The First Government to Secure Land Titles on the Bitcoin Blockchain Expands 

Project, FORBES (Feb. 7, 2017), http://www.forbes.com/sites/laurashin/2017/02/07/the-first-

government-to-secure-land-titles-on-the-bitcoin-blockchain-expands-project/#362c29db48b2 

[https://perma.cc/VA28-MDGQ]. 
3 Ian Allison, Chronicled Launches Blockchain-Registered Supply Chain and Pharmaceutical 

Packaging, INT’L BUS. TIMES (Nov. 18, 2016), http://www.ibtimes.co.uk/chronicled-

launches-blockchain-registered-supply-chain-pharmaceutical-packaging-1592220 

[https://perma.cc/2EJP-L98R]. 
4 Luther Martin, Blockchain vs. Relational Database: Which is Right for your Application, 

TECHBEACON (Sept. 23, 2016), https://techbeacon.com/Blockchain-relational-database-

which-right-for-your-application [https://perma.cc/HQV9-7WLV]. 
5 Paresh Dave, Does Bitcoin’s Underlying Technology Have Other Uses? Investors Think So, 

L.A. TIMES (Aug. 9, 2015), http://www.latimes.com/business/la-fi-cutting-edge-blockchain-

20150809-story.html [https://perma.cc/YG79-KPJH]. 
6 Gideon Greenspan, Four Genuine Blockchain Use Cases, COINDESK (May 11, 2016), 

http://www.coindesk.com/four-genuine-blockchain-use-cases/ [https://perma.cc/SZW4-

WEQU]. 
7 The Great Chain of Being Sure about Things, ECONOMIST (Oct. 31, 2015), 

http://www.economist.com/news/briefing/21677228-technology-behind-bitcoin-lets-people-

who-do-not-know-or-trust-each-other-build-dependable [https://perma.cc/9X9X-YN3J]. 
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food, speed and trust can be improved by using a blockchain-based tracking 

system.8  

If blockchain can enable high-value transactions in low-trust 

environments, a logical next step is to use blockchain to automate certain 

aspects of those transactions. Indeed, current blockchain scripting language 

enables the programming of “if-then” statements in order to automate 

transactions on a blockchain. By doing this, the value being digitally 

represented on the blockchain—often thought of as a “token,” like a digital 

coin—can be transformed instead into an instantiation of an agreement 

between parties that a transaction of value automatically take place upon the 

occurrence of a previously agreed-upon event or events. 

Some have humorously noted that a “smart contract” is neither smart 

nor a contract, because it simply executes previously-written code, which 

itself was constructed to represent an actual contractual agreement.9 

Nevertheless, the promise of automating existing and new processes while 

also eliminating the middle person, smart contracts may emerge as one of the 

blockchain’s “killer apps.”10  

But can blockchain-based smart contracts be recognized under law as 

currently conceived, and in what instance would this represent both a viable 

and a valuable usage? This Article examines these questions in turn. Part I of 

this article provides a practitioner’s background on blockchain technology and 

blockchain-based smart contracts. Part II sets out the argument advanced by 

digitization experts that existing laws, specifically the federal Electronic 

Signatures in Global and National Commerce Act (“ESIGN”) and state laws 

modeled on the Uniform Electronic Transaction Act (“UETA”), provide 

sufficient legal foundation for blockchain-based smart contracts to be 

enforced under current law. Part III of this Article describes potential uses 

within the insurance and energy industries where blockchain-based smart 

contracts could be implemented under the legal framework of ESIGN and 

state UETA-based laws. 

                                                 
8 UN World Food Programme Successfully Tests Blockchain for Aid Tracking, ECONOTIMES 

(Mar. 23, 2017, 6:19 AM), http://www.econotimes.com/UN-World-Food-Programme-

successfully-tests-blockchain-for-aid-tracking-605365 [https://perma.cc/H5JY-SVH7]. 
9 Not-So-Clever Contracts, ECONOMIST (July 28, 2016), 

http://www.economist.com/news/business/21702758-time-being-least-human-judgment-still-

better-bet-cold-hearted [https://perma.cc/XA52-ZFAH]. 
10 Marvin, supra note 1. 
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PART I: WHAT IS A BLOCKCHAIN AND WHAT IS A SMART CONTRACT? 
 

As noted above, a “blockchain,” can be understood as a “chain” of 

previously-validated “blocks” of transactions that constitutes an immutable 

digital ledger and the distributed, resilient foundation for transfers of value. 

Underpinning that simple description, however, is a sophisticated digital 

protocol that includes complex cryptographic algorithms, public and private 

encryption keys, and a transaction validation process that results in a high-

integrity ledger of transactions. Similarly, a “smart contract” can be 

understood as a digital instantiation of an existing contract. However, this is 

not the only definition of a smart contract, and indeed, blockchain technology 

enables different types of smart contracts. This Part I explains these concepts 

in turn. 

 

Blockchain Defined 

 

“Blockchain” can mean—depending on who you ask—an append-only 

database, an underlying technological protocol, or a virtual currency system. 

For the purposes of this Article, we use the term “blockchain” or “blockchain 

technology” to refer to a distributed, decentralized ledger that, when combined 

with a digital transaction validation process, allows for peer-to-peer electronic 

transfer of an asset without the need for an intermediary, such as a bank.11 

Blockchains replace centralized recordkeeping by having every participant in 

a blockchain-based process maintain an append-only copy.12 Every participant 

can write to and view the ledger, but no participant can change the rules of 

administration.13 This distributed ledger is synchronized in real time by a 

community of individuals (through their computers, or banks of computers) 

validating transactions.14 This synchronization of recordkeeping prevents 

users from posting invalid transactions to the blockchain, such as trying to 

spend a resource that user has already spent, since the invalid transaction (e.g. 

                                                 
11 Bernard Marr, A Complete Beginner’s Guide to Blockchain, FORBES (Jan. 24, 2017), 

http://www.forbes.com/sites/bernardmarr/2017/01/24/a-complete-beginners-guide-to-

blockchain/#36e42ce666a6 [https://perma.cc/6NVB-W8YB]. Although blockchains are much 

more general, this Article will only focus on their applicability to smart contracts due to the 

intense interest in smart contracts. 
12 PAUL VIGNA & MICHAEL J. CASEY, THE AGE OF CRYPTOCURRENCY (St. Martin’s Press 

2015). 
13 See Greenspan, supra note 6. 
14 See VIGNA & CASEY, supra note 12. 
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a double-spend of a single asset) would be detected by the rest of the 

community by comparison to their copies of the ledger.15 The validation of 

individual transactions is performed using different types of digital 

mechanisms—for example, the Bitcoin blockchain uses a proof-of-work 

algorithm16—and solutions to the proofs are verified by the community.17  

As the previous paragraph implies, blockchain technology relies on a 

variety of digital processes to maintain the integrity of the system, including 

sophisticated cryptographic algorithms. Cryptography is the science behind 

protecting and securing information, typically in an insecure environment. 

Within the blockchain ecosystem, cryptography can be used to protect the 

identity of participants, keep transactions private, and confirm the authenticity 

of the transactions. A transaction is signed with a cryptographic key by the 

participants, which ensures that each participant validated it and prevents a 

third-party from impersonating one of the participants. The transaction is then 

encrypted in such a way that the digital signatures of the participants and the 

contents are all signed, so that no one can change any part without causing 

others on the blockchain to reject the transaction. Multiple transactions are 

added onto a block, which references the previous block via its cryptographic 

signature.18    

The keys that are used to sign transactions are normally implemented 

using asymmetric encryption. In asymmetric encryption, each user generates a 

pair of keys that are linked through complex algorithms: one is a private key 

that the user keeps secret; and the other is a public key that, as the name 

implies, is publically available.19 If a second user wants to share information 

                                                 
15 See Marr, supra note 11. 
16 See Aleksandr Bulkin, Explaining Blockchain – How Proof of Work Enables Trustless 

Consensus, MEDIUM (May 3, 2016), https://medium.com/@aleksandr.bulkin/explaining-

blockchain-how-proof-of-work-enables-trustless-consensus-2abed27f0845 

[https://perma.cc/W7GR-WU77]. 
17 VIGNA & CASEY, supra note 12. Other types of blockchains use different types of validation 

mechanisms. See generally Ray Patterson, Alternatives for Proof of Work, Part 1: Proof of 

Stake, BYTECOIN (Aug. 18, 2015), https://bytecoin.org/blog/proof-of-stake-proof-of-work-

comparison/ [https://perma.cc/V258-TH22]. 
18 See generally Carola F. Berger, Bitcoin Part 3 – Hashes, Public Key Cryptography “For 

Dummies” and the Block Chain, CFB SCIENTIFIC TRANSLATIONS & CONSULTING (June 29, 

2015), http://www.cfbtranslations.com/bitcoin-part-3-hashes-public-key-cryptography-for-

dummies-and-the-block-chain/ [https://perma.cc/Q7KP-SJV6]. 
19 See Panayotis Vryonis, Explaining Public Key Cryptography to Non-Geeks, MEDIUM (Aug. 

27, 2013), https://medium.com/@vrypan/explaining-public-key-cryptography-to-non-geeks-

f0994b3c2d5#.2tkqtmuti [https://perma.cc/JZW3-8NHK]. The following discussion about 

asymmetric encryption is drawn from this article. 
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with the first user, the second user can sign a document with the first user’s 

public key, which will encrypt it in such as a way as to ensure that only the 

first user’s private key can decrypt it. Conversely, the first user can sign a 

document using their private key. That document will only be able to be 

decrypted by the corresponding public key, which establishes that the 

encrypted document was signed by the first user. 

Being distributed and open, the blockchain enables high-trust 

transactions without the need for an intermediary or third party since many 

parties are verifying each transaction. The Bitcoin blockchain, for example, 

ensures that transactions are validated by incentivizing validators with a small 

financial reward that is unrelated to the underlying transaction.20 For popular 

public blockchains such as the Bitcoin blockchain and Ethereum, transactions 

are public, and identity is based on the user’s public authentication key. By 

distributing copies of the ledger, the system is resilient and resistant to 

corruption or attacks on single or groups of nodes.21 These characteristics 

enable blockchain to incorporate both security and resilience by design. 

Blockchains can also be private or “permissioned.” Permissioned 

blockchains are administered by a single entity, although other technical 

attributes common to open or permissionless blockchains remain the same. As 

the name applies, permissioned blockchains can be configured to restrict 

access or permissions to only approved users. Permissioned blockchains give 

administrators the right to both control access and require a higher degree of 

authentication.22 Private blockchains are instantiations of similar technology 

in a fully private space, such as a private server or cloud-based environment.23  

Blockchain technology has made noteworthy progress in the past year, 

from large banks and governments experimenting with the new technology, to 

newly formed consortia facilitating industry-wide exploration.24 Over forty 

percent of senior executives at U.S. organizations with over $500 million in 

                                                 
20 VIGNA & CASEY, supra note 12. 
21 A node is a computer connected to the blockchain network. Each node, which can represent 

an individual or entity, maintains a copy of the blockchain. 
22 Tim Swanson, Consensus-as-a-service: a brief report on the emergence of permissioned, 

distributed ledger systems, R3CEV (Apr. 6, 2015), http://www.ofnumbers.com/wp-

content/uploads/2015/04/Permissioned-distributed-ledgers.pdf [https://perma.cc/FU69-

BDZE]. 
23 Id. 
24 William Mougayar, The State of Global Blockchain Consortia, COINDESK (Dec. 11, 2016), 

http://www.coindesk.com/state-global-blockchain-consortia/ [https://perma.cc/FZ8B-C8YN]. 
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annual revenue believe blockchain will disrupt their industry.25 While the 

financial services industry was one of the first industries predicted to be 

disrupted by blockchain, a range of industries, from life sciences and 

healthcare, to technology and media, are showing significant interest.26 For 

example, over forty-two percent of senior executives at U.S. organizations in 

the consumer products and manufacturing industry with over $500 million in 

annual revenue are planning to invest $5 million or more in the next calendar 

year.27 These investments are not just speculative, with twenty-one percent of 

the executives stating that they have already brought blockchain-based 

applications into production.28   

Despite the technical differences between open, private, and 

permissioned blockchains, for the purposes of this Article, we will use the 

term “blockchain” or “blockchain technology” to refer to the technology 

generally, as each of these types of blockchains presents similar opportunities 

and challenges from a smart contracts perspective. 

 

Blockchain-Based Smart Contracts 

 

Smart contracts as a concept are not intrinsically linked to blockchain. 

“Smart contract” is often used interchangeably with a broad range of terms, 

from “smart legal contract” to “digital contract” to “smart contract code.”29 

Generally, the definitions include some type of automated, self-executing 

transaction.30 

A smart contract has multiple benefits over traditional contracts.31 The 

digital nature of the contract ensures that there is a final version of the contract 

written in a detailed method that will be executed precisely by computers 

                                                 
25 Press Release, Deloitte, Deloitte survey: Blockchain reaches beyond financial services with 

some industries moving faster (Dec. 13, 2016), https://www2.deloitte.com/us/en/pages/about-

deloitte/articles/press-releases/deloitte-survey-blockchain-reaches-beyond-financial-services-

with-some-industries-moving-faster.html [https://perma.cc/6GCM-Q5FP]. 
26 Id. 
27 Id. 
28 Id. 
29 Smart Contracts Explained, BLOCKCHAIN TECHS., 

http://www.blockchaintechnologies.com/blockchain-smart-contracts (last visited Mar. 24, 

2017) [https://perma.cc/YTS9-2GEP]. 
30 See, e.g., id. 
31 Max Raskin, The Law of Smart Contracts, 1 GEO. L. TECH. REV. 304 (2017), 

https://www.georgetownlawtechreview.org/the-law-and-legality-of-smart-contracts/GLTR-

04-2017/ [https://perma.cc/673G-3ANE]. 
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when necessary. Unlike a paper contract, which can be destroyed or exist in 

multiple versions, a smart contract will by necessity be saved and executed 

only according to its encoded instructions. By forcing the contract to be 

translated into computer code, a smart contract lessens the parol evidence 

problem, in part because a computer cannot consider any external evidence 

and can only run the code that it is given. It will be difficult for a party to 

argue that there were agreed upon but un-incorporated issues if that party 

signed and verified that the contract had been accurately translated into 

computer code. Even if the parties dispute the terms later, the smart contract 

itself becomes a powerful form of evidence that demonstrates what the parties 

thought they were agreeing to.32 

Smart contracts are most efficient for contracts that can be reduced to 

simple “if-then” statements, as their terms are easy to convert to computer 

code and can be executed automatically. For instance, a life insurance contract 

can be coded as an “if-then” statement by specifying that if the policyholder 

dies, then payment to the beneficiaries commences. For similar contracts, 

given the option of a smart contract, it may no longer be efficient to have a 

person in charge of administrating and executing these contracts. 

For the purpose of this Article, a blockchain-based smart contract is a 

contract between two or more parties that is stored and digitally executed on 

the blockchain using code.33 While human involvement is needed to define the 

contract and input the code, the actual execution of the contract is automated 

based on a defined parameter, such as an event or price.34 

Blockchain-based smart contracts have the potential to impact a range 

of industries35 and some are even calling 2017 “The Year of Smart Contracts” 

for blockchain.36 Blockchain-based smart contracts can be used not only to 

                                                 
32 Stefan Thomas & Evan Schwartz, Smart Oracles: A Simple, Powerful Approach to Smart 

Contracts, CODIUS (July 17, 2014), https://github.com/codius/codius/wiki/Smart-Oracles:-A-

Simple,-Powerful-Approach-to-Smart-Contracts#offline-contracts [https://perma.cc/4BPK-

5C4V]. 
33 Christopher D. Clark, Vikram A. Bakshi, & Lee Braine, Smart Contract Templates: 

Foundations, Design Landscape and Research Directions, BARCLAYS (Aug. 3, 2016), 

https://arxiv.org/pdf/1608.00771v2.pdf [https://perma.cc/SF3Q-WMTD]. 
34 Id. 
35 SMART CONTRACTS ALLIANCE & DELOITTE, CHAMBER OF DIGITAL COMMERCE, SMART 

CONTRACTS: 12 USE CASES FOR BUSINESS & BEYOND (Dec. 2016), 

https://digitalchamber.org/smart-contracts/ [https://perma.cc/7Q92-K4HE]. 
36 Rob Marvin, Blockchain in 2017: The Year of Smart Contracts, PC MAGAZINE (Dec. 12, 

2016), http://www.pcmag.com/article/350088/blockchain-in-2017-the-year-of-smart-contracts 

[https://perma.cc/H5CN-BXDY]. 
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automate existing processes, but also to create new industries and reach new 

markets. By providing a digital platform for coding “if-then” statements, 

providing a secure and resilient environment for value transactions, and 

preserving a detailed and immutable transaction history, the blockchain 

provides an ideal platform for smart contracts. Blockchain technology allows 

users to write an agreement into code in the exacting detail required by both a 

court and a computer to faithfully execute only terms agreed to by the 

contracting parties.37  

For the purposes of blockchain-based smart contracts, every action on 

a blockchain can be configured to require the participants to sign off on the 

transaction using their private cryptographic key.38 This helps to create the 

record of transaction and verifies the identities of the parties involved in case 

of later disputes. Once a consensus is reached that a transaction is valid, the 

transaction is added as a block of multiple other transactions to the chain of 

previous blocks of transactions (hence, “blockchain”).39 These blocks are then 

part of the ledger and cannot be removed or changed, giving the chain both 

transparency and immutability.40 For instance, if a party later wants to edit or 

cancel a transaction, rather than removing that block from the blockchain, a 

new transaction will be formed and the underlying asset will be returned in 

that transaction. 

Another essential element of blockchain-based smart contracts is the 

ability of the blockchain protocol, as a digital system, to monitor for events 

that would trigger the embedded “if-then” statement. Having every node 

each of which verifies the correctness of the blockchain simultaneously 

                                                 
37 See, e.g., Andy Robinson & Tom Hingley, A Smart New World: Blockchain and Smart 

Contracts, FRESHFIELDS BRUCKHAUS DERINGER, 

http://www.freshfields.com/en/global/digital/blockchain_and_smart_contracts/?LangType=20

57 (last visited Mar. 25, 2017) [https://perma.cc/QA9C-E3F6]. 
38 See Berger, supra note 18. 
39 Consensus can be achieved in multiple ways. Bitcoin relies on proof of work for validation. 

However, an alternative system could be set up so that once the participants in a transaction, 

or a certain percentage of the participants, reach consensus, the rest of the chain will 

recognize it. 
40 Of course, for some transactions, transparency would not be a goal. A blockchain can be set 

up so that only the participants (and regulators) would be able to inspect the actual details of 

the transaction. To the rest of the chain, it would appear as a block was added but the details 

were kept encrypted. Cf. Cliff Moyce, How Blockchain Can Revolutionize Regulatory 

Compliance, CORPORATE COMPLIANCE INSIGHTS (Aug. 10, 2016), 

http://www.corporatecomplianceinsights.com/blockchain-regulatory-compliance/ 

[https://perma.cc/LSQ7-RX9D]. 
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monitor external sources for the defined parameter is complicated, and entails 

certain risks. While there are a few possible solutions, oracles are a common 

solution. Oracles are one or more external digital agents or sources trusted by 

the blockchain participants.41 The oracle monitors the external parameters 

designed within the smart contract, and gives direction or approval to execute 

the contract if those parameters are met.42 An oracle can be configured to 

work with numerous blockchains, external sources, and any necessary entity 

involved with automating the execution of the smart contract.43 Using an 

oracle or other triggering mechanisms, smart contracts will only execute upon 

the occurrence of agreed-upon events, based on agreed-upon sources of 

information. In this way, smart contracts have the potential to simplify 

administration of a range of commercial contracts. 

Although blockchain technology is being explored in many areas, its 

usage in smart contracts has been among the most prominent.44 The Ethereum 

blockchain was among the most popular blockchain implementations of smart 

contracts, due to its scripting language that could be used to write the 

contracts.45 The native ability to generate smart contracts has led to a 

proliferation of startups using Ethereum, ranging from gambling contracts46 to 

energy contracts.47 Ethereum also has its own native currency, Ether.48 

                                                 
41 Tristan Winters, Ripple Labs CTO Designs Smart Contracts, BITCOIN MAGAZINE (July 25, 

2014, 5:02 PM), http://bitcoinmagazine.com/15187/ripple-labs-cto-designs-smart-contracts/ 

[https://perma.cc/LWP3-NQ5N]. 
42 Gideon Greenspan, Why Many Smart Contract Use Cases Are Simply Impossible, 

COINDESK (Apr. 17, 2016, 1:00 PM), http://www.coindesk.com/three-smart-contract-

misconceptions/ [https://perma.cc/QFA6-DTTQ]. 
43 Stefan Thomas & Evan Schwartz, Smart Oracles: A Simple, Powerful Approach to Smart 

Contracts, CODIUS (July 17, 2014), https://github.com/codius/codius/wiki/Smart-Oracles:-A-

Simple,-Powerful-Approach-to-Smart-Contracts#offline-contracts [https://perma.cc/ZEN7-

C399]. 
44 Lester Coleman, Are Smart Contracts the Future of Blockchain?, CRYPTOCOINS NEWS 

(Jan. 13, 2016), https://www.cryptocoinsnews.com/smart-contracts-future-blockchain/ 

[https://perma.cc/Y9R7-JRSD]. 
45 Introduction to Smart Contracts, SOLIDITY, 

http://solidity.readthedocs.io/en/latest/introduction-to-smart-contracts.html#a-simple-smart-

contract (last visited Dec. 5, 2016) [https://perma.cc/DU9F-PHGJ].   
46 See Nuno Menezes, vDice – Gambling on the Ethereum Blockchain, NEWS BTC (Nov. 30, 

2016), http://www.newsbtc.com/2016/11/30/vdice-gambling-ethereum-blockchain/ 

[https://perma.cc/9DGY-S6QP].  
47 Michael del Castillo, Ethereum Used for ‘First’ Paid Energy Trade Using Blockchain Tech, 

COINDESK (Apr. 11, 2016), http://www.coindesk.com/ethereum-used-first-paid-energy-trade-

using-blockchain-technology/ [https://perma.cc/6HE6-PY7K]. 
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Companies are also emerging to build enterprise-grade applications on the 

Bitcoin blockchain. Similarly, as with other open-source environments, third 

party companies are developing a range of applications for the Bitcoin and 

Ethereum blockchains and others, including applications focused on identity,49 

device authentication,50 and transaction analysis.51 

Recognizing the potential benefits of blockchain-based smart 

contracts, industry leaders have already started experimenting with new 

applications. $116 million was invested in smart contract venture capital-

related deals in the first quarter of 2016 alone.52 Governments and regulatory 

agencies are also experimenting with blockchain-based smart contracts. The 

state of Delaware created the Delaware Blockchain Initiative and is exploring 

the use of blockchain-based smart contracts to increase recordkeeping 

efficiency and reduce costs.53  

PART II: SMART CONTRACTS, UETA, AND ESIGN 

 

With companies and industries continuing to explore new blockchain-

based smart contract applications, it is important to establish the enforceability 

                                                                                                                               
48 The value of Ether collapsed when a bug was found in its most popular implementation, the 

Distributed Autonomous Organization or “DAO,” which nearly allowed a hacker to steal 

millions of dollars’ worth of Ether. Jonathan Ore, How a $64M Hack Changed the Fate of 

Ethereum, Bitcoin’s Closest Competitor, CBC NEWS (Aug. 28, 2016), 

http://www.cbc.ca/news/technology/ethereum-hack-blockchain-fork-bitcoin-1.3719009 

[https://perma.cc/HA2N-H2YK]. However, Ethereum remains a popular platform for smart 

contract development. 
49 Michael del Castillo, Deloitte Opens Ethereum Identity Platform to Blockchain Developers, 

COINDESK (Nov. 9, 2016), http://www.coindesk.com/deloitte-opens-ethereum-identity-

platform-blockchain-developers/ [https://perma.cc/YS8W-5ZGT]. 
50 Ben Dickson, Decentralizing IoT Networks Through Blockchain, TECHCRUNCH (June 28, 

2016), https://techcrunch.com/2016/06/28/decentralizing-iot-networks-through-blockchain/ 

[https://perma.cc/33EU-R68T]. 
51 Chainalysis Technology Could Make Bitcoin Ransomware Obsolete, ALTCOIN TODAY 

(Aug. 21, 2016), http://www.altcointoday.com/chainalysis-technology-could-make-bitcoin-

ransomware-obsolete/ [https://perma.cc/EZM2-QWGS]. 
52 John Ream, Yang Chu, & David Schatsky, Upgrading blockchains: Smart contract use 

cases in industry, DELOITTE UNIV. PRESS (June 8, 2016), https://dupress.deloitte.com/dup-us-

en/focus/signals-for-strategists/using-blockchain-for-smart-contracts.html#endnote-sup-7 

[https://perma.cc/S2WF-UNX2]. 
53 Giulio Prisco, Delaware Blockchain Initiative to Streamline Record-Keeping for Private 

Companies, BITCOIN MAGAZINE (May 9, 2016), 

https://bitcoinmagazine.com/articles/delaware-blockchain-initiative-to-streamline-record-

keeping-for-private-companies-1462812187/ [https://perma.cc/WYH6-69CT]. 
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of blockchain-based smart contracts. Technical details aside, questions have 

been raised as to whether a contract on the blockchain is binding and 

enforceable.54 Vermont, for instance, has made multiple attempts to pass a law 

that would make blockchain evidence self-authenticating, and has finally 

succeeded in enacting one.55 Arizona recently passed a law clarifying that 

signatures obtained through blockchain technology are valid electronic 

signatures.56 It is not clear that Arizona was responding to any perceived 

problem with the enforceability of signatures obtained through blockchain 

technology; instead, the bill appeared to be a way for the state to signal that it 

is open to blockchain companies.57  

Even if these contracts can be efficiently translated into computer code 

onto the blockchain, they will not help anyone if they are not legally 

enforceable. Contract law is a complicated area of law, with principles dating 

back to medieval England.58 Disputes often arise about the interpretation of 

terms. For parties who agree upon a contract and then convert it to computer 

code, a dispute about a term in the original contract may now be compounded 

by a disagreement about its manner of implementation in computer code. 

In this Part II, we argue that current laws, such as UETA and ESIGN, 

already allow for smart contracts to be enforced. Part II describes the 

evolution and application of state laws modeled on UETA59 as well as the 

federal ESIGN.60 Part II also describes how blockchain-based smart contracts 

fit under these authorities. Based on this examination, we conclude that 

blockchain-based smart contracts are enforceable under UETA and ESIGN. 

 

                                                 
54 Smart contracts Pose Enforceability Issues, BUS. INSIDER (Nov. 23, 2016), 

http://www.businessinsider.com/smart-contracts-pose-enforceability-issues-2016-11 

[https://perma.cc/7FKS-D8RF]. 
55 See VT. STAT. ANN. tit. 12, § 1913 (West 2016). 
56 ARIZ. REV. STAT. § 44-7061 (2017). 
57 Ray Stern, What is Blockchain Technology and why are Arizona Leaders So Excited About 

It?, PHOENIX NEW TIMES (Mar. 9, 2017), http://www.phoenixnewtimes.com/news/what-is-

blockchain-technology-and-why-are-arizona-leaders-so-excited-about-it-9149467 

[https://perma.cc/F7UZ-ZARE]. 
58 See Eric Alden, Promissory Estoppel and the Origins of Contract Law, 9 NE. U. L.J. 

(forthcoming 2017), http://ssrn.com/abstract=2830734 [https://perma.cc/R8GA-GDQH] 

(debating the medieval English origins of promissory estoppel). 
59 UNIF. ELEC. TRANSACTIONS ACT (1999) [hereinafter UETA], 

http://www.uniformlaws.org/shared/docs/electronic%20transactions/ueta_final_99.pdf 

[https://perma.cc/7VT5-9FCC]. 
60 15 U.S.C.A. § 7001 et seq. (West through P.L. 114-327). 



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

286 

UETA and ESIGN 

A. Development of UETA and ESIGN 

 

 In the early days of the internet, states enacted a patchwork of laws 

designed to balance the needs of online commerce with protections of 

consumers and businesses. In response to the often-contradictory state laws, 

the National Conference of Commissioners on Uniform State Laws 

(“NCCUSL”) drafted UETA to provide a model law to harmonize the rules 

governing electronic commerce transactions.61 Currently, forty-seven states, 

the District of Columbia, and the U.S. Virgin Islands have enacted a form of 

UETA.62 

Despite the UETA’s purpose of providing a standard national code 

governing electronic commerce transactions, states inconsistently 

implemented UETA by changing several provisions to protect consumers or 

reflect their own state laws.63 Businesses, again facing the challenge of 

needing to comply with multiple inconsistent state laws, pushed for a new law 

to standardize the equivalence between electronic signatures and other forms 

of signatures on a national level.64 

Congress responded by passing ESIGN, which, while mirroring UETA 

in many ways diverged in some provisions, including consumer consent 

requirements.65 However, Congress included a pre-emption provision that 

gives states the option between ESIGN compliance or UETA adoption.66 

Congress specified that states could preempt ESIGN with their own laws, so 

                                                 
61 See Electronic Transactions Act Summary, UNIF. L. COMM’N, 

http://www.uniformlaws.org/ActSummary.aspx?title=Electronic%20Transactions%20Act 

(last visited Mar. 12, 2017) [https://perma.cc/V8G9-3TL9]. 
62 See Legislative Fact Sheet – Electronic Transactions Act, UNIF. L. COMM’N, 

http://www.uniformlaws.org/LegislativeFactSheet.aspx?title=Electronic%20Transactions%20

Act (last visited Mar. 13, 2017) [https://perma.cc/G7YN-G2Y9]. 
63 For example, California was the first state to implement UETA, but it added several pro-

consumer exceptions. See Kristin Burford, Uniform Adult Guardianship and Protective 

Proceedings Jurisdiction Act: E-SIGN, CAL. L. REFORM COMM’N (Mar. 28, 2013), 

http://www.clrc.ca.gov/pub/2013/MM13-14.pdf [https://perma.cc/B8DJ-QNG5]. 
64 Robert A. Wittie & Jane K. Winn, Electronic Records and Signatures under the Federal E-

Sign Legislation and the UETA, 56 BUS. LAW. 293, 294 (2000); see also 146 Cong. Rec. S. 

5217 (statement of Sen. McCain) (“A majority of States have enacted electronic 

authentication laws, but no two of these laws are the same. This inconsistency deters 

businesses and consumers from using electronic signature technologies to authorize contracts 

or transactions.”). 
65 Id. 
66 15 U.S.C.A. § 7002. 
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long as those laws were either UETA or did not conflict with ESIGN.67 This 

reflected the desire that states either follow ESIGN or adopt UETA and 

displace ESIGN.68 In this way, the preemption provision ensures that either 

ESIGN or UETA governs electronic transactions. 

  

B. Common Provisions of UETA and ESIGN 

 

UETA and ESIGN share several features. First, both guarantee that a 

signature or record will not be held legally ineffective because it is in 

electronic form.69 Second, both clarify that any law that requires a record to be 

in writing will be satisfied by an electronic record.70 Finally, an electronic 

signature is held to be the equivalent of a written signature for any law that 

requires a signature.71 Collectively, these provisions ensure that electronic 

records and signatures carry the same legal authority as physical documents 

and signatures.   

These provisions also recognize the notion that consent can be granted 

by electronic means. UETA requires that both parties agree to “conduct 

transactions by electronic means,” which can be “determined from the context 

and surrounding circumstances, including the parties’ conduct.”72 ESIGN and 

UETA also have sections relating to the retention and accessibility of any 

electronic records.73 Both acts require that an electronic record be producible 

and must accurately reflect the final form that the parties agreed upon.74 

Overall, the effect of UETA and ESIGN is to allow digital signatures 

to have the same effect as a physical signature. Congress wanted to allow 

businesses to benefit from the efficiency of transmitting and signing 

documents electronically and to free businesses from being required to keep a 

warehouse full of contracts.75 Although it is difficult to imagine now, the 

                                                 
67 Id.  
68 See Wittie & Winn, supra note 64, at 295. 
69 15 U.S.C.A. § 7001; UETA § 7(a). 
70 Id. 
71 Id. 
72 UETA § 5(b). 
73 Id. at § 12; 15 U.S.C.A. § 7001(e). 
74 U.S.C.A. § 7001(e); UETA § 12(a)(1)-(2). 
75 146 Cong. Rec. S. 5217-18 (statement of Sen. McCain) (“It would ensure that consistent 

rules for validating electronic signatures and transactions apply throughout the country. Thus 

providing industry with the legal certainty needed to grow electronic commerce. It empowers 

businesses to replace expensive warehouses full of awkward and irreplaceable paper records 

with electronic records that are easily searched or duplicated.”). 
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Congressional Record is replete with the concern that electronic signatures 

would somehow be less valid than physical signatures unless Congress 

acted.76 The courts have interpreted both the UETA and ESIGN in a way to 

help facilitate digital transactions, which has allowed the digital economy to 

grow. Indeed, UETA and ESIGN have allowed credit card applications, loan 

applications, and other transactions to be performed online while still being 

enforceable. 

 

How Do UETA and ESIGN Apply to Blockchain-Based Smart Contracts 

  

  The key to the applicability of UETA and ESIGN to blockchain-based 

smart contracts is the cryptographic key with which blockchain-based smart 

contracts are signed and acknowledged. Simply put, asymmetric key 

encryption falls squarely within the both the language and intent of ESIGN 

and UETA as an “electronic signature.”   

As noted above, one way for a party to express agreement with the 

terms of a blockchain-based smart contract is to provide its digital signature 

utilizing a cryptographic key. This signature, expressed using asymmetric key 

encryption, is similar to the initial digital signatures that early forms of UETA 

envisioned. UETA defined “electronic signature” as “an electronic sound, 

symbol, or process attached to or logically associated with a record and 

executed or adopted by a person with the intent to sign the record.”77 An 

electronic signature therefore has two components: the signature, in whatever 

form it is, and the intent to sign.  

Courts have interpreted the requirement for the signature and the intent 

to sign broadly. For example, courts have found that typing “Thanks” plus the 

sender’s name in an email constitutes a signature.78 The court in that case 

noted that the plaintiff manually typed her name, as opposed to having a 

default signature automatically attached by her email program.79 This is a low 

bar to set to allow UETA to enforce the contract. 

By contrast, parties using blockchain-based smart contracts would 

negotiate terms and then each party would need to use their cryptographic 

                                                 
76 Id. at S. 5219. (statement of Sen. Leahy) (“The AARP found that of consumers over the age 

of 45, half of them worry that electronic contracts will give them less protection than paper 

contracts. That is what we want to avoid.”). 
77 UETA § 2(8). The definition of “electronic signature” under ESIGN is essentially the same. 

15 U.S.C. § 7006(5). 
78 Forcelli v. Gelco Corp., 109 A.D.3d 244, 251, (N.Y. App. Div. 2013). 
79 Id. 
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key, unique to them, to sign off on the contract. The cryptographic key would 

be either a “symbol or process attached to or logically associated with a 

record,” and the deliberate signing off would demonstrate each party’s “intent 

to sign the record.” Regardless of the specific contract terms, the fact that a 

blockchain-based smart contract can require the participants to sign the 

contract through the cryptographic key should assure courts that a blockchain-

based smart contract is a legally-binding agreement under UETA and ESIGN. 

Moreover, a blockchain-based smart contract can prevent some of 

those factual challenges because the cryptographic nature of the signature for 

a blockchain-based smart contract can more effectively establish a person’s 

identity. In a case arising out of Louisiana, a court upheld the applicability of 

Louisiana’s version of UETA to automobile insurance contracts but held that 

a genuine issue of fact existed over whether the plaintiff had actually signed 

the insurance waiver.80 The insurance company insisted that she had, but she 

pointed out that the waiver was signed four days after she met with the 

insurance agent to apply for insurance.81 Due to this conflict, the case needed 

to go back to the trial court for further proceedings. This is not an uncommon 

issue, as similar cases have arisen in other jurisdictions.82 These kinds of 

disputes often boil down to which side can muster enough evidence that the 

proper person signed the contract or create enough doubt to go to trial, where 

a jury could be swayed by other concerns.   

A blockchain-based smart contract, by contrast, needs to be signed by 

each party using a cryptographic key that only each party has access to. This 

cryptographic key is a much more reliable identifier, as it is nearly impossible 

for someone to forge the key, as it would require cryptographic hacking that is 

only available to nation-state actors. A third party can see that signature and 

immediately know who signed it, preventing many disputes about the 

authenticity of a signature. A party may argue that its cryptographic key was 

stolen, but unlike in cases where someone’s bitcoin wallet key is stolen to 

transfer funds, the benefits of stealing the key for an insurance contract or 

other type of blockchain-based smart contracts are much less obvious. In the 

case of an insurance contract, the beneficiary could not be changed without 

needing a new smart contract and the smart contract would ensure that the 

premium is being paid, which lessens the chance a party could enter into a 

                                                 
80 Bonck v. White, 2012-1522 (La. App. 4th Cir. Apr. 24, 2013); 115 So. 3d 651, 655. 
81 Id. 
82 See, e.g., Zulkiewski v. Am. Gen. Life Ins. Co., No. 299025, 2012 WL 2126068 (Mich. Ct. 

App. June 12, 2012); Barwick v. Gov't Employee Ins. Co., 2011 Ark. 128, 7 (2011). 
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fraudulent contract. Instead, the cryptographic signing would function much 

like having witnesses observe the signing of a will. It would create a high 

barrier to overcome and reduce costs of enforcement, as fewer parties would 

be willing to go to court to contest that they signed a contract, as the evidence 

would be difficult to overcome. 

PART III: SMART CONTRACTS, PARAMETRIC INSURANCE, AND THE 

SMART GRID 

 

Blockchain-based smart contracts have the potential to benefit the 

insurance and energy sectors by streamlining current activities and opening 

new markets for products. Both the insurance and energy sectors can take 

advantage of blockchain to digitize and streamline administration of existing 

processes and utilize the technology to offer new products and services where 

transparency, trust, and simplicity offer value. In the insurance industry, many 

of the most common forms of contracts can be reduced to simple “if-then” 

statements and digitized as blockchain-based smart contracts. Digitizing the 

administration of existing policies would reduce the cost of administering 

these products; using basic parameters for policy payout could leverage 

blockchain-based smart contracts’ ability to easily administer “if-then” 

transactional relationships. In the energy industry, blockchain-based smart 

contracts can enable smart grids, microgrids, and other types of innovative 

grid management technologies by both providing the mechanism for 

automating value transmission and the means to streamline transaction 

administration. Blockchain’s trust environment for transactions can also open 

new markets for innovative methods of service provision and payment for 

service. As such, both the insurance and energy industries provide real-world 

use cases to demonstrate the value of blockchain-based smart contract 

technology.  

 

Insurance  

 

Basic insurance contracts can often be boiled down to an agreement to 

make payment upon the occurrence of a discrete event. However, 

administration of even apparently straightforward insurance policies can 

become complex. Claims adjusters are needed to assess a claim and its 

validity. If parties later disagree about the interpretation of the terms, or the 

parties relied on representations outside of the policy, disagreements can arise. 
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Parties are often mistrustful of one another even in the most cordial customer-

service environment because of the potential for fraud, abuse, or denial of 

claims. In either event, insurance companies incur costs administering even 

the simplest of contracts, and those costs are often passed along to consumers 

in the form of higher premiums. 

Blockchain-based smart contracts can avoid many of these problems. 

They can be structured to reflect the basic “if-then” relationship of many basic 

insurance policies. Through the use of event monitoring functions, such as 

oracles, payments can be automatically triggered based on objective validation 

of specified events. Construction of blockchain-based smart contracts requires 

the parties to precisely define the terms of the policy so that those terms can 

be executed by a digital protocol, since the protocol can be programmed to 

execute only explicit policy terms. Moreover, by overcoming challenges of 

trust and providing transparency, new types of policies for different or 

underserved populations can be structured and utilized. 

 

A. Efficiency Gains in Current Insurance Contracts: Life Insurance and 

Final Expense Policies 

 

 Some of the simplest “if-then” types of insurance policies are 

individual life insurance and final expense policies. Life insurance contracts 

pay out upon the policyholder’s death. Although this process is normally easy 

for the survivors to carry out, usually requiring the presentation of a death 

certificate or other proof of loss and a beneficiary form, problems can arise in 

multiple ways. For example, the policyholder may hold multiple life insurance 

policies, the beneficiary may not know about the policy, or the beneficiary 

may misplace the paperwork for the policy.83 As a result, inefficiencies and 

increased administration costs can arise without any malfeasance or ill-will 

from any party. 

Blockchain-based smart contracts can remedy many of these problems. 

For example, rather than maintaining only a written insurance contract, a 

blockchain-based smart contract is digitally instantiated and recorded to the 

blockchain’s immutable ledger. Rather than relying upon the policyholder to 

retain the policy (making the policy subject to loss through misplacement or 

destruction by fire, flood, or similar occurrences), the policy would be 

                                                 
83 Lesley Stahl, Life Insurance Industry under Investigation, CBS NEWS (Apr. 17, 2016), 

http://www.cbsnews.com/news/60-minutes-life-insurance-investigation-lesley-stahl/ 

[https://perma.cc/8XRF-BLDD]. 
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recorded on the blockchain and its terms would be available at any time for 

the insurer, the policyholder, and the beneficiary to review. Rather than 

relying upon a beneficiary to notify the insurance company, a blockchain-

based smart contract can be constructed to rely on oracles set to monitor 

specific sources of information about individual deaths. The transparency of 

the blockchain and the fact that its rules are not administered by any single 

participant in the process can allow purchasers to rely on digital instantiation 

and administration. 

Digitization has already enabled portions of this process. The United 

States government maintains the Social Security Death Master File, which 

tracks when a person with a Social Security number dies.84 Although this is 

not a perfect record and has in many instances been subject to legitimate 

criticism for its accuracy,85 an oracle could monitor this file for policyholders, 

and upon the death of a policyholder the oracle could trigger the potential 

execution of the blockchain-based smart contract. Currently, the Master File is 

only updated once a week and a person’s death must be reported to the Social 

Security Administration for it to be filed.86 For that reason, oracles could also 

monitor other digitally-available sources of information, such as social media, 

in order to provide further assurances before the final execution of the 

contract.87 Indeed, some organizations are already experimenting with peer-to-

peer unemployment insurance smart contracts based on LinkedIn data.88 

A similar application for blockchain-based smart contracts in 

insurance is final expenses insurance. Final expenses insurance is a form of 

insurance where a fixed sum is paid out upon a person’s death to help cover 

                                                 
84 SOC. SEC. DEATH MASTER FILE, 

https://www.ssdmf.com/FolderID/1/SessionID/%7BA19D1475-03BF-4688-9934-

27CFB0BE9234%7D/PageVars/Library/InfoManage/Guide.htm (last visited Apr. 16, 2017) 

[https://perma.cc/5LFC-LNZL]. 
85 See GOV’T ACCOUNTABILITY OFFICE, SOCIAL SECURITY DEATH DATA: ADDITIONAL 

ACTION NEEDED TO ADDRESS DATA ERRORS AND FEDERAL AGENCY ACCESS (Nov. 2013), 

http://www.gao.gov/assets/660/659289.pdf [https://perma.cc/5CGW-CBXP]. 
86 Id. 
87 Loyal Hersley, How Distributed Ledger Technology Might Grow in the Insurance Industry, 

LEXOLOGY (Jan. 12, 2017), http://www.lexology.com/library/detail.aspx?g=3bce48e6-5cec-

4f4d-8bc4-4341a6e4dc21 [https://perma.cc/MA4P-K32M]. 
88 P2P Insurance Solutions, DYNAMIS (Jan. 1, 2016), http://blog.dynamisapp.com/p2p-

insurance-solutions/ [https://perma.cc/5HWJ-83UN]. 
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funeral costs.89 For some cultures, it is essential to have a proper funeral or 

perform funeral traditions.90 However, families are often unable to pay for an 

unexpected funeral or even the funeral of an elderly family member. A 

blockchain-based smart contract could be set up using the same sources as a 

life insurance smart contract and perform the same function. Indeed, contracts 

could even be purchased by family members in other countries, with agreed-

upon oracles and specified mechanisms of digital payment, such as direct 

payment to funeral providers, rather than reliance upon local reporting and 

paper checks. 

 

B. New Models of Insurance: Parametric Insurance 

 

 Life insurance and final expense insurance are good examples of 

simple “if-then” arrangements that can be digitized into blockchain-based 

smart contracts in relatively straightforward ways. But could other types of 

insurance that are currently reliant on more subjective factors be restructured 

into products with more firmly defined parameters, enabling their digitization 

and administration through blockchain’s transparent processes? Parametric 

insurance policies offer such potential. By pairing parametric insurance with 

blockchain-based smart contracts, insurers can reinvent the manner in which 

classes of insurance are offered. 

Parametric insurance is a form of insurance where the payouts are 

determined not through a claims adjuster surveying the damage, but based on 

objective measures, such as the magnitude of a weather event.91 It is most 

often used for insurance for natural catastrophes, such as tornadoes or 

hurricanes, where individualized policies based on specific damage would be 

difficult and costly to administer but a standardized payout based on proxies, 

such as the severity of the storm, would suffice.92 Parametric insurance is 

                                                 
89 FINAL EXPENSE INSURANCE, STATE FARM, 

https://www.statefarm.com/insurance/life/whole-life/final-expense (last visited Apr. 16, 2017) 

[https://perma.cc/F2US-J6NW]. 
90 Kate Torgovnick May, Death is Not the End: Fascinating Funeral Traditions Around the 

Globe, TED (Oct. 1, 2013), http://ideas.ted.com/11-fascinating-funeral-traditions-from-

around-the-globe/ [https://perma.cc/M42H-V628]. 
91 Parametric Covers, SWISS RE, 

http://www.swissre.com/corporate_solutions/solutions/parametric_products/ (last visited Apr. 

16, 2017) [https://perma.cc/2VE4-3LK2]. 
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preferable to other forms of insurance when a quick payout is necessary, such 

as when a country suffers a hurricane and needs to quickly obtain money to 

begin rebuilding and pay emergency workers.93 Parametric insurance can 

lower the time of payment from months to two weeks, which can help 

jumpstart the rebuilding process.94 

The key to parametric insurance is finding objective indicators that can 

serve as an effective proxy for the type of loss being covered. The benefit to 

doing so is that once effective proxies are identified, policies that would need 

to be adjusted qualitatively could instead be reduced to simpler “if-then” 

statements. For example, by relying upon objective markers, such as storm 

intensity, wind speed, or amount of rain, there is no need for individualized 

adjustment of claims. After a hurricane damages an area, an oracle can pull 

data from a third-party site, such as the National Weather Service, to 

determine objective measures, such as the strength of the storm, and then 

make a payment based on that data. While individual losses may be greater or 

less than the specified payment amount, the insurer gains certainty in loss 

forecasting and the policyholder gains speed in payment. Both parties benefit 

from the automation of the process and the reduction in frictional costs. 

Parameterizing current forms of insurance based on proxies for loss 

and coding these policies onto blockchain-based smart contracts can 

fundamentally alter insurance offerings by (1) lowering transactional costs of 

simple policies to allow for lower-premium policies to be profitably 

administered and (2) opening new markets for insurance products since 

locally-based claims adjustors or other local trusted agents would no longer be 

necessary to effectively administer the policy. Although some costs are 

difficult to manage, studies have found that for property and casualty 

insurance, management and contract administration is the largest driver of 

cost variance.95 Indeed, for property and casualty insurance, one study 

concluded that over eighty percent of the cost variance was attributed to 

management factors, not to the underlying product.96 It is estimated that 
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Operating Costs?, MCKINSEY & CO. (July 2015), 
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improving IT efforts alone could reduce costs by twenty to forty percent, with 

business complexity and performance management being other large drivers 

of cost variance.97 

Moving to parametric blockchain-based smart contracts has the benefit 

of addressing IT improvement, business complexity, and performance 

management, while gaining transparency and trust. Blockchain technology 

can be implemented without having to discard current IT systems, as a 

blockchain-based platform can be added on top of an existing IT system and, 

indeed, is commercially available through several cloud services providers.98 

Parameterizing current policy structures drastically reduces business 

complexity, and its standardization of payouts and parameters allows for 

much more bounded modeling of potential loss events and amounts. Finally, 

blockchain-based smart contracts can be administered through oracles and 

monitored in real-time through analytic software examining the permanent 

blockchain record of transactions and loss occurrences, creating incentives 

both for parameterization and for reducing such policies to blockchain-based 

smart contracts. Fewer local agents would be necessary, and the use of oracles 

could replace the need to rely on the reports of adjusters on the ground. 

As a result of the reduction in frictional costs, policies that were 

previously unprofitable because of low margins—due to the low premiums or 

high administration costs—could become profitable areas for new products. 

For example, companies could profitably insure extremely low premium and 

low payout events through no-fault parametric policies, where the payouts are 

determined based on readings from sensors installed in the cars about damage 

to the car, pattern of driving before the incident, violation of local traffic laws, 

or other factors.99 Homeowners could have parametric insurance for incidents 

such as fires in their homes where a smart fire alarm and smart home sensors 

could identify the source of a fire, the resulting damage, and potentially its 

cause. 

Moreover, the agricultural industry lends itself to the use of 

parametric, blockchain-based smart contract insurance. Touting the numerous 

potential benefits of parametric insurance to improve the welfare of 

smallholder farmers, increase resilience, and eliminate the need to verify 
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98 See, e.g., Blockchain as a Service, MICROSOFT, https://azure.microsoft.com/en-

us/solutions/blockchain/ (last visited Mar. 24, 2017) [https://perma.cc/AK6T-7R3E]. 
99 See Ali Safavi & Kevin Wang, Blockchain is Empowering the Future of Insurance, 

TECHCRUNCH (Oct. 29, 2016), https://techcrunch.com/2016/10/29/blockchain-is-

empowering-the-future-of-insurance/ [https://perma.cc/A9BC-UHCJ]. 
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losses, numerous organizations have piloted index insurance programs all over 

the world, particularly in developing countries.100 However, the ability to 

reach smallholder farmers to make sure they can access and understand the 

insurance contracts currently limits scalability.101 Rural areas with poor 

infrastructure may be hard to reach with traditional methods. 

The ability to market and administer blockchain-based smart contract-

enabled parametric insurance policies solely through internet-connected 

smartphones can aid in reaching underserved populations. For example, a 

smartphone-based system, potentially modeled after Kenya’s M-Pesa,102 could 

be a good solution. M-Pesa is a mobile payment system that allows people to 

send and receive money using their cellphone.103 Since 2007, the technology 

has taken off with at least one individual in ninety-six percent of Kenyan 

households using it.104 Indeed, seventy-five percent of the unbanked 

population in Kenya uses M-Pesa.105 Elsewhere in Africa, BitPesa is using the 

Bitcoin blockchain to bring the M-Pesa model to other African countries and 

to cross-border transactions. 

In sum, parametric, blockchain-based smart contracts represent not 

only an opportunity to digitize existing insurance products to realize 

efficiencies, but also open potentially untapped markets for insurance products 

using the benefits of newly-developed technology. 

 

C. Smart Contracts, Insurance, UETA, and ESIGN 

 

 As noted above, we argue that blockchain-based smart contracts are 

enforceable under UETA and ESIGN. Specifically with respect to insurance 

contracts, however, these types of digital contracts are also the exact types of 

contracts that Congress wanted to protect under ESIGN. Insurance contracts 
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are specifically included in the statute.106 ESIGN, as part of its consumer 

protection provisions, prohibits the cancellation of life insurance policies 

through electronic means.107 This protection reflects the special status of life 

insurance as providing for one’s family after death, which has led states to 

protect life insurance proceeds in other ways.108 UETA does not have a 

similar protection, but many states have implemented similar exemptions.109 

These limitations restrict the kinds of smart contracts that can be created for 

insurance products. 

In order to take advantage of UETA and ESIGN, a blockchain-based 

smart contract for life insurance would not be able to cancel a policyholder’s 

policy upon non-payment of the premium. Instead, the cancellation notice 

would need to be sent via physical form. Cancellation of blockchain-based 

smart contract-driven life insurance policies for non-payment may be an area 

for further development of legal guidance under UETA and ESIGN. In 

addition, smart contracts need to be worded carefully to ensure that 

policyholders do not use them as a substitute for a will, as ESIGN and UETA 

would not ensure that they are valid. 

 

Smart Contracts and the Energy Industry 

 

The energy industry is actively examining new models and 

mechanisms for delivering service to customers. Likewise, customers 

themselves are looking for new ways to purchase energy and to understand the 

origins of the energy they purchase. Blockchain-based smart contracts can 

help accelerate two developments in the energy industry: (1) smart meters; 

and (2) microgrids. Blockchain-based smart contracts can provide a new, 

more secure basis for smart meters and, in fact, can take advantage of 

blockchain’s currency foundations to automate payments as well. Blockchain-

based smart contracts are already enabling microgrids, and these initial efforts 

can point the way to broader adoption. Blockchain-based smart contracts can 

provide the tool to give both utilities and customers the levels of efficiency 

                                                 
106 15 U.S.C. § 7001(i)-(j). 
107 15 U.S.C. § 7003(b)(2)(A). 
108 See Jay Adkisson, The Amazingly Confusing Life Insurance Exemption from Creditor 

Claims, FORBES (Apr. 11, 2015), http://www.forbes.com/sites/jayadkisson/2015/04/11/the-

amazingly-confusing-life-insurance-exemption-from-creditor-claims/#7566a4051e19 
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109 See, e.g., N.C. GEN. STAT. § 66-313(e)(3). 
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and effectiveness that both strive for, while delivering both the consumer 

protections and individual choice that stakeholders often advocate. 

 

A. Smart Meters 

 

Retail energy provides power to customers through energy lines. The 

electric utility tracks a customer’s power consumption through a meter 

installed at the customer’s home. At the end of the billing cycle, a customer is 

sent a bill for their past month’s consumption. 

Although this process is well understood by all parties involved, it has 

several drawbacks. First, by receiving a bill only once a month, it is difficult 

for customers to obtain immediate feedback on their energy usage. On a hot 

day, a customer may know that their usage will be higher, but they would not 

have a way of knowing exactly how much more energy they used that day 

compared to a regular day. For instance, they may know that keeping the 

house at 73 degrees will be expensive but not how much more expensive 

relative to keeping it at 75 degrees, which limits the ability of a household to 

adjust its usage on a less-than-monthly basis. If a homeowner wants to 

balance their comfort with keeping heating and cooling costs down, having 

access to this more granular level of detail will enable them make the best 

decision. Second, the process relies on customers being able to provide forms 

of identification and credit, which may be difficult for certain populations, 

like students and households without bank accounts. Many utilities require 

either a Social Security number or two forms of identification, including one 

with a photo.110 Even if the potential customers do have those forms of 

identification, they may lack access to banks or credit cards that a utility 

requires.111 

In response, some utility companies have begun to use smart meters, 

which are electrical meters that wirelessly send meter readings to the utility 

company. This allows the company to provide a more accurate and up-to-date 

bill while also freeing the company from needing to send inspectors out every 

month to read the meters.112 
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Smart meters can go a step further, however, to allow customers to pay 

as they go rather than rely on monthly assessments and the credit 

requirements. For example, Arizona’s Salt River Project Agricultural 

Improvement and Power District (“SRP”) implemented a pay as you go smart 

meter system, M-Power, which is currently one of the largest pre-paid energy 

programs in the United States.113 Under M-Power, SRP installs smart meters 

in customers’ homes and allows them to use pre-paid smart cards to purchase 

energy. These cards can be re-loaded at pay centers across the Phoenix metro 

area, which includes centers that are open 24 hours a day.114 This system gives 

customers more control and flexibility over their energy bill, which is 

particularly beneficial for those with tight budgets, such as lower-income 

families or students.115 Customers are also more aware of their energy usage, 

resulting in a twelve percent reduction in electricity use of M-Power 

customers.116 With high satisfaction ratings,117 SRP’s customer base has also 

expanded from those needing more flexibility than a monthly electricity bill to 

include customers interested in measuring their energy use or wanting to 

reduce their energy use.118 

Blockchain-based smart contracts could build further on the pay-as-

you-go smart meter concept. For example, blockchain-based smart contracts 

can resolve some security concerns and allow for quicker payments. A recent 

report noted that smart-meters are woefully insecure, using outdated 

encryption protocols that can be easily brute-forced.119 Some customers are 

also unable to reload their payment cards without visiting a separate payment 

machine, which can pose a problem if their energy runs out in the middle of 

the night and no pay centers are open. Finally, some consumers have protested 

that smart meters inaccurately measure their consumption and overcharge 

                                                 
113 B. Neenan, Paying Upfront: A Review of Salt River Project’s M-Power Prepaid Program, 

ELEC. POWER RESEARCH INST. (Oct. 2010), 

https://www.smartgrid.gov/files/Paying_Upfront_Review_Salt_River_Project_MPower_Prep

aid_Pr_201007.pdf [https://perma.cc/784G-HX38]. 
114 SRP M-Power Price Plan, SRP, http://www.srpnet.com/payment/mpower/ (last visited 

Apr. 16, 2017) [https://perma.cc/PSY7-UM8J]. 
115 See Neenan, supra note 113. 
116 Id. 
117 Id. 
118 Id. 
119 Catalin Cimpanu, Smart Meters are Laughably Insecure, Are a Real Danger to Smart 

Homes, BLEEPING COMPUTER (Jan. 5, 2017), 
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them.120 By contrast, blockchain-based device authentication tools can 

augment the security of smart meters on a blockchain-based system.121 

Blockchain-based smart contracts can also enhance payment processes 

for smart meters. Instead of relying upon payment cards that must be reloaded 

at a separate location, with blockchain-based smart contracts paired with 

smart meters, customers can arrange payments on their phones using 

blockchain-based smart contracts that execute when their remaining electrical 

power drops below a certain amount of time left. This makes it easier for 

customers to pay than the current system, which often requires going to a 

separate physical location to add to one’s balance. Blockchain-based smart 

contracts could also be structured so that when an external weather reporting 

site indicates that the next week will be particularly cold or hot, the contract 

would automatically add more money to the consumer’s balance to account 

for the expected higher usage. For some users, the assurance of knowing that 

they will not need to frantically add to their balance during the middle of a 

snowstorm or heat wave is worth paying earlier than necessary. The consumer 

would also benefit from having multiple smart contracts execute during what 

would have been a traditional monthly billing cycle. The consumer would 

have more immediate feedback about their energy usage and could adjust in 

real-time or based on pre-programmed parameters if necessary. 

As noted above, blockchain technology also offers benefits of greater 

transparency for all participants, as well as a greater sense that rules cannot be 

changed unilaterally. As a result, a blockchain solution can address questions 

concerning overbilling. With a blockchain-based system, consumers would 

have direct access to an immutable record of their usage, which could be 

compared to historical usage or the average usage of neighbors. A user who 

suspects they were either overcharged or perhaps had their smart meter 

hacked would be able to compare their usage on an extremely granular level 

to the usage of their neighbors to demonstrate errors. These benefits may 

allow companies to reach new markets of people looking for more flexibility 

or who have difficulty with the traditional requirements. 
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B. Microgrids 

 

Microgrids are another area of innovation in the electric industry. In 

the United States, the majority of people receive their electricity from coal and 

natural gas facilities.122 These facilities generate power at a central location, 

which is then transmitted over power lines to the end user. Although this is the 

dominant model for delivering power in the United States, this model presents 

specific risks. 

For example, centralized power production creates a risk that if a plant 

goes offline, customers will suffer substantial loss of service. Hurricane Sandy 

demonstrated this problem in dramatic fashion. The hurricane left 7.9 million 

people without power in the Mid-Atlantic and New England areas in the 

immediate wake of landfall.123 Even a month later, one percent of Jersey 

Central Power & Light customers remained without power.124 The crippling 

effects of the storm demonstrated that an electrical grid relying upon a few 

central power plants could collapse quickly and need a lengthy rebuild. The 

fact that multiple storms in the previous year had knocked power out to 

millions of people on the Eastern Seaboard further confirmed that the 

electrical grid was vulnerable.125 For these and other reasons, the centralized 

grid model has been criticized in recent reports as being outdated and in need 

of serious upgrade.126  

Microgrids are a potential supplement to centralized grid systems, but 

may eventually replace them altogether. Rather than rely exclusively upon a 

power plant that produces electricity for a region, a microgrid allows residents 
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in the area to better manage local usage and even generate and sell power 

through solar panels or other alternative energy methods.127 The residents can 

use the microgrid to power their own homes or businesses, supplement their 

power needs from the larger grid—and if they generate extraneous power, 

residents can sell it either to their neighbors or back to the larger grid.128 

Microgrids provide a backup system in case a storm or terror event disables 

the centralized grid. In fact, several microgrid participants cited access to a 

reliable backup as part of the reason that they joined the project.129 Microgrids 

may even extend power access to rural and tribal communities.130  

Blockchain technology is beginning to be deployed in the United 

States to facilitate microgrids.131 The most successful example so far is the 

Park Slope microgrid in Brooklyn, New York, with over 130 buildings 

participating.132 Although currently limited in scope, the ultimate goal is to 

use blockchain-based smart contracts to allow buildings that produce extra 

energy to sell that energy in an automated fashion to other residents on the 

microgrid.133 Blockchain-based smart contracts would be set up in such a way 

that when one user produces excess energy, it is automatically sold to another 

user in the neighborhood, which allows the neighborhood to lessen the amount 

of energy it draws from the central grid. Facilitating the sale of excess energy 

produced by one building to a building in need of energy helps reduce the 

overall strain on the grid, thereby preventing brownouts during times of high-

energy consumption. The Park Slope microgrid has already led to reduced 

energy usage, as well as facilitating a better understanding amongst 
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consumers regarding where the energy originates and how it is made.134 The 

emphasis on buying energy as needed forces customers to confront their 

energy usage and re-evaluate how much they are using.135  

Adopting blockchain technology in the energy industry poses its own 

challenges. Strict industry regulation and monopolies make it difficult to 

implement new technologies even with their likely benefits. For example, as a 

political subdivision of the state of Arizona, SRP is under different regulations 

from the Arizona Corporation Commission (“ACC”) than a standard utility 

company.136 This regulatory freedom allowed SRP to test and implement its 

pay-as-you-go smart meters. In this way, co-ops are also strong candidates to 

begin experimenting with and adopting blockchain-based smart contract 

technology, in a manner that can ultimately benefit the entire industry. 

CONCLUSION 
 

With all of the hype surrounding blockchain-based smart contracts, it 

is important to focus on the use cases that are both viable and valuable. 

Blockchain-based smart contracts should be seen as a legally binding 

statement under UETA and ESIGN and, therefore, available for innovation 

now. Moreover, the benefits of blockchain-based smart contracts are clear. 

Blockchain-based smart contracts provide security and resilience, an 

immutable transaction history, and the ability to enable micropayments, 

micro-transactions, and automation in an effective and profitable manner.  

The insurance industry could greatly benefit from blockchain-based 

smart contracts, particularly for contracts that can be easily automated or 

broken down into “if-then” statements. This would allow the industry to reach 

new markets while also solving some existing problems. Blockchain-based 

smart contracts would reduce the need for intermediaries, copious amounts of 

paperwork, and cases of underpayment while simultaneously increasing 

efficiency and decreasing payout time. Parametric insurance may prove to be 

the best application of blockchain-based smart contracts in the insurance 
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industry, leading to lower transactional and administrative costs and reducing 

the need for claims adjustors, which will in turn reduce premiums. With 2.5 

billion unbanked people in the world, a new payment system using blockchain 

could open up a huge new market of potential customers. 

Another promising application is in the energy industry. Blockchain-

based smart contracts could increase the efficiency of payment systems and 

energy transfer while also improving security and resilience. Customers would 

also have more freedom and information on their energy usage and costs using 

blockchain-based smart contracts. Microgrids will increase resilience of the 

energy system, which may become more essential with severe weather 

patterns or potential terrorist attacks. Blockchain-based smart contracts will 

also allow people to easily sell or buy more energy depending on their usage 

at any given time. With fewer regulatory barriers, co-ops may be the best 

starting place for implementing these new applications within the energy 

sector, to the overall benefit of the energy industry as it can observe these 

experiments and take advantage of the technology as it matures. 

In sum, rather than simply a futuristic science project, blockchain-

based smart contracts are real, enforceable under existing law, and able to 

offer real benefits across a variety of industries. 
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ABSTRACT 
A new technology called “smart contracts” has emerged. What makes these 

legal agreements innovative is that their execution is made automatic through 

the use of computers. This Article examines smart contracts from a legal 

perspective. Specifically, this Article explains smart contracts’ operation and 

place in existing contract law. It introduces a distinction between strong and 

weak smart contracts, as defined by the costs of their revocation and 

modification. The article concludes that smart contracts are simply a new 

form of preemptive self-help that should not be discouraged by the 

legislatures or courts. While certain unconscionable examples of strong smart 

contracts may need to be policed, judges and policymakers should foster a 

climate that treats smart contracts as another form of more traditional 

agreements. 
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INTRODUCTION 
 

Self-help is nothing new. Whether building walls to stymie trespassers 

or changing locks to evict squatters, individuals regularly act on their own 

before invoking the formal legal system. Over the past few years, a group of 

innovators have begun designing computer technologies that bring self-help to 

the realm of contracts.1 They call these new contracts “smart contracts.” Their 

aim is to allow contracting parties to ensure their agreement is enforced by 

raising the costs of any breach by a prohibitive amount.  

Smart contracts are defined as agreements wherein execution is 

automated, usually by computers. Such contracts are designed to ensure 

performance without recourse to the courts. Automation ensures performance, 

for better or worse, by excising human discretion from contract execution.  

One example of a smart contract is the humble vending machine. If the 

machine is operating properly and money is inserted into the machine, then a 

contract for sale will be executed automatically. This is a smart contract. Such 

a contract poses no legal problems if the machine were to dispense soda, but 

legal questions arise if the machine instead dispenses heroin. Should laws be 

passed to ban vending machines because they can be used to further illegal 

ends? Or should their use be regulated ex post?  

Certain situations will arise that will force the law to deal with smart 

contracts, and the purpose of this article is to assess their legality and 

demonstrate that there is little difficulty situating smart contracts within 

existing contract law. Innovative technology does not necessitate innovative 

jurisprudence, and traditional legal analysis can help craft simple rules as a 

framework for this complex phenomenon.2  

                                                 
1 See infra pp. 333. Such technologies are discussed below. They range from options contracts 

that automatically trigger on certain conditions (“prediction markets”) to fundraising 

platforms that automatically disburse funds when funding thresholds are met.  
2 Compare Frank H. Easterbrook, Cyberspace and the Law of the Horse, 1996 U. CHI. LEGAL 

F. 207 (1996) (arguing that the best way to learn and craft the law of a particular field is to 
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 The Article begins with a definition of smart contracts and an 

explanation of the interplay between legal prose and machines. This analysis 

will also engage with the existing smart contract research, which is often 

written from a computer science perspective. The salient features of smart 

contracts differ between the technical and legal discussions, a fact which is 

lost in the existing literature. To help clarify, the article will introduce a 

classification of strong and weak smart contracts. To provide context to the 

above discussion, a short history of the idea will be included. 

Next, the two technological components that have enabled smart 

contracts will be explained. The first component will be termed 

“contractware,” which can be defined as the physical or digital instantiations 

of contract terms onto machines or other property involved in the performance 

of the contract.3,4 By instantiation, we mean taking the terms of the agreement 

and either writing them into previously existing software or writing them into 

software that is connected in some way to a machine that implements the 

contract. Take, for example, the innards of our aforementioned vending 

machine. A physical device within the machine is encoded with a seller’s 

offer. The machine will only dispense a soda if the terms of the agreement are 

met, for instance, by depositing a Krugerrand into the device. In addition to 

discussing the legal theory behind the vending machine, the contraption’s 

radical history will also be discussed to remedy the paucity of vending 

machine literature that exists in legal academia.5 This history sheds light on 

the power of the smart contract to protect individual autonomy over state 

diktat. 

                                                                                                                               
study general rules), with Lawrence Lessig, The Law of the Horse: What Cyberlaw Might 

Teach, 113 HARV. L. REV. 501 (1999) (arguing that the nature of cyberspace is unique and 

can reveal general principles of law); and RICHARD A. EPSTEIN, SIMPLE RULES FOR A 

COMPLEX WORLD, (Harv. Univ. Press. 1995) (arguing that basic legal principles can and 

should govern a complex, industrial society). 
3 The pieces of property do not need to be tangible; software systems can be embedded with 

contractware. 
4 The term “contractware” has appeared elsewhere to refer to commercial software offerings 

that facilitate the workflow and writing of traditional contracts.  
5 Cf. Orin Kerr, The Influence of Immanuel Kant on Evidentiary Approaches in Eighteenth 

Century Bulgaria, 18 GREEN BAG 2d 251 (2015); see also Chief Justice of the United States 

John G. Roberts, Jr., Interview at the Fourth Circuit Court of Appeals Annual Conference 

(June 25, 2011) (much like how Professor Kerr’s work remedied the paucity of legal literature 

on the influence of Immanuel Kant on evidentiary approaches in eighteenth century Bulgaria, 

a paucity that was observed by Chief Justice Roberts). 
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There is a second technological component this article will discuss: 

decentralized ledgers, also known as blockchains. These are databases of 

information that are created by a network with no central authority.6 For 

instance, instead of a public recordation system that exists on paper files 

stored in city hall, a blockchain system would keep a decentralized ledger on 

the computers of every node running the software.7 It has become easier to 

build and enforce secure contracts without recourse to the state through the 

use of shared, instead of centralized, consensus-establishing mechanisms. The 

combination of these components—contractware and blockchains—has made 

smart contracts that are enforced by a decentralized, third-party network 

possible.8 

 Section 2 of the Article will analyze smart contracts through the lens 

of existing doctrines in contract law. The section will provide an overview of 

the classic stages of contract formation and pose a series of observations and 

questions that are implicated by smart contracts. In particular, this section will 

discuss consideration, formation, avoidance, performance, breach, and 

remedy. Section 3 will explore one existing application of smart contracts: 

automobile starter interrupters. These are devices that are installed in cars by 

creditors, allowing them to remotely disable the car if a debtor has breached 

the terms of an agreement. The subject of this section will be how courts and 

legislatures have dealt with these devices. This is a current instance where 

courts have passed judgment on the legality of smart contracts, albeit not self-

consciously. They were not setting out to rule on legality, but implicitly did so 

as a collateral matter.  

 Next, the Article will examine the benefits of smart contracts. Like 

many technologies, the creators and early adopters of smart contracts are 

ideologically driven and believe that the invention can radically alter the 

nature of society and its relationship with the traditional centralized state. 

Many believe that private enforcement of contracts can reduce the need and 

extent of monopolized police and legal services provided by the state.9 

                                                 
6 See, e.g., Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, BITCOIN 

PROJECT, http://bitcoin.org/bitcoin.pdf [https://perma.cc/GXZ8-6SDR]. 
7 Id. at 2, 4. 
8 Other systems of verification are possible, but blockchains have become a sort of Schelling 

point. Attention from the media and capital have established this particular technology as the 

one to work with.  
9 See, e.g., ROBERT NOZICK, ANARCHY, STATE, AND UTOPIA (1974); MURRAY ROTHBARD, 

THE ETHICS OF LIBERTY (1982); DAVID FRIEDMAN, THE MACHINERY OF FRIEDMAN (1973); 

EDWARD STRINGHAM, ANARCHY AND THE LAW (2007). 
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However, the vision of the first movers often gives way to the realities of a 

conservative world that looks askance at new technologies. There are, 

however, benefits of smart contracts that do not upend the existing social 

order, but instead decrease transaction costs by cutting out intermediaries. 

This allows for industrial society to operate more effectively. These benefits 

extend to financial transactions, corporate governance, financial products, and 

a host of other potential applications that have been analyzed by economists. 

 The final section of the Article discusses both a philosophical and 

practical set of problems with smart contracts. The benefits of smart contracts 

must be viewed in light of their inherent limitations. A smart contract asks its 

parties to tie themselves to the mast like Ulysses and ex ante commit to 

abiding by the terms of the agreement.10 In certain instances, the state may 

want to prevent individuals from committing themselves if the terms of the 

contract are substantively unconscionable. 

SMART CONTRACTS: STRONG AND WEAK 

Definition 

 

A smart contract is an agreement whose execution is automated.11 This 

automatic execution is often effected through a computer running code that 

has translated legal prose into an executable program.12 This program has 

                                                 
10 HOMER, THE ODYSSEY, Book XII, 36-54 (A.T. Murray trans.) (c. 800 B.C.E.), 

http://www.theoi.com/Text/HomerOdyssey12.html [https://perma.cc/WSP5-VGPN] 

(describing Ulysses’ commands that his troops tie him to the mast of his ship so that he would 

not be tempted by the Sirens and their alluring voices, which would have resulted in his 

death). 
11 Alternative and broader definitions of smart contracts exist and these may be better for 

computer science purposes, but for legal purposes, what is relevant is the excision of human 

control. See, e.g., Christopher D. Clack et al., Smart Contract Templates: Foundations, Design 

Landscape and Research Directions 2 (Aug. 4, 2016) (unpublished manuscript), 

http://arxiv.org/pdf/1608.00771v2.pdf [https://perma.cc/8Z5P-QRM9] (“A smart contract is 

an agreement whose execution is both automatable and enforceable. Automatable by 

computer, although some parts may require human input and control. Enforceable by either 

legal enforcement of rights and obligations or tamper-proof execution.”). Much of the 

remainder of this paper will discuss under what conditions smart contracts are legally 

enforceable, but if they have been executed, then the agreement has been enforced in some 

sense. The cogs of a vending machine enforce the agreement, even if ex post a court finds the 

sale to be impermissible. 
12 “Automation is generally taken to mean being executed by one or more computers.” Clack 

et al., supra note 11, at 3. For a discussion of this translation process see Tom Hvitved, 

Contract Formalisation and Modular Implementation of Domain-Specific Languages (Mar. 2, 

http://www.theoi.com/Text/HomerOdyssey12.html
http://www.theoi.com/Text/HomerOdyssey12.html
http://www.theoi.com/Text/HomerOdyssey12.html
http://arxiv.org/pdf/1608.00771v2.pdf
http://arxiv.org/pdf/1608.00771v2.pdf
http://arxiv.org/pdf/1608.00771v2.pdf
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control over the physical or digital objects needed to effect execution. 

Examples are a car that has a program installed to prevent ignition if the terms 

of a debt contract are not met or banking software that automatically transfers 

money if certain conditions are met. A smart contract does not rely on the 

state for enforcement, but is a way for contracting parties to ensure 

performance.  

For legal purposes, I will further differentiate between strong and 

weak smart contracts. Strong smart contracts have prohibitive costs of 

revocation and modification, while weak smart contracts do not. This means 

that if a court is able to alter a contract after it has been executed with relative 

ease, then it will be defined as a weak smart contract. If there is some large 

cost to altering the contract in a way that it would not make sense for a court 

to do so, then the contract will be defined as strong.  

Numerous alternative definitions of smart contracts have been 

proposed.13 In a paper outlining a template for creating standard smart 

contracts, Clack et al. proposed a broader definition of smart contracts that 

bifurcates into what they call traditional and non-traditional methods of 

enforcement.14 Clack et al. define traditional means of enforcement as those 

through institutions like arbitration or courts of law – these are weak smart 

contracts in our classification scheme, because the costs to change or revoke 

the contract are not high enough to proscribe courts or arbitrators from doing 

so.15 They define non-traditional means of enforcement as those through 

“tamper-proof” technology “with the assumption that in a perfect 

implementation of the system wrong-performance or non-performance 

become impossible.”16 This narrower set of smart contracts is what I deem the 

strong variety. The reason is that the execution of the contract can be 

“tampered” with by the courts in the sense that the court can alter the original 

intentions of the parties. 

                                                                                                                               
2012) (unpublished Ph.D. thesis, University of Copenhagen) (on file with author). It is an 

open area of research as to whether computers can actually affect this execution, but for the 

purposes of this paper, what poses the most novel legal questions is what happens when 

human legal prose and execution are subordinate to mechanical execution.  
13 See, e.g., Clack et al., supra note 11; Josh Stark, Making Sense of Blockchain Smart 

Contracts, COINDESK (June 4, 2016, 18:36 GMT), http://www.coindesk.com/making-sense-

smart-contracts/ [https://perma.cc/37QL-6TCN].  
14 Clack et al., supra note 11, at 4. 
15 Id. An example of a weak smart contract would be an easily revocable money transfer 

between two large financial institutions where a court could simply order the transfer undone 

or modified if necessary.  
16 Id. 
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From the perspective of innovators, this bifurcation makes sense 

because as a practical matter, technology and society are far away from the 

pure, strong smart contract definition this paper considers. For instance, 

personal service contracts are not subject to computer control.  

Clack et al.’s broad definition does not capture what is unique about 

smart contracts from a legal perspective. The broad definition that includes 

instances where courts can interpret and enforce the contract is 

indistinguishable from a traditional contract law. If a court has power to 

interpret and then enforce a contract, then it is the smart actor and will abide 

by previous precedential rules and statutory frameworks. Traditional enforcers 

who are confronted with contracts that use technology, but ultimately rely on 

some form of alterable behavior, will be able to award damages, issue 

injunctions, or enforce criminal penalties to enforce their understanding of the 

law. For instance, consider a smart contract that requires a party to mow a 

lawn if funds are dispersed. And suppose the mechanism for enforcing the 

dispersal of funds was a sensor that measures the lawn’s average grass length. 

Although one side of the contract could be automatically enforced, because 

the behavior of the human party is alterable by a court, i.e. a court can excuse 

performance, the contract will not necessarily execute.  

But traditional enforcers who are confronted with strong smart 

contracts will be helpless ex post. This is the novel situation that a legal 

definition of smart contracts needs to address. Unlike non-smart contracts 

whose performance can be stopped by the parties either voluntarily or by court 

order, once a strong smart contract has been initiated, by definition, it must 

execute. If, for instance, an individual in our above hypothetical were to 

install a device in his brain that would cause crippling pain if the lawn was not 

mowed, there is a case that the contract is in a stronger sense self-enforcing. 

This is the novel question posed to courts, and so this article will examine this 

second set of contracts. Much of this article will deal with smart contracts 

whose execution is contrary to governing law.  

 

Contractware 

 

Contracts are most often enforced by the parties to the contract. This is 

because most contracts do not end in breach and rancor, but rather in 

performance and completion. Modern industrial society would not be possible 

if this were not the case. 

It is only when there is a dispute over a contract that there is a need for 

enforcement. Yet resorting to the court system is a resource-intensive 
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process.17 The opportunity to ensure performance ex ante is a preferable 

situation if the expected value of the costs of litigation outweigh the expected 

value of the contract. Because litigation can be a resource-intensive 

undertaking, the rise of contractware qua enforcer could be a welcome 

possibility. 

I will define contractware as the physical instantiation of a computer-

decipherable contract.18 The terms of many contracts can be written in 

programming languages that are communicated to a machine.19 The reason for 

this is that performance and enforcement of a contract essentially boils down 

to conditional statements, which are foundational to computing.20  

For example, in a secured auto loan, if a certain amount of money is 

not received by a certain date, then the car can be repossessed. While many 

contracts are certainly more complex, at base, conditional statements stand 

behind all enforcement.21 Whether interpreting private contracts, statutes, or 

the Constitution, American courts take a series of inputs, run them through a 

series of conditionals, and then have an executor to enforce their output. For 

instance, if a city tried to segregate its schools, a court would run this factual 

                                                 
17 See Paula Hannaford-Agor & Nicole L. Waters, Estimating the Cost of Civil Litigation, 20 

NAT’L CTR. STATE CTS. 1, 7 (2013), 

http://www.courtstatistics.org/~/media/Microsites/Files/CSP/DATA%20PDF/CSPH_online2.

ashx [https://perma.cc/E3FV-AK8P]. 
18 Nick Szabo, A Formal Language for Analyzing Contracts, NICK SZABO’S ESSAYS, PAPERS, 

& CONCISE TUTORIALS (2002), 

http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinter

school2006/szabo.best.vwh.net/contractlanguage.html [https://perma.cc/N8LX-9FXG] (refers 

to a similar idea as “proplets.”); see also Ian Grigg, The Ricardian Contract, IANG.ORG, 

http://iang.org/papers/ricardian_contract.html (last visited Feb. 6, 2017) 

[https://perma.cc/M2S5-9EJF]. 
19 See, e.g., Szabo, supra note 18; Simon Peyton Jones et al., Composing Contracts: An 

Adventure In Financial Engineering, 5 PROC. ACM SIGPLAN INT’L CONF. ON FUNCTIONAL 

PROGRAMMING 280 (2000); see also The Solidity Contract-Oriented Programming Language, 

GITHUB, https://github.com/ethereum/solidity/ (last visited Feb. 6, 2017) 

[https://perma.cc/K8AN-DX3Z] (displaying the Ethereum platform’s Solidity language for 

programming smart contracts). 
20 Computers take inputs and apply functions to them to derive outputs. John McCarthy, 

Recursive Functions of Symbolic Expressions and Their Computation by Machine, Part I, 3 

COMM. ACM 184 (1960). 
21 As a theoretical matter, perhaps not all conditionals in law can be reduced to code, but 

parties can certainly reduce many conditionals to code, and where they cannot, they should 

not consider using a smart contract.  
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input through the conditional of Brown, viz. if segregation, then enjoin, and 

have someone enforce the output.22 

It is important to mention that the instantiation of the contract need not 

be in a physical piece of property or hardware, but can instead be in another 

piece of computer code. For instance, a bank account could include 

contractware that interacts with the bank’s systems. As an example, such 

contractware could commit a buyer to send money to escrow once certain 

external conditions were met. Automatic payment of credit card bills, such as 

the service offered by Chase, are already in operation.23 As a technological 

matter, until the advent of computers, it was difficult to use contractware. This 

left a larger role for courts and their agents to enforce contracts. Now, 

however, with increased digitization and the so-called “Internet of Things,” 

the feasibility of installing contractware has increased dramatically.24 

On the above view, the enforcement of a contract is nothing more than 

the running of a circumstance through a conditional statement. The central 

question to ask is: who runs the conditional statement? The most common and 

least disputed enforcement of a contract comes from the parties themselves. 

Take the contract, “Max agrees to buy Whiteacre from Richard for 500 

Krugerrands.” The conditional can be written “If Max pays Richard 500 

Krugerrands, then Richard will sign a piece of paper granting Max legal title 

to Whiteacre.” In most instances, Max gives Richard 500 Krugerrands and 

Richard then signs the document granting him Whiteacre. The parties 

themselves interpreted and enforced the contract.  

                                                 
22 Admittedly, equitable doctrines complicate matters and nebulous judicial standards, such as 

“with all deliberate speed” and “rational basis”, escape formulaic application, likely by 

design. But outside of the realm of constitutional law, courts tend to value the law “be settled 

than that it be settled right.” Burnet v. Coronado Oil & Gas Co., 285 U.S. 393, 406 (1932) 

(Brandeis, J., dissenting). 
23 Cf. CHASE, ONLINE SERV. AGREEMENT, 

https://chaseonline.chase.com/Content.aspx?ContentId=COLSA1A_LA (last visited Feb. 6, 

2017) [https://perma.cc/76BC-6ZWJ] (“Some Chase Loan and Credit Accounts will allow 

you to set up automatic payments. Automatic payments differ from repeating payments in that 

automatic payments are triggered based on the associated billing date and the payment 

amount may vary each month. Terms and conditions for automatic payments to Chase Loan 

and Credit Accounts will be presented to you at the time you set up the payments.”). 
24 For example, even refrigerators can now connect to the Internet. See, e.g., Folasade 

Osisanwo et al., Internet Refrigerator – A typical Internet of Things (IoT), 3 INT’L CONF. 

ADVANCES ENG’G SCI. & APPLIED MATHEMATICS 59 (2015), 

http://iieng.org/images/proceedings_pdf/2602E0315051.pdf [https://perma.cc/R9BB-DYJ9]. 

Consider a world where HVAC systems are connected to the internet. Smart contracts can be 

used to ensure payment and services altered if customers are in default. 
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When things go wrong, however, a third party can be invoked to 

interpret and enforce the conditional statements. The most familiar example of 

such a third party is a common-law judge using his legal reasoning combined 

with his sheriff to physically enforce the output of the conditional statement. 

At base, the judge is nothing more than a computer who applies a series of 

rules to a set of facts and then instructs others to enforce his output.25 

But judicial enforcement of contracts is not the only way that contracts 

can be enforced. Instead of having a judge interpret and enforce the 

statements, it is possible to have a machine do so. Such a machine would need 

to have two abilities. First, it must be able to render correct outputs from given 

factual inputs. Second, its output needs to be reified some way in the real 

world. The vending machine is the archetypical example of a self-executing 

smart contract. Vending machines have been defined as “self-contained 

automatic machines that dispense goods or provide services when coins are 

inserted.”26 In other words, they complete one side of a contract once 

unilateral acceptance in the form of money tender has been effected.27 

The contract at its most essential can be written in the following way: 

“Seller agrees to release one can of Dr. Brown’s Cel-Ray Soda if Buyer 

inserts one Krugerrand into this vending machine.” The Seller here is not the 

vending machine, in contradistinction to our Whiteacre property sale, where 

Richard was the Seller. Instead, the Seller is effectively outsourcing the 

contract execution, with the vending machine merely acting as his third-party 

distribution agent and enforcement mechanism. Buyer inserts his Krugerrand, 

and vending machine performs by releasing one Cel-Ray Soda.  

During the transaction, the computer inside of the vending machine is 

presented with a factual situation, i.e. the insertion of a Krugerrand and 

selection of Cel-Ray as the Buyer’s choice. Next, the vending machine applies 

                                                 
25 Cf. Anthony D'Amato, Can/Should Computers Replace Judges?, 11 GA. L. REV. 1277, 

1277-1301 (1977). 
26 KERRY SEGRAVE, VENDING MACHINES: AN AMERICAN SOCIAL HISTORY 1 (McFarland & 

Co.) (2002).  
27 This is not to say that contracts cannot be executed without computers. In a world without 

vending machines, in the vast majority of instances, a seller would give the soda once money 

has been tendered. But introducing humans into the equation does introduce some uncertainty 

and cost. By some measures, employee theft accounts for over $40 billion a year in the United 

States. See Anne Fisher, U.S. retail workers are No. 1 . . . in employee theft, FORTUNE (Jan. 

26, 2015), http://fortune.com/2015/01/26/us-retail-worker-theft/ [https://perma.cc/7F86-

G8D3]. The courts would be needed to rectify this, but as mentioned, the costs of litigation, 

especially for these relatively small amounts (they are likely to be small by their very nature) 

make such litigation prohibitive. 

http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
http://fortune.com/2015/01/26/us-retail-worker-theft/
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the contractual rules to the instant case, leading to a judgment output, i.e. 

dispensing one Cel-Ray Soda, which is the benefit of the bargain. The 

computer then directs the physical mechanisms of the vending machine to 

enforce the contract between the Buyer and the Seller. Had the factual 

situation been slightly different, for example Buyer inserted a penny, then our 

computer-judge would have rendered a different output and would have 

directed the vending machine to a different action, i.e. returning the penny 

without dispensing the Cel-Ray Soda.  

One reason for the existence of contractware may be the lowering of 

costs through the ensuring of performance without recourse to the courts.28 As 

we will be shown now, another reason may be the subordination of state 

authority to individual autonomy. The vending machine demonstrates this 

clearly in both its utilitarian and utopian purposes.  

 

The Radical History of the Vending Machine 

 

The first known reference to a vending machine came in 215 B.C. in 

Pneumatika, a book by the Greek mathematician, Hero.29 In it, he detailed a 

machine that dispensed holy water for use in Egyptian temples. The user 

would put a coin in a particular spot, which would trigger a lever that opened 

a valve that dispensed the water.30 Fear of divine retribution would combat the 

use of fake coins.  

Although coin-activated snuff and tobacco boxes were used in 

England in the 17th century, one of the most conceptually important early 

uses of vending machines was as a means of evading censors.31 The British 

bookseller, Richard Carlile, invented a book-dispensing machine so as to 

avoid prosecution under the country’s libel and sedition laws.32 He had been 

jailed previously and wanted to avoid any future liability, so the idea was to 

make it impossible for the Crown to prove that any individual bookseller 

                                                 
28 The lowering of transaction costs does not mean their abolition. When vending machines 

malfunction a typical self-help remedy is to pound the machine with a fist in the manner of 

Fonzie. A manufacturer’s allowance of this remedy may lower the cost of enforcement by 

avoiding the courts, but it may also increase the risk of illegitimate whacks to the machine. 

The point here being that so long as self-help is a less costly alternative than judicial recourse, 

it is a worthwhile alternative.  
29 See G.R. SCHREIBER, A CONCISE HISTORY OF VENDING IN THE U.S.A. 9 (Vend 1961).  
30 See SEGRAVE, supra note 26, at 4.  
31 Id. at 5. 
32 See id. 
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actually sold the blasphemous material.33 He argued that it was purely a 

contract between the buyer and the machine with the publisher having no 

formal involvement.  

Here is Carlile’s description of the machine as it appeared in The 

Republican: 

 

Perhaps it will amuse you to be informed that in the new 

Temple of Reason my publications are sold by Clockwork!! In 

the shop is the dial on which is written every publication for 

sale: the purchaser enters and turns the hand of the dial to the 

publication he wants, when, on depositing his money, the 

publication drops down before him.34 

 

The Crown, however, was not amused. Use of the device was 

ineffective and both Carlile and his employee were convicted of selling 

blasphemous literature through the device.35 Although unsuccessful in this 

instance, the vending machine demonstrated its ability both to help achieve 

political and economic ends.36 The fact that Carlile flaunted his attempts to 

evade prosecution would make this an easy case for the court, but this 

article—discussed below—will deal with the theoretical question of how a 

court should approach a less flagrant smart contractor. Before moving onto 

this question, a second technological advancement will be highlighted. 

 

Decentralized Ledgers 

 

As mentioned above, contractware solves the problem of performing 

contracts by eliminating the human element ex post. From a technical sense, if 

nothing intervenes to prevent the machine from working, then, by definition, it 

will ensure performance. Yet a machine owned by one of the parties of a 

contract does not solve the problem of interpreting or writing the contract. The 

problem, briefly stated, is that an independent third party must interpret the 

                                                 
33 Id. 
34 Richard Carlile, To the Republicans of the Island of Great Britain, REPUBLICAN, No. 16 

Vol. V, (Apr. 19, 1822). 
35 See SEGRAVE, supra note 26, at 5. 
36 Opposition to the Crown’s system of licensure and seditious libel laws were some of the 

driving forces behind the First Amendment. MICHAEL PAULSEN ET AL., THE CONSTITUTION OF 

THE UNITED STATES 839-49 (2d ed. 2013). 
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contract in accord with the intentions of the parties.37 This is a problem that 

public courts often try to solve. Another solution to this problem is blockchain 

technology.   

A blockchain is a decentralized collection of data that is verified by 

members of a peer-to-peer network.38 The concept most famously arose in the 

context of Bitcoin, where the data collection is a ledger of time-stamped 

financial transactions.39 The Bitcoin blockchain, like all others, is a solution to 

the double-spend problem, a variation of the above problem of human 

interpretation and the possibility of judging one’s own case.40  

Modern industrial society requires trust. As an example, Americans 

generally trust that corrupt officials have not doctored the state’s real property 

records. If a malicious county clerk were to forge a deed, it could cause all 

sorts of problems for bona fide property owners. Although this is not a huge 

problem in the developed world – indeed, our world is developed because this 

is not a huge problem – in countries with less of a commitment to the rule of 

law and property rights, property recordation is a problem. Citizens in other 

countries do not have such trust.41 

Another example of faith that is placed in centralized institutions is in 

the banking system. Americans generally trust our banking institutions to keep 

an accurate reading of the balance on our checking accounts. While these 

banks have redundancies in the form of backup servers, they are still 

centralized institutions and, in some sense, judges in their own cases until 

brought before a court. If a bank asserts an individual has a balance of $1,000 

                                                 
37 This is not to say that courts try to divine out party intent to the exclusion of the text of the 

contract, but rather contract law is about agreements between autonomous parties whose 

intentions are the foundation of the agreement.  
38 For an explanation of the mechanics of a blockchain, see Rainer Böhme et al., Bitcoin: 

Economics, Technology, and Governance, 29 J. ECON. PERSPECTIVES 213, 213-238 (2015). 
39 See Nakamoto, supra note 6, at 2, 4. 
40 See Jaap-Henk Hoepman, Distributed Double Spending Prevention, ARXIV (2008), 

https://arxiv.org/pdf/0802.0832.pdf [https://perma.cc/PSX3-MG4D] (describing double 

spending as “the risk that many copies of the same bitstring are spent at different 

merchants.”). 
41 Laura Shin, Republic of Georgia to Pilot Land Titling on Blockchain with Economist 

Hernando de Soto, Bitfury, FORBES (Apr. 21, 2016), 

http://www.forbes.com/sites/laurashin/2016/04/21/republic-of-georgia-to-pilot-land-titling-

on-blockchain-with-economist-hernando-de-soto-bitfury/#1dc086c26550 

[https://perma.cc/Q9UD-WNE6]; see also Kenneth W. Dam, Land, Law and Economic 

Development (John M. Olin Law & Econ., Working Paper No. 272, 2006).  
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and the individual claims a balance of $10,000, then a third party is likely 

needed to adjudicate the dispute.  

This is what blockchains seek to solve: the problem of establishing 

consensus without the need for a centralized repository of information. 

Blockchains are decentralized collections of data. The unit of a blockchain is a 

block, which contains certain information, such as credits and debits or 

property ownership. A block is verified by a large number of computers in a 

network, called nodes, and then tacked on to the previously verified blocks. 

This chain of data blocks is known as a blockchain.42 

A well-known blockchain is the Bitcoin blockchain; it encodes data 

that has a market capitalization of $9 billion as of August 28, 2016.43 The data 

stored on each block consists of transactions, which are debits and credits to 

bitcoin accounts. “Murray paid Reuben 10 bitcoins on March 2 at 4 p.m.” is 

an example of a transaction that would be recorded on the bitcoin 

blockchain.44 That block of data would then be verified by a large number of 

nodes and then tacked on to the previous chain, so that the blockchain would 

be one block longer. As it currently exists, the Bitcoin network has amassed 

the world’s largest amount of computing power.45 

What makes the Bitcoin blockchain novel is that it relies on a 

decentralized network to verify the data as valid according to a set of shared 

rules. Information already contained in a verified blockchain cannot be 

overwritten without reaching consensus with the entire network to propagate 

the altered information. So, while this is not to say that the invalid data cannot 

be posted, a strong effort is needed to do so.46 In the case of a single 

                                                 
42 See generally Böhme, supra note 38. 
43 Market Capitalization, BLOCKCHAIN.INFO, https://blockchain.info/charts/market-cap (last 

visited Aug. 28, 2016) [https://perma.cc/BYF2-LBYD]. 
44 The block would not include the proper names “Murray” and “Reuben”, but rather their 

public addresses. One such public address is: 15KGAfhff1B15nsrhbLYHH9WpHvpCaKPK5. 
45 Reuven Cohen, Global Bitcoin Computing Power Now 256 Times Faster than Top 500 

Supercomputers Combined, FORBES (Nov. 28, 2013), 

http://www.forbes.com/forbes/welcome/?toURL=http://www.forbes.com/sites/reuvencohen/2

013/11/28/global-bitcoin-computing-power-now-256-times-faster-than-top-500-

supercomputers-combined/&refURL=&referrer=#1993f36828b7 [https://perma.cc/6BWX-

9E2C]; Eric Limer, The World’s Most Powerful Computer Network Is Being Wasted on 

Bitcoin, GIZMODO (May 13, 2013), http://gizmodo.com/the-worlds-most-powerful-computer-

network-is-being-was-504503726 [https://perma.cc/N8ZG-R4AF]. 
46 See, e.g., Michael del Castillo, Ethereum Executes Blockchain Hard Fork to Return DAO 

Funds, COINDESK (July 20, 2016), http://www.coindesk.com/ethereum-executes-blockchain-

hard-fork-return-dao-investor-funds/ [https://perma.cc/S2DV-7FZE].  
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bookkeeping instrument, all a malicious actor would have to do to credit 

himself a million dollars would be to gain access to the instrument. The 

security of the Bitcoin blockchain and other blockchains is beyond the scope 

of this Article. Although this has been borne out by recent history, it is an 

assumption of this paper that individuals will trust blockchains.47 

The implications for the smart contract are that terms of the contract 

and the state of facts relating to the performance of the contract can be 

programmed into a decentralized blockchain that cannot be overridden by any 

individual malicious or mistaken node. If millions of computers verified that 

“Murray paid Reuben $100 on March 2 at 4 p.m.” and these computers are 

disinterested and do not make computational mistakes, then one can assume 

with an exceptionally large degree of certainty that Murray did, in fact, pay 

Reuben $100 on March 2nd at 4 p.m.48  

The implications are vast.49 Stock recordation, corporate governance, 

and auditing have all been proposed as areas where blockchains can increase 

efficiency. Whether the benefits of adopting blockchains outweigh the costs of 

doing so is beyond the scope of this article.  

The starter interrupter combined with a decentralized ledger offers a 

powerful example of the combination between these two technologies. Instead 

of programming the contractware so that its inputs and outputs are determined 

and executed by the creditor’s software, a car’s contractware can be 

programmed so that its inputs and outputs are determined and executed by a 

neutral blockchain. Suppose the relevant term of the contract is that “If 

Murray does not pay Reuben $100 by March 2nd at 4 p.m., then Murray’s car 

will be rendered immobile, and Reuben can repossess.” The contractware will 

search the blockchain for such a transaction, and if it finds it, will allow the 

car to start. If it does not find such a transaction, it will prevent the car from 

starting. Neither of the parties must trust the other for the contract to be 

performed. They must trust the disinterested blockchain, which is capable of 

enforcing the relevant terms. 

                                                 
47 See, e.g., The Trust Machine, ECONOMIST (Oct. 31, 2015), 

http://www.economist.com/news/leaders/21677198-technology-behind-bitcoin-could-

transform-how-economy-works-trust-machine [https://perma.cc/K5UB-7EV6]. 
48 It is possible to nearly instantaneously transfer from U.S. dollars into bitcoins, such that 

there is an identity between $10 and some amount of bitcoins that would actually be recorded 

on the blockchain or in the records maintained by the provider of the merchant service.  
49 David Yermack, Corporate Governance and Blockchains, REV. FIN. (2017), 

https://academic.oup.com/rof/article/doi/10.1093/rof/rfw074/2888422/Corporate-Governance-

and-Blockchains [https://perma.cc/KA6P-JNKE].  

http://www.economist.com/news/leaders/21677198-technology-behind-bitcoin-could-transform-how-economy-works-trust-machine
http://www.economist.com/news/leaders/21677198-technology-behind-bitcoin-could-transform-how-economy-works-trust-machine
http://ssrn.com/abstract=2700475
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The contractware reifies the terms of the contract in such a way that 

technology can compel performance. The decentralized ledger ensures that 

such contractware operates in an independent manner, free from the problems 

of self-help. It therefore makes sense to call it a smart contract because it is 

able to do more than a traditional contract. It can endogenously enforce an ex 

ante bargain (contractware) and can also allow neutral, third-party 

enforcement (decentralized ledger). 

 

History of the Idea and Some Preliminary Observations 

 

Smart contracts have existed long before they were consciously 

described as such. They are the result of human action, not human design.50 

This means that contracting parties were incentivized to lower costs without 

consciously heeding the advice of academics.51  

Smart contracts were first described by lawyer and technologist, Nick 

Szabo, in 1997.52 Szabo defines smart contracts as contractual clauses 

embedded into hardware and software in such a way that makes breach more 

expensive.53 He provides two examples: vending machines and devices for 

repossessing automobile-collateral. By decreasing the costs of mediation, self-

enforcement, and arbitration, Szabo saw smart contracts as representing a 

fundamental shift in the world away from paper and towards digital systems, 

like the banking backed by computers and digital databases.54 This shift was 

not to take place immediately, however, as Szabo recognized the value of the 

“long history” of paper.55  

                                                 
50 ADAM FERGUSON, AN ESSAY ON THE HISTORY OF CIVIL SOCIETY 305 (5th ed. 1767).  
51 Example of smart contracts throughout history abound. See infra pp 309-11. More 

contemporary uses include subway tokens, bike sharing programs, and E-ZPass. 
52 Nick Szabo, Formalizing and Securing Relationships on Public Networks, 2 FIRST 

MONDAY (1997), http://ojphi.org/ojs/index.php/fm/article/view/548/469 

[https://perma.cc/EWU2-VM35] (discussing the refinement of smart contracts since the early 

1990’s); see also Mark S. Miller, Computer Security as the Future of Law, Presentation on 

Aug. 15, 1997, http://www.caplet.com/security/futurelaw/; 

http://www.lexology.com/library/detail.aspx?g=8128f5c4-5923-4981-9129-f0fe84ec57af 

[https://perma.cc/W49B-S4WU]. 
53 See Szabo, supra note 18. (“The basic idea behind smart contracts is that many kinds of 

contractual clauses (such as collateral, bonding, delineation of property rights, etc.) can be 

embedded in the hardware and software we deal with, in such a way as to make breach of 

contract expensive (if desired, sometimes prohibitively so) for the breacher.”). 
54 Id. 
55 Id. 

http://www.caplet.com/security/futurelaw/
http://www.caplet.com/security/futurelaw/
http://www.caplet.com/security/futurelaw/
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Long before Szabo, however, financial institutions were using 

computer code to facilitate transactions, like options contracts and 

bookkeeping.56 The real breakthrough for smart contracts came with the 

advent of Bitcoin and the proliferation of blockchain technology. First 

proposed in 2008, the Bitcoin protocol was a successful experiment in the 

mass usage of decentralized ledgers, which form an important basis of smart 

contracts.57  

The proliferation of decentralized ledgers led to a new discussion of 

using technology to enforce agreements between individuals without recourse 

to third parties. New companies and protocols have aggregated the essential 

code to write smart contracts. This code exists apart from the Bitcoin 

ecosystem. These new companies are building an ecosystem for 

experimentation with an implementation of smart contracts.58 There has been 

a proliferation of writing about the subject, mostly from a technical or 

financial perspective.59 

PLACE IN EXISTING CONTRACT LAW  
 

A contract is a legally enforceable agreement.60 The novel issue of 

smart contracts is what happens when an agreement can be enforced not by 

public law enforcers, but through the terms and mechanisms set forth in the 

terms of the contract itself. The typical legal action for breach of contract 

involves an aggrieved party going to a court of law or equity to demand 

                                                 
56 John Markoff, Hewitt D. Crane, 81, Early Computer Engineer, Is Dead, N.Y. TIMES (Jun. 

21, 2008), http://www.nytimes.com/2008/06/21/us/21crane.html [https://perma.cc/G6PZ-

WS5D]. 
57 Max Raskin, Realm of the Coin: Bitcoin and Civil Procedure, 20 FORDHAM J. CORP. & FIN. 

L. 969, 971 (2015). 
58 See, e.g., Gavin Wood, Ethereum: A Secure Decentralised Generalised Transaction Ledger 

(Apr. 2014) (unpublished manuscript), http://gavwood.com/paper.pdf 

[https://perma.cc/6C8D-3CB8]; Vitalik Buterin, Ethereum: A Next-Generation 

Cryptocurrency and Decentralized Application Platform, BITCOIN MAGAZINE (Jan. 24, 2014), 

https://bitcoinmagazine.com/articles/ethereum-next-generation-cryptocurrency-decentralized-

application-platform-1390528211[https://perma.cc/DJQ8-NB7P]. 
59 See Aaron Wright & Primavera De Filippi, Decentralized Blockchain Technology and the 

Rise of Lex Cryptographia (March 10, 2015) (unpublished manuscript), 

http://ssrn.com/abstract=2580664 [https://perma.cc/2UGR-ZFFF] (describing and analyzing 

the benefits and drawbacks of decentralized technology, and predicting the rise of a Lex 

Cryptographia, which they define as “rules administered through self-executing smart 

contracts and decentralized (autonomous) organizations.”). 
60 RESTATEMENT (FIRST) OF CONTRACTS § 1 (1932). 

https://bitcoinmagazine.com/articles/ethereum-next-generation-cryptocurrency-decentralized-application-platform-1390528211
https://bitcoinmagazine.com/articles/ethereum-next-generation-cryptocurrency-decentralized-application-platform-1390528211
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money damages, restitution, or specific performance.61 With a smart contract, 

the aggrieved party will need to go to the court to remedy a contract that has 

already been executed or is in the process of being performed. This is because, 

by definition, a strong smart contract is already executed or in the process of 

being executed by the time the court hears the case. So the remedy must come 

after the fact to undo or alter the agreement in some way. 

The three phases of contract law this section will address are 

formation, performance, and breach. Each of these phases will be covered to 

understand how these new contracts can be placed in the context of traditional 

doctrines and concepts.  

 

Formation 

 

The initial stage of a contractual agreement is not markedly different 

between smart and traditional contracts. This is because before any 

contractware can operate, two parties must agree to some set of terms that 

initiates the program.62 In the realm of smart contracts, unlike traditional 

contracts, acceptance comes through performance. An individual can say they 

will initiate a smart contract, which may be a contract in regular law, but until 

the program initiates, there is no smart contract. Smart contract code can be 

posted to a ledger as an offer though. Once an action is taken to initiate 

acceptance, such as by ceding control over a certain amount of money to the 

code, the contract is formed. 

Just as there is bargained-for consideration in a traditional contract, 

there is consideration in a smart contract. One of the reasons for have the 

doctrine of consideration is that courts believe that mutuality of obligation 

distinguishes a contract from a gift, for which parties do not have the same 

rights of legal enforcement.63 As will be shown below, where a gift induces 

action, that action can serve as a substitute for consideration.64 Smart contracts 

have the potential to formalize the instances where courts will allow contracts 

                                                 
61 Id. at § 326. 
62 Id. at § 3. 
63 Val D. Ricks, In Defense of Mutuality of Obligation: Why "Both Should Be Bound, or 

Neither", 78 NEB. L. REV. 491, 494 (1999) (“Courts have held a promise traded for another 

promise to be enforceable for well over 400 years, since the early to mid-1500s. Courts 

currently say that a mutual (or reciprocal, or bargained-for) promise constitutes consideration 

for a promise, causing it to be enforceable.”). 
64 Id. 
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to be enforced. This is because the terms of the smart contract are explicitly 

laid out and each side’s obligations and benefits are immediately apparently.   

In a contract, the bargain can be presented unilaterally, like a vending 

machine, or can be bargained-for as in the terms of a loan agreement.65 But 

what happens in a smart contract when there is no consideration? A 

foundational contracts case will be analyzed through the lens of both 

traditional and smart contracts.  

In Ricketts v. Scothorn, a grandfather promised to his granddaughter a 

sum of money, inducing her to quit her job. The grandfather dies and the 

executor of the estate refuses to pay her.66 The granddaughter brought an 

action against the executor of his estate, claiming that she relied on the 

grandfather’s promise. The court held that the daughter could recover money 

damages because she detrimentally relied on the promise of her grandfather.67  

But imagine a situation where the grandfather wrote into the gift-

promise code that he or his estate could retain the right to change his mind or 

explicitly wrote into the code that he or his estate could not change his mind. 

This would be done using a smart contract. In this instance, it would be 

impossible for the grandfather to change his mind if the computer program did 

not allow for a change. The grandfather then writes the terms of this gift-

promise into computer language that is readable by his bank including terms 

that do not allow for revocation.  

An ability to write into the code options to change one’s mind or the 

mind of one’s assignees would make the doctrine of detrimental reliance less 

important because recipients of gifts could demand that their gifts come with a 

promise of finality; thus, the ability to recant the promise becomes a disclosed 

term of the contract. In Ricketts, it is likely that the grandfather would have 

happily tied his executor to the mast. If the counterparty did not give this 

additional promise in the code, then the gift recipient would be able to act 

accordingly; if the counterparty did give the promise, rights are more clearly 

defined.  

Smart contracts solve the problem of gift-promises by giving both the 

promisor and promisee the ability to encode finality so that parties can 

organize their behaviors around a mechanical certainty or lack thereof.  

                                                 
65 Todd D. Rakoff, Contracts of Adhesion: An Essay in Reconstruction, 96 HARV. L. REV. 

1173 (1983). 
66 Ricketts v. Scothorn, 77 N.W. 365 (Neb. 1898). 
67 Id. 



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

324 

Instead of going to court to ask the state to enforce the contract, the 

parties can agree to a cheaper enforcement mechanism. This is the method by 

which smart contracts reduce transaction costs. In the realm of wills and 

estates, like in Ricketts, smart contracts can be of particularly high value 

because they will bind the hands of the executor to the will of the testator, 

with little room for deviation.  

Some of the most difficult problems of early contract law involved 

defenses of misunderstanding and mistake.68 With respect to interpretation, 

the use of computer code has the potential to minimize future conflicts over 

terms.69 In Raffles v. Wichelhaus, a controversy arose over a cotton shipment 

contract when two ships named Peerless could both fulfill the terms; one party 

claimed he intended one ship, the other party, the other.70 Such problems are 

virtually non-existent now, at least in the shipping world, but for similar 

problems that may exist, the precision of cryptographic identifiers is able to 

dispatch with such issues.71 Although ambiguity certainly exists in 

programming languages, these ambiguities are less than in the real world 

because of the fact that there are simply fewer terms that a computer can 

recognize than a human can recognize.72  

                                                 
68 See, e.g., E. Allan Farnsworth, "Meaning" in the Law of Contracts, 76 YALE L.J. 939 

(1967); E. Allan Farnsworth, Precontractual Liability and Preliminary Agreements: Fair 

Dealing and Failed Negotiations, 87 COLUM. L. REV. 217 (1987). 
69 This potential is not certain, as examples of fraud abound in the world of computer code. 

We discuss the DAO incident is discussed below, infra p. 336. Much like contracts of 

adhesion, many lay individuals will not comb through the code of their contract. But like open 

source software, granting everyone access to potentially review the code is a strong bulwark 

against fraud. Code can minimize, but not completely erase these problems because humans 

and their misunderstandings of code could provide a basis for contract rescission.  
70 Raffles v. Wichelhaus, 2 H. & C. 906 (1864). 
71 David Wu et al, Privacy, Discovery, and Authentication for the Internet of Things (Feb. 28, 

2017) (unpublished manuscript), https://crypto.stanford.edu/~dwu4/papers/PrivateIoTFull.pdf 

[https://perma.cc/PXQ6-ZGMY]. 
72 While computer code is subject to the same human error that written language is, it is much 

less subject to uncertainty. Two humans may read the same words and ascribe different 

meaning. Two compatible computers reading the same piece of code will not, although that 

code may not be the “correct” code that was meant to be written by the programmer; average 

adults have a vocabulary of between 20,000 and 35,000 words. See Vocabulary size: Lexical 

Facts, ECONOMIST (May 29, 2013), 

http://www.economist.com/blogs/johnson/2013/05/vocabulary-size [https://perma.cc/UQV4-

3W32]. Because computer programs are written by humans, anything a human can write into 

code, a human can at least recognize as a word or signifier.  

http://www.economist.com/blogs/johnson/2013/05/vocabulary-size


2017                    GEORGETOWN LAW TECHNOLOGY REVIEW 

 

 

325 

Ambiguity is celebrated in human language. It is a central feature of 

literature, poetry, and humor. Ambiguity is anathema to computer language. 

An ambiguous computer language is a nonsensical concept because the 

predictability of computers is what gives part of their value; imagine a 

computer that was asked, “what is 1 and 1” it randomly returned either “two” 

or “11”. Although it is debatable whether every contract can be translated into 

machine language, many of them can be.73 When lawyers or the programmers 

they hire write contracts in code, there is less of a chance for ambiguity than 

in natural language if only for the simple fact that artificial language must be 

complete and predefined, whereas natural language is infinite.74 That is to say 

a person can walk around and verbally recite lines of code and people can at 

least understand what he is saying; a machine cannot understand human 

language that it is not programmed to understand. All of this is simply to say 

that the problem of ambiguity is reduced in the smart contract context.  

Finally, all of the usual defenses to formation of a contract also apply 

in the realm of smart contracts, although as will be seen later, enforcing the 

remedy against a strong smart contract may prove problematic to a court. 

Take unconscionability and illegality, for instance. If a vending machine were 

to sell alcohol to minors or sell alcohol in a dry jurisdiction, then the contract 

could be voided as illegal.75 As will be discussed, the remedies will be either 

ex post through legal action or ex ante through regulation. In this instance, the 

illegal contract can either be policed through a prohibition on alcoholic 

vending machines76 or a system of preclearance where a driver’s license 

scanner or some mechanism are required to ensure compliance with age 

requirements. Similarly, suppose the vending machine charged $1,000 for a 

can of Coke and a court were to find this to be substantively unconscionable. 

The remedies would again either be in damages or in policing the use of such 

vending machines before the contract could be formed. 

                                                 
73 See, e.g., Ian Grigg, The Ricardian Contract, IANG, 

http://iang.org/papers/ricardian_contract.html (last visited Apr. 1, 2017) 

[https://perma.cc/8PS3-YCLP]. 
74 See CARL A. GUNTER, SEMANTICS OF PROGRAMMING LANGUAGES: STRUCTURES AND 

TECHNIQUES, 4 (“Perhaps the most basic characteristic of the distinction is the fact that an 

artificial language can be fully circumscribed and studied in its entirety.''); John W.L. Ogilvie, 

Defining Computer Program Parts Under Learned Hand’s Abstractions Test, 91 MICH. L. 

REV. 526 (1992), http://digital-law-online.info/misc/ogilvie.htm [https://perma.cc/58SG-

HC6U]. 
75 Modern Cigarette, Inc. v. Town of Orange, 774 A.2d 969, 970–71 (Conn. 2001). 
76 Or a prohibition on filling the vending machines with illegal substances. 
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Because the possibility of policing and damages exist, the issues of 

contract formation are largely the same in the traditional and smart contract 

world. The main difference is in the precision with which terms can be 

defined and inserted. Ambiguities must be taken care of by a functioning 

program and there is no “I do not know.” The history of computing shows that 

programs do not always operate as their designers expect, but when code is 

executed, the code does operate.77 Although the actual output of a smart 

contract may differ from the intentions of the parties, this system provides a 

more optimal first approximation. This is because computer code can be 

predicted according to a set of rules, whereas the ambiguity in human 

interpretation is less robotic by definition. 

 

Performance and Modification 

 

A contract can be performed, modified, or breached. This section 

addresses performance and modification issues. 

The performance phase is made easier with smart contracts as they 

offer a tool to solve ambiguity problems addressed above. A potential problem 

here, however, comes with imperfect performance. Courts in the United States 

do not demand perfect performance for a contract to be recognized and 

enforced.78 The common law doctrine of substantial performance permits a 

contract to be recognized even if the performance does not fully comport with 

the express terms laid out.79 This is the kind of leeway that a computer 

program cannot recognize because it involves an outcome that was not 

contemplated and specified by the parties. Imagine, for instance, a contract for 

a painting that is contingent on the reasonable personal satisfaction of the 

buyer. One way parties can deal with this is by baking in a certain degree of 

discretion into the terms of the contract initially or by simply not using a smart 

contract if discretion is a necessary part of the contract. However, if the terms 

were to diverge from what the law recognizes, the law would have to again 

decide between ex ante and ex post solutions to the problem.  

Most conceptually challenging, however, is how smart contracts will 

deal with modification. The law recognizes certain excuses that will absolve a 

                                                 
77 This is true of human contracts too, at least in the sense that something always happens. But 

with code these happenings are predetermined and predictable and therefore parties can have 

certainty to organize around.  
78 See RESTATEMENT (SECOND) OF CONTRACTS § 237 cmt. d (1981). 
79 Id. 
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party from performance or require some sort of modification.80 Impossibility 

and impracticability are two such excuses. When a contract becomes illegal 

after it is formed, then the parties can be excused from performance and there 

is generally no remedy for an aggrieved party.81 This poses a problem for the 

smart contract. 

There needs to be a method by which smart contracts can be updated 

to incorporate changes that may be required by the evolving legal landscape. 

Suppose that at the time of contract formation, the time a debtor needs to be in 

default for the creditor to repossess is 30 days and that after the contract is 

executed, a legislature changes the law requiring that time period to be 90 

days.82 There are numerous ways of addressing this situation, ranging from 

state-backed to purely private. One method could be a system in which the 

relevant jurisdiction creates a publicly available database and application 

programming interface (API) of relevant legal provisions. These would be 

provisions related to the terms of the contract. The smart contract would call 

these terms and would be able to update those provisions terms in accord with 

the jurisdiction’s update of the database.83  

Another method would be through ex post policing of the parties; this 

puts the burden on the parties or their agents to update the code. The benefit of 

this option is that there is no need to rely on the third-party government to 

create a new infrastructure, while the downside is that the parties themselves 

can potentially unilaterally change the terms of the contract, which is one of 

the problems smart contracts try to rectify. This could be obviated by leaving 

certain terms of the contract modifiable, while restricting others from 

modification. That payment is necessary could be an immutable term, whereas 

the length of time a debtor has before he is in default could be modifiable. 

This suggests that government API’s may have a master override over 

contract terms, which reflect the application of prevailing law over contracts 

in certain circumstances.84  

Finally, computer programs are regularly written with the option of 

inserting code later. Only those contracts that would involve some kind of 

                                                 
80 See, e.g., RESTATEMENT (FIRST) OF CONTRACTS § 456 (1932). 
81 See id. at § 598. 
82 Other examples of changing provisions include retroactive protection for veterans against 

foreclosure. See, e.g., 50 U.S.C.A. § 3958. 
83 Updating the code of a smart contract is a technically difficult task, but for the purposes of 

this paper, it will be assumed that it will become possible. 
84 Further, a similar override can be installed as between federal and state governments, as the 

software of the Supremacy Clause. U.S. CONST. art. VI, cl. 2. 
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irrevocability would force courts’ hands. This is because a court would be 

tasked with enforcing a law that would override the terms of the contract; 

there would be conflicting dictates. Party autonomy does not trump all other 

values in state-based legal systems. 

 

Enforcement, Breach, and Remedies 

 

The central problem in the final question of contract law is what 

happens when the outcomes of the smart contract diverge from the outcomes 

that the law demands. Above are numerous examples where the technical 

outcome of the smart contract would not be permitted by a court under 

existing law, e.g. the heroin vending machine.  

As a threshold, it is possible that contract law and the actual written 

contracts would have influence on each other so as to minimize these 

divergences. Courts are going to be more likely to enforce smart contract 

terms because the courts will have more certainty as to party intent because 

the parties explicitly laid out their terms. Smart contracts drafters are going to 

be more likely to write smart contracts that comport with extant law and write 

terms that are variable to accommodate future changes in the law. The terms 

of a lease, for instance, will change to accommodate the property law of the 

jurisdiction. Additionally, torts could emerge for negligent coding or negligent 

update that would further ensure smart contracts are drafted in accord with 

existing legal standards. But what happens when these forces are not enough 

to overcome the divergence?  

It is a good rule of thumb that the entity with more guns wins. Here, 

governments generally have more guns than private parties and so the state’s 

courts are in a position of enforcing their law over the private law. 

Enforcement either occurs before or after the damage has occurred. This 

damage is not to either of the contracting parties because they are getting, by 

definition, their bargain.85 Instead, the damage is done to the exogenous laws 

of the society and not the parties themselves.86 If two parties contract to buy 

liquor, both are satisfied with the bargain ex ante. If one of those parties is 

below the drinking age, he is still satisfied with the bargain. The only one ex 

                                                 
85 It may be the case, as with the decentralized autonomous organization, that the parties 

regret their decisions ex post. But in their agreement, the code was the code they signed on to.  
86 Damage may also be done to efficiency—smart contracts prohibit or make more costly 

efficient breach. 
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ante not satisfied is the government and the government is in a position to 

respond to that dissatisfaction in some way.  

In the United States and other common law systems, ex post 

enforcement is the preferred system and there are many reasons to believe 

why this is a system conducive to greater prosperity and vibrancy.87 In the 

sections below this article will discuss the merits of these two positions, but 

here it suffices to say that the two likely categories are regulation/policing and 

criminal/civil actions. There is a spectrum on which these remedies should be 

offered. In the United States, it is the exception that the government bans 

certain objects because their possession is per se problematic for society. 

Automatic weapons and child pornography both fall into this category.88 If the 

government does not take this tack, then it is largely left with ex post 

enforcement.  

Some unenforceable contracts result in criminal prosecutions, while 

some result in non-enforcement.89 It is too speculative at this point to see how 

the governments will respond to smart contracts because these technologies 

have yet to reach a level that requires a government response. They may not 

reach this level because individuals may not want to change their current 

contracting patterns because they are fine with the level of leeway and 

ambiguity that currently exists. It is unlikely, for example, that individuals 

will want to implant mini-bombs in themselves to ensure compliance with 

credit card payment. Because egregious bargains like those using the mini-

bomb are unusual, it is likely that responses to unenforceable private contracts 

will remain in the ex post phase and tend towards civil, not criminal 

enforcement.   

It will be helpful to solidify the above discussion in a law that is 

embryonic, but at least extant: starter interrupters. 

CASE STUDY: STARTER INTERRUPTERS 

 

The existence of a public court system is the antithesis of private self-

help because the parties seek external recourse from a third party.90 There are 

reasons for this, including a desire to prevent might from making right.91 But 

                                                 
87 Samuel Issacharoff, Regulating after the Fact, 56 DEPAUL L. REV. 375, 377-78 (2007). 
88 18 U.S.C. § 922. 
89 See RESTATEMENT (SECOND) OF CONTRACTS § 178 (1981). 
90 For a discussion of self-help see infra p. 333. 
91 Cf. Kirby v. Foster, 22 A. 1111, 1112 (R.I. 1891) (“The law does not permit parties to take 

the settlement of conflicting claims into their own hands.”). 
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recourse to courts is not without its costs.92 Forcing a landlord to go through a 

lengthy eviction process raises the costs for non-breaching tenants, for 

example.93 The situation is similar to when automobiles are collateral. In an 

attempt to increase recovery rates for their collateral, automobile lenders have 

turned to using devices called starter interrupters.94 

 Starter interrupters are an archetypical example of a smart contract and 

how the law deals with them is instructive in crafting appropriate legal 

regimes. A starter interrupter is a device that is installed in an automobile that 

allows for a remote party to prevent the engine from starting.95 It allows a user 

who controls the starter interrupter to remotely shut off an automobile. These 

devices often also include global position systems, so that the collateral can be 

located.96 The New York Times reported on an Arizona company, C.A.G. 

Acceptance Corporation, which offers its automobile loans on a condition that 

if the debtor is in default, the company reserves the right use the device to 

prevent the car from starting.97 Such devices are estimated to be installed in 

over two million automobiles.98 

 There are a number of safeguards to the power of the starter 

interrupters that companies use to ensure that there are not egregious problems 

                                                 
92 Douglas Lichtman, How the Law Responds to Self-Help, 1 J.L. ECON. & POL’Y 215, 257 

(2005). 
93 Cf. Berg v. Wiley, 264 N.W.2d 145, 148 (Minn. 1978) (awarding tenant $31,000 for lost 

profits and $3540 for lost chattels resulting from a wrongful lockout). 
94 See Michael Corkery & Jessica Silver-Greenberg, Miss a Payment? Good Luck Moving 

That Car, N.Y. TIMES DEAL BOOK (Sept. 24, 2014), 

https://dealbook.nytimes.com/2014/09/24/miss-a-payment-good-luck-moving-that-car/?_r=0 

[https://perma.cc/ZK4J-J96R] (This is not technically a smart contract because the creditor 

here has discretion, but as the technology proliferates and this becomes automated, the salient 

features are the same in this nascent state, so it is an appropriate case study.). 
95 Kwesi D. Atta-Krah, Preventing A Boom from Turning Bust: Regulators Should Turn Their 

Attention to Starter Interrupt Devices Before the Subprime Auto Lending Bubble Bursts, 101 

IOWA L. REV. 1187, 1191 (2016). 
96 Id. 
97 Corkery & Silver-Greenberg, supra note 94.  
98 Id.; see also Sydney Ember, Morning Agenda: Devices Fuel Subprime Auto Boom, N.Y. 

TIMES DEAL BOOK (Sept. 24, 2014), https://dealbook.nytimes.com/2014/09/25/morning-

agenda-devices-fuel-subprime-auto-boom/?_php=true&_type=blogs [https://perma.cc/J68M-

E6B9]. The analogy to the housing crisis is inapt because the marginal loans given out are 

based solely on the new ability to repossess or have assurances about collateral. There does 

not seem to be evidence that lenders are extrapolating the marginal increase in recovery rate 

to a greater belief in the value of the collateral, for instance. Auto lenders generally do not 

believe that their collateral will appreciate in value with usage; there are standardized 

depreciation schedules in contrast with the value of real estate. 
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with their use.99 For instance, a starter interrupter cannot disengage a car while 

it is currently running, which would have the obvious potential of causing 

accidents. The starter interrupter can be manually overridden with a code in 

certain instances in cases where life and limb are at stake. The creditor can 

give a sheet of a number overwrite codes, each of which can only be used 

once to prevent abusing the leniency for exigent circumstances. These 

common-sense exceptions to the power of the starter interrupters are included 

in best practices guidelines for the industry.100 This would allow the 

companies to comply with existing law that prevents, for instance, tortious 

conduct on highways.  

The cost of locating and then repossessing automobiles is a significant 

one and the starter interrupter, a form of contractware, is a powerful tool to 

drive down these transaction costs. This technology is currently being used 

and developed by creditors who are able to increase their collection rates by 

locating their collateral and preventing its misuse.  

 Some critics view such use by creditors to collect collateral as unfair to 

those debtors who rely on the collateral for transportation to work.101 Other 

critics in response point to the lower interest rates that debtors can afford 

because of the increased rates of recovery and therefore the systemically 

lower credit risk.102 This debate is beyond the scope of this article, but if there 

is an economic incentive for both creditors and debtors to use these devices, 

the law will be forced – and indeed has been forced – to determine the legality 

of their use.  

 Contract law is generally governed by states, and there is no 

preempting federal law specifically dealing with starter interrupters,103 but 

                                                 
99 Eric L. Johnson & Corinne Kirkendall, Starter Interrupt and GPS Devices: Best Practices, 

PASSTIME GPS (Jan. 14, 2016), https://passtimegps.com/starter-interrupt-and-gps-devices-

best-practices/ [https://perma.cc/7QSU-A6UU].  
100 Eric L. Johnson & Corinne Kirkendall, GPS & Payment Assurance Technology: Are You 

Compliant?, PASSTIME (2015), 

http://www.bhphinfo.com/uploads/dynamic_areas/d44kuB11MJb2HITRhDcF/33/NABD_PA

T_GPS_Compliance_Presentation_1.2015.pdf [https://perma.cc/GC7C-XPSZ]. 
101 Corkery & Silver-Greenberg, supra note 94. 
102 Thomas Hudson, The "Consumer Wins" Argument For Starter Interrupt Devices, AUTO 

DEALER MONTHLY (Aug. 2006), http://www.autodealermonthly.com/channel/dps-

office/article/story/2006/08/the-consumer-wins-argument-for-starter-interrupt-devices.aspx 

[https://perma.cc/XAQ7-QC5Z]. 
103 Atta-Krah, supra note 95, at 1201 (“…federal regulations do not provide any direct 

guidance relating to the use of SIDs by auto dealers and lenders.”); Consumer Information: 

Vehicle Repossession, FED. TRADE COMM’N, http://www.consumer.ftc.gov/articles/0144-
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there is not much state law applicable to contractware. As one recent survey of 

the extant law concluded, “generally…SIDs [starter interrupter devices] may 

be legal in most states due to the secured party's right to the ‘self-help’ 

repossession provisions of Uniform Commercial Code (“UCC”) section 9-

609.”104  

 Section 9-609 of the Uniform Commercial Code, as adopted in various 

forms by the states, governs self-help of secured creditors. The UCC gives a 

secured creditor the right to either “take possession of the collateral” or 

“render equipment unusable” without judicial process so long as the action 

“proceeds without breach of the peace.”105 A rich case law exists on what 

constitutes a breach of the peace, and as will be shown below, it will not be 

difficult to fit starter interrupters into this existing corpus.  

California, Colorado, and Connecticut all explicitly affirm the legality of 

starter interrupters but place certain restrictions on their use.106 The primary 

concerns of the state legislatures are both that the debtor has notice that the 

device has been installed and has a right to cure the breach. 

 The rights of debtors under the Bankruptcy Code add another wrinkle 

in the straightforward use of starter interrupters. A bankruptcy court in 

Arkansas ruled that the installation of a starter interrupter, while not per se 

illegal, violated the Bankruptcy Code’s automatic stay because it prevented 

the debtor from the normal use of her car.107 The court noted that the creditor 

could have remedied the situation by “taking action to ensure that Debtor had 

the correct code to operate her car each month, such as by mailing the correct 

code to Debtor each month.”108 A line of code written that would honor a 

court’s grant of an automatic stay motion by allowing the car to operate is 

another potential remedy. 

 The automatic stay, like the prohibition on selling alcohol to minors, 

acts as an external condition that the smart contract must incorporate into its 

terms if it is to comply with the law. The reason is because an individual 

                                                                                                                               
vehicle-repossession (last visited Jan. 13, 2016) [https://perma.cc/HM9D-GRT9] (noting that 

“[d]epending on [the borrower's] contract with the lender and [the borrower's] state's laws, [a 

lender's use of an SID] may be considered the same as a repossession or a breach of the 

peace”). 
104 Atta-Krah, supra note 95, at 1207. 
105 U.C.C. § 9-609.  
106 See Colo. Rev. Stat. §§ 4-9-609(e); 4-9-629; Conn. Gen. Stat. Ann. §§ 42-419; 42a-2A-

702; 42a-9-609; Cal. Civ. Code § 2983.37. 
107 11 U.S.C. § 362. 
108 In re Hampton, 319 B.R. 163, 175 (Bankr. E.D. Ark. 2005).  
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cannot contractually waive his right to file for bankruptcy as a matter of 

public policy.109 As seen before, this can either be solved ex ante or ex post. 

This situation seems ripe for private solution, as it is not difficult to determine 

whether a party has filed for bankruptcy, given the public nature of these 

proceedings. A simple conditional could be written that if bankruptcy has 

been filed, then the starter interrupt cannot be engaged. 

 As blockchains currently exist, starter interrupters are operated by the 

creditor and done so with the use of discretion.110 But large corporations, like 

Toyota, have contemplated using blockchains to enforce their contractual 

arrangements.111 By invoking a blockchain for third-party verification, this 

discretion would be lost, but the debtor would be able to ensure that an 

interested party did not have the unilateral ability to control his collateral. The 

lower interest rates that come along with the blockchain’s assurances may 

provide a valuable option to some debtors who view the rigidity as enticing.  

SELF-HELP AND SMART CONTRACTS 

Private Enforcement and Political Philosophy 

 

Self-help remedies have been defined as “legally permissible conduct 

that individuals undertake absent the compulsion of law and without the 

assistance of a government official in efforts to prevent or remedy a civil 

wrong.”112 Automated execution of a contract is a preemptive form of self-

help because no recourse to a court is needed for the machine to execute the 

agreement. A smart contract may not, however, meet the first terms of the 

definition because of illegal contracts like the vending machine that dispenses 

heroin or the implanted bomb that explodes when a debtor defaults. These 

                                                 
109 In re Citadel Properties, Inc., 86 B.R. 275 (Bankr. M.D. Fla. 1988) (“A total prohibition 

against filing for bankruptcy would be contrary to Constitutional authority as well as public 

policy.”). 
110 May 2012 – Payment Devices Best Practices – NABD Study #3, NAT’L ALLIANCE OF BUY 

HERE PAY HERE DEALERS (Apr. 2012), http://www.svrtrackingservices.com/wp-

content/uploads/2014/10/May-2012-Payment-Devices-Best-Practices.pdf 

[https://perma.cc/H3B9-TFM2]. 
111 Peter Coy & Olga Kharif, This Is Your Company on Blockchain, BLOOMBERG 

BUSINESSWEEK (Aug. 25, 2016), http://www.bloomberg.com/news/articles/2016-08-25/this-

is-your-company-on-blockchain [https://perma.cc/Q49W-CXUC]. 
112 Douglas I. Brandon et al., Self-Help: Extrajudicial Rights, Privileges and Remedies in 

Contemporary American Society, 37 VAND. L. REV. 845, 850 (1984). 
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contracts are outliers that must be dealt with, but the background approach the 

state should take towards smart contracts is a liberal one.113 

Smart contracts offer a wider range of assurances to parties who 

previously had to use other mechanisms to ensure performance. For example, 

without smart contracts parties are more likely to prefer instantaneous 

performance or overvalue the reputation of the counterparty. These are good 

proxies for ensuring performance, but not ironclad and come with their own 

costs.114 Much of the literature on self-help in contract law has dealt with how 

a party who has been aggrieved can remedy the wrong that has been 

committed against him.115 The advent and proliferation of the smart contract 

will focus the attention on the harms done to the breaching party, ensuring that 

party autonomy take a backseat to other norms that society wishes to enforce. 

In what follows, this Article will examine the potential benefits to non-

breaching parties and society at large, and then examine the costs to breaching 

parties and what limits the state will place on the use of smart contracts. 

As with many new technologies, behind bitcoin stood a political 

ideology skeptical of centralized power and supportive of capitalism and free 

markets. Although he116 never identified himself as such, many describe the 

creator of bitcoin, Satoshi Nakamoto, as a libertarian. Certainly many of the 

early adopters of bitcoin were self-described libertarians.117 Szabo has been 

                                                 
113 See Richard A. Epstein, The Theory and Practice of Self-Help, 1 J.L. ECON. & POL’Y 1, 26 

(2005) (“[W]…hat the law should do is to supply a second legal remedy that offers the 

complete relief (or at least more complete relief) that the self-help remedy could not 

supply.”). 
114 Id. at 22-23 (“To be sure, there are risks even in this context. Against these perils, the 

simplest form of protection is a simultaneous exchange in which each side gets to inspect the 

goods or services provided by the other before going through with the deal…The situation 

gets more difficult when the exchange takes place sequentially, that is, when one side 

performs before the other. But once again these trading systems do not suffer a total 

meltdown. The potential for long-term gain may be sufficient to induce individuals from 

taking what is left in the first round.”). 
115 See, e.g., Mark P. Gergen, A Theory of Self-Help Remedies in Contract, 89 B.U. L. REV. 

1397, 1449 (2009) (“The primary goal was to give a general account of the rules that regulate 

the powers to withhold or refuse performance in response to breach, and the power to threaten 

to do so to extract concessions, which is normatively appealing and well-grounded in the 

law's specifics.”). 
116 Some will object to using “he” as the personal pronoun for Nakamoto when it is not known 

if Nakamoto is a male, let alone an individual. This article uses “he” for brevity’s sake, fully 

aware that this footnote defeats this purpose. 
117 Max Raskin, Meet the Bitcoin Millionaires, BUSINESSWEEK (Apr. 10, 2013), 
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called libertarian and his writings emphasize alternatives to the state’s 

enforcement of rights.118 Traditionally, states have been defined as monopoly 

holders of force with a power to tax.119 Among the most radical visions for 

smart contracts is that the technology will subject the provision of justice to 

market forces and break the state’s monopoly over the court system. This is an 

idea that has been discussed by many libertarians, including Robert Nozick, 

Murray Rothbard, and David Friedman.120  

For many libertarians, the purpose of civil government is to protect 

private property and enforce natural rights.121 Most fundamental here is the 

harm principle that an individual should be free to do as he chooses, 

coterminous with the rights of others.122 This implies a strict adherence to 

freedom of contract.123 On this view, smart contracts use technology to 

enforce party autonomy in a more effective manner because they prevent 

external interference. If contractware progresses to a point where there is truly 

no need for third-party enforcement, there would be no need for a state and 

the attendant costs that many libertarians see as unjustifiable.  

Smart contracts could be used to encode certain constitutional 

principles into armaments, such that weapons would not work if certain 

conditions were not met, e.g. if Congress does not declare war, weapons will 

                                                                                                                               
http://www.businessweek.com/articles/2013-04-10/meet-the-bitcoin-millionaires 

[https://perma.cc/P4LQ-C87Y] (“The surge in a Bitcoin’s value has made millionaires out of 

people who loaded up on them early on—however briefly. Many of them are self-described 

libertarians, drawn by the idea of a currency that exists outside the control of governments. 

Some were so taken with the concept that they launched Bitcoin businesses, such as 

exchanges where people can buy the coins or exchange them for dollars.”). 
118 See, e.g., Nick Szabo, Ten ways to make a political difference, UNENUMERATED BLOG 

(Aug. 12, 2007, 2:10 PM), http://unenumerated.blogspot.com/2007/08/ten-ways-to-make-

difference.html [https://perma.cc/D9Q8-BERY] (Advising those who want to make a political 

difference to, among other things, “Be prepared to vote with your feet.…make your own 

law…donate to or get involved with the [libertarian/conservative] Institute for Justice…Tell 

us about your good research and good ideas.”). 
119 MAX WEBER, POLITICS AS A VOCATION (1919). 
120 ROBERT NOZICK, ANARCHY, STATE, AND UTOPIA (1974); MURRAY ROTHBARD, THE 

ETHICS OF LIBERTY (1982); DAVID FRIEDMAN, THE MACHINERY OF FRIEDMAN (1973); 

EDWARD STRINGHAM, ANARCHY AND THE LAW (2007). 
121 JOHN LOCKE, TWO TREATISES OF GOVERNMENT, Chapter VII, § 85 (1689). 
122 JOHN STUART MILL, ON LIBERTY, 21–22 (1859). 
123 Cf. Michael W. McConnell, Contract Rights and Property Rights: A Case Study in the 

Relationship Between Individual Liberties and Constitutional Structure, 76 CALIF. L. REV. 

267 (1988). 
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not function on foreign soil. Although fanciful, applications like this limn the 

concerns animating many early proponents.124 

This speculative and radical vision of smart contracts is not held by all 

proponents of the technology. Rather, some proponents are primarily focused 

on the capability of smart contracts to reduce transaction costs. Instead of 

fundamentally changing the nature of political governance, a new wave of 

smart contract proponents is concentrating on the idea that their use can make 

the economy and corporate governance more efficient. I call these individuals 

the Coaseans because they care about reducing transaction costs.125 One of the 

main areas to do so is corporate governance within firms, where a number of 

proposals have been discussed.126 These proposals include improving 

shareholding voting systems, tracking debt and equity issues, and enabling 

triple-entry accounting.127 

An example of a firm that utilizes smart-contract technology to 

execute its corporate-governance rules is a decentralized autonomous 

organization (“DAO”). One way of thinking of a DAO is that it is an 

organization where the rules of management are predetermined and run on 

computers.128 One such DAO was formed in 2016.129 The idea was to create 

an investing entity that would not be controlled by any one individual, but by 

shareholders voting based on their stakes on a blockchain. This would reduce 

transaction costs by obviating the need for a management team.130 The entity 

was funded with $150 million.131 Soon after this money was raised, about $40 

million of those funds were diverted from the organization by a “hacker” who 

                                                 
124 In the recent novel Seveneves, Neal Stephenson imagines a gun that fires robots as 

projectiles and can only respond to a certain user–futuristic smart bullets. NEAL STEPHENSON, 

SEVENEVES 676 (2015). 
125 See Ronald Coase, The Nature of the Firm, 4 ECONOMICA 16, 386-405 (1937). 
126 See Yermack, supra note 49. 
127 Id.; Ian Grigg, Triple Entry Accounting, IANG (Dec. 25, 2005, 11:04 PM), 

http://iang.org/papers/triple_entry.html [https://perma.cc/2FDZ-38YG]. 
128 Decentralized Autonomous Organization, WIKIPEDIA, 

https://en.wikipedia.org/wiki/Decentralized_autonomous_organization (last visited Feb. 13, 

2017) [https://perma.cc/3FVN-4PP9]. 
129 Coy & Kharif, supra note 111. 
130 Don Tapscott & Alex Tapscott, The Impact of the Blockchain Goes Beyond Financial 

Services, HARV. BUS. REV. (May 10, 2016), https://hbr.org/2016/05/the-impact-of-the-

blockchain-goes-beyond-financial-services [https://perma.cc/ES9W-XHPX]. 
131 Coy & Kharif, supra note 111. 

http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
http://iang.org/papers/triple_entry.html
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used the code in an unanticipated way.132 Strictly speaking, however, the 

hacker did not “hack” the code in a malicious way, but rather used the terms 

of the existing smart contracts to accomplish something others later found 

objectionable, i.e. the diversion of their money.133 Consider this using a legal 

loophole to effect a result that was clearly within the letter of the law, but not 

within its spirit.134 

Another example of smart contracts enabling novel corporate-

governance procedures is the use of prediction contracts. A prediction contract 

is a binary option contract whose value is contingent on an event’s 

occurrence.135 These contracts are often cited as predictors of presidential 

elections, where market participants buy and sell contracts in accord with 

shifting beliefs in a candidate’s probability of being elected.136 But, they can 

also be viewed as a form of smart contract that can be executed on a 

blockchain without any input from a single third party. In many credit default 

swaps, for instance, a third party, the International Swaps and Derivatives 

Association, will determine whether a credit event has been triggered.137 With 

a smart contract using a decentralized blockchain for authorization, a network 

itself can verify whether an event took place and whether the contract will pay 

out. This has applications in the realm of corporate governance, where 

decisions can be automated based on discrepancies between the option price 

and the stock price, directing a board of directors to take one course of action 

over another.138  

                                                 
132 Izabella Kaminska, Legal Exploits and Arbitrage, DAO Edition, FIN. TIMES (June 21, 

2016), https://ftalphaville.ft.com/2016/06/21/2166941/legal-exploits-and-arbitrage-dao-

edition/ [https://perma.cc/DW5A-KTVY]. 
133 Id. 
134 Id. 
135 Prediction Market, WIKIPEDIA, https://en.wikipedia.org/wiki/Prediction_market (last 

visited Feb. 13, 2016) [https://perma.cc/3DNG-PPLE]. 
136 Adam Mann, The Power of Prediction Markets, NATURE (Oct. 18, 2016), 

http://www.nature.com/news/the-power-of-prediction-markets-1.20820 

[https://perma.cc/V8QF-CRUD]. 
137 Credit Derivatives Determinations Committee Rules, INT’L SWAPS & DERIVATIVES ASS’N. 

(2016), http://dc.isda.org/wp-

content/files_mf/1452524496NY23756850v13DC_Rules__Jan_2016_Update.pdf 

[https://perma.cc/8HRK-LKU3]. 
138 Robin Hanson, Markets for Telling CEOs to Step Down, GMU.EDU (Apr. 26, 1996), 

http://mason.gmu.edu/~rhanson/dumpceo.html [https://perma.cc/Q6QD-4H4G]. These 

contracts also act as a potential hedge of political or event risk for companies, see also 

MICHAEL ABRAMOWICZ, PREDICTOCRACY: MARKET MECHANISMS FOR PUBLIC AND PRIVATE 

DECISION MAKING 87. 

https://ftalphaville.ft.com/2016/06/21/2166941/legal-exploits-and-arbitrage-dao-edition/
https://ftalphaville.ft.com/2016/06/21/2166941/legal-exploits-and-arbitrage-dao-edition/
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Limiting Principles 

 

The above has shown the benefits that come from judicial recognition 

and enforcement of smart contracts. Some of the believers in smart contracts 

think that these benefits can be appreciated without judicial recognition and 

enforcement because smart contracts can supplant traditional judicial systems 

enforced by a centralized state.139 This section of the Article analyzes the 

positive question of where the outer-bound of a state’s acceptance of smart 

contracts lies. Three examples along a spectrum will demonstrate the degrees 

to which states and their judicial systems can approach smart contracts. On the 

one end of the spectrum is permitting the use of smart contracts use and 

recognizing them in collateral matters, e.g. recognizing a smart contract when 

going through the probate process. On the other end of the spectrum is 

prohibiting the use of smart contracts or banning certain forms of 

contractware. Similar to the manner in which non-smart contracts cover a 

variety of different agreements—employment contracts are different from 

marriage contracts—smart contracts will likely be adapted to cover a wide 

range of subject matter. The application of a particular contract will likely be 

relevant to which attitude the courts adopt, much as not all non-smart 

contracts are the same; employment contracts are different than marriage 

contracts. 

 Starter interrupter devices are illustrative of the permissive side of the 

spectrum. As was shown, courts have recognized these devices as legitimate 

and allowed companies to use them to repossess vehicles, provided there is no 

violation to external laws, including the Uniform Commercial Code’s “breach 

of peace” provision and the Bankruptcy Code.140 How courts treat violations 

will likely be instructive. Suppose a starter interrupter is placed in a truck that 

is essential to a business. Instead of merely shutting the car off, this starter 

interrupter will permanently damage the car’s engine, rendering it unusable, if 

payments are not received on time. Then, suppose the debtor files for Chapter 

11 bankruptcy. The debtor-in-possession or trustee could charge that the use 

of the starter interrupter is a violation of an automatic stay, as it is an attempt 

by the creditor to control the property of the estate, even though the control is 

                                                 
139 See, e.g., Atzori, Marcella, Blockchain Technology and Decentralized Governance: Is the 

State Still Necessary? (Dec. 1, 2015) (unpublished manuscript), 

https://ssrn.com/abstract=2731132 [https://perma.cc/B2F6-8UBX]. 
140 U.C.C. § 9-609. 
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automatic and out of the creditor’s hands.141 The question then put to the court 

is whether starter interrupter can be used at all if they have such potential. 

 A second example in the middle of the spectrum, would be a modern 

version of Williams v. Walker-Thomas Furniture Co. In Williams, the court set 

forth a standard of unconscionability by asking whether the terms of a 

particular cross-collateralization contract were “so unfair that enforcement 

should be withheld.”142 Imagine, however, that the furniture in that case was 

installed with contractware that blasted an annoying siren if payment was not 

received. Further, imagine that this was explicitly agreed to by the debtor ex 

ante. A court bound by Williams, could easily deem the contract 

unconscionable. This would leave the court to determine the proper remedy. 

The court could award damages to account for the harms caused by the 

automatic execution of the contract, which damaged the collateral in an 

unacceptable way. In this instance, such a remedy seems appropriate because 

the damage is not irreparable. It is likely that what the court would do is create 

a new breaching the of peace doctrine that creditors and the contractware 

would have to abide by.  

 The final, and most egregious, example is contractware installed into 

humans. Although certainly a dystopian gedankenexperiment, it is worth 

imagining a scenario where creditors can install devices into the bodies of 

debtors and have the device force them into slavery or some state of impaired 

consciousness if they default. Such a scheme would certainly be 

unconstitutional as a violation of the Thirteenth Amendment even if the 

debtors supported the scheme as a way of securing lower interest rates. This is 

not the interesting question, however. What is worth analyzing is how a court 

would deal with such installation. Despite consent by each party, the court 

would likely nullify the contract. But will the court prevent the installation of 

the contractware into the body? Much more likely than judicial intervention is 

a legislative solution. States can and have banned objects that are not per se 

violative of rights, but pose an unacceptable risk to the morals of the 

community.143 This can be a legitimate exercise of the police power of the 

state, such as, for instance, when the government bans the private possession 

of bazookas.144  

                                                 
141 11 U.S.C. § 362. 
142 Williams v. Walker-Thomas Furniture Co., 350 F.2d 445, 449–50 (D.C. Cir. 1965).  
143 Cf. Ashcroft v. Free Speech Coal., 535 U.S. 234, 251 (2002) (The case reaffirmed that 

where the speech is neither obscene nor the product of sexual abuse, it does not fall outside 

the protection of the First Amendment.). 
144 18 U.S.C. § 921(a)(4). 
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What the above illustrates is that smart contracts exist in preexisting 

legal structures that do not unequivocally value party autonomy with respect 

to the formation and performance of contracts. The central question, however, 

is whether the state can use prior restraint to prevent the formation of 

contracts that have the potential to become contrary to public policy, but are 

not necessarily contrary to public policy themselves. 

The likely answer is yes. It is hard to imagine a state sitting idly by 

while devices are installed to self-enforce contracts that are contrary to the 

state’s own interests and policies. Although, the proposition is not black-and-

white. When dealing with any question of prior restraint, the magnitude of the 

mischief must be weighed against the likelihood of its occurrence. The 

Supreme Court’s First Amendment jurisprudence provides a useful model; n 

that realm, the Court has erred on the side of respecting autonomy and 

policing ex post.145 In this instance, contractware ought not be analyzed in 

toto, but discrete devices and software applications should be evaluated. This 

evaluation should be based upon the rights implications, as opposed to the 

particular functions of the contractware device. So, while devices that prevent 

the usage of personal property could be allowed, implants that enforce 

unconstitutional contracts or contracts that are unconscionable or void against 

public policy would not be permitted. 

These are questions for judges to decide on a case-by-case basis.146 

Common law principles ought to form the background of such analysis. 

CONCLUSION  
 

The creators of smart contracts have invited society to a party they are 

throwing. They say that this party has better food, booze, and music than the 

party being thrown down the street. But the other party has all of the people, 

even if the amenities are not as good. Whether society shows up to this new 

party is an open question. This is because legacy systems exist for a reason. 

By definition, they work. Both switching costs and uncertainty stand as 

barriers to the adoption of any new technology. Yet if the value of the new 

technology is overwhelming, such a change is more likely to occur.  

One way of reducing uncertainty is by situating the new in the old. 

While there may be many barriers to the adoption of smart contracts, legal 

                                                 
145 See, e.g., Near v. Minnesota, 283 U.S. 697 (1931). 
146 Lichtman, supra note 92, at 257 (arguing that private self-help mechanisms should be 

analyzed on a case-by-case basis). 
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uncertainty need not be one of them. Courts need not upend extant 

jurisprudence to accommodate smart contract
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INTRODUCTION 
 

Mobile banking, digital payments, peer-to-peer lending, and e-

commerce are no longer ideas drawn from science fiction. The rise of the 

internet has disrupted our notion of financial payments; we can now shop, 

invest, and manage our payments online. The emerging industry of financial 

technology ("fintech") deepens and broadens the range of financial services 

that customers can use over the internet, whether through a desktop computer, 

laptop, or smartphone. Fintech participants include start-ups and other 

companies that use technology to conduct the fundamental functions provided 
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by financial services, impacting how consumers store, save, borrow, invest, 

move, pay, and protect money.1 Examples of fintech products include the 

ability for individuals with checking accounts to use Apple Pay, a payment 

platform linking their debit and credit cards to their Apple devices. Android 

users can use Android Pay, a similar app, which links users’ financial 

information to their devices. To make a payment with either of these, users 

simply hold their device near a payment reader. Drivers can pay tolls by 

simply having E-Z Pass devices on their vehicles while driving through toll 

gates. The E-ZPass system allows drivers to purchase small electronic 

transponders, which correspond to their pre-paid accounts. When drivers 

travel a toll-paying road, the antennas at the tolls will read the transponders 

and debit the accounts for the appropriate amount. 

Fintech has also attracted attention beyond Silicon Valley. 

Governments and policy-makers are also invested in its progress and success. 

Fintech’s proponents also promise that fintech will make financial services 

cheaper, more readily available, and more efficient.2 For example, the World 

Bank Group, through its Universal Financial Access 2020 initiative, aims to 

ensure that communities who have poor access to mainstream financial 

services normally offered by retail banks, have access to traditional financial 

platforms, like checking accounts, by 2020.3 Once previously unbanked 

individuals have something as simple as a checking account, the fintech 

movement aims to dramatically expand and ease their abilities to make 

payments.  

                                                 
1 See Miklos Dietz et al., Cutting Through the Noise Around Financial Technology, 

MCKINSEY & CO. (Feb. 2016), http://www.mckinsey.com/industries/financial-services/our-

insights/cutting-through-the-noise-around-financial-technology [https://perma.cc/7QJZ-

V6CZ]; 20 Fintech Companies to Watch, AM. BANKER (Oct. 12, 2015 9:00 PM), 

https://www.americanbanker.com/slideshow/20-fintech-companies-to-watch 

[https://perma.cc/8BG9-CZRQ]; Ranking the Top Fintech Companies, N.Y. TIMES (Apr. 6, 

2016), https://www.nytimes.com/interactive/2016/04/07/business/dealbook/The-Fintech-

Power-Grab.html?_r=0 [https://perma.cc/YP7T-4HE6]. 
2 See Daniel McAuley, What is FinTech?, MEDIUM (Oct. 22, 2015), 

https://medium.com/wharton-fintech/what-is-fintech-77d3d5a3e677#.tl47ffrwx 

[http://perma.cc/J7V9-FJGE]; see also John Heggestuen, The Peer-to-Peer Payments Report: 

The exploding market for smartphone apps that transfer money, BUS. INSIDER (May 11, 2015, 

5:15 PM), http://www.businessinsider.com/growth-in-peer-to-peer-payment-apps-report-

2015-4 [http://perma.cc/JJ58-MVX8]. 
3 UFA2020 Overview: Universal Financial Access by 2020, WORLD BANK (Dec. 1, 2016), 

http://www.worldbank.org/en/topic/financialinclusion/brief/achieving-universal-financial-

access-by-2020 [https://perma.cc/WH2Z-FDHS]. 
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 As new technologies emerge and the global economy expands, 

individuals will continue to rely on the use of cryptocurrency, data analytics, 

and online transactions. Every action one takes on a fintech platform leaves 

what computer programmers and app developers call “digital breadcrumbs.”4 

Digital breadcrumbs refer to all the recorded information we share while 

shopping, investing, or browsing online: purchasing histories, visited 

websites, and IP addresses, are all stored.5 Fintech companies store customer 

information as a matter of course, and often use the information to improve 

their products or offer new ones.6 Because companies store this information, 

and the government can subpoena much of this information, the government 

in turn will have increased access to our whereabouts, spending habits, and 

behaviors as individuals increasingly rely on new technology allowing the 

government access to more sensitive information. 

The Fourth Amendment protects individuals from unwarranted 

searches and seizures conducted by the government. However, under the 

third-party doctrine, the Fourth Amendment does not afford protection for 

information turned over to third parties, as individuals surrender a reasonable 

expectation of privacy in that information by entrusting it to someone else.7 

Depending on the type of data requested, the government is often not required 

to obtain a particularized warrant or subpoena when requesting user 

information that was given to a third party.8 These parties can legally provide 

their users’ information, which can be used as evidence in a criminal 

proceeding. While the Supreme Court strives to uphold Fourth Amendment 

                                                 
4 Evan I. Schwartz, Finding Our Way with Digital Bread Crumbs, MIT TECH. REV. (Aug. 18, 

2010), https://www.technologyreview.com/s/420277/finding-our-way-with-digital-bread-

crumbs/ [https://perma.cc/M4SY-VJ9Z]. 
5 See Martin Kaste, Digital Bread Crumbs: Following Your Cell Phone Trail, NPR (Oct. 28, 

2009), http://www.npr.org/templates/story/story.php?storyId=114241860 

[https://perma.cc/ZW3X-QQ5M]. 
6 See Miklos Dietz et al., supra note 1. 
7 See United States v. Miller, 425 U.S. 435, 440 (1976) (noting that individuals have no 

reasonable expectation of privacy in their bank records because they are business records 

created and kept by the bank).  
8 There are some statutory legal protections on information provided to a third party, such as 

the Stored Communications Act, which prohibits disclosure of customer information under 

some circumstances and permits it in others. Stored Communications Act (SCA), 18 U.S.C. 

§§ 2701-2711 (1986). The Gramm-Leach-Bliley Act, codified in 15 U.S.C. §§ 6801-6810 

(1999), also protects customer information and requires financial institutions to provide their 

information-sharing practices to their customers. However, the Act is an insufficient 

protection given that it only applies to "financial institutions” and it is not clear whether these 

new fintech platforms are "financial institutions” as defined by the statute. 
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values of protecting individuals and their right to privacy, it has not reconciled 

the current third-party doctrine with the new practical realities imposed by the 

digital age.9 

Skeptics argue there is no reason to worry about government searches 

of our digital footprints because existing Fourth Amendment doctrine prevents 

the government from unfairly accessing digital breadcrumbs.10 However, this 

Note will argue that financial data handed over by users to these third parties 

is not sufficiently protected under the Fourth Amendment, and that Fourth 

Amendment jurisprudence has not kept up with technological developments 

that have made an individual’s financial information increasingly accessible.  

First, this Note will explain that financial information in particular 

requires Fourth Amendment protection in order to sufficiently safeguard 

individual privacy, as the fintech industry expands and our economy 

increasingly relies on digital payment methods. It will then argue that current 

jurisprudence is insufficient to protect an individual’s privacy in his or her 

financial information given the evolution of modern technology, and that the 

Supreme Court has made compelling arguments as to why the third-party 

doctrine is outdated and should not be applied to financial data. This Note will 

also provide an overview of other existing privacy protections that are 

insufficient for protecting financial privacy. It will then suggest a solution to 

protecting the privacy of an individual’s financial information by proposing a 

new jurisprudential framework that better reconciles the fintech revolution 

with existing Fourth Amendment values by distinguishing between sensitive 

and intrusive data. It will conclude with a hypothetical, illustrating how the 

framework may be used to better uphold Fourth Amendment values in the 

digital age.  

As the automation of the global economy grows and online payment 

practices proliferate, the Supreme Court will need to adapt the current legal 

structure to adequately protect Fourth Amendment values governing financial 

information. If the Court does not, its jurisprudence will abandon many core 

Fourth Amendment values in the face of technological innovation.  

 

 

                                                 
9 The Court has tried to reconcile the third party doctrine with new technologies, such as GPS, 

but it is not clear whether its application can accommodate future cases with different 

technologies. See, e.g., United States v. Jones, 565 U.S. 400, 412 (2012). 
10 JENNIFER GRANICK, AMERICAN SPIES: MODERN SURVEILLANCE, WHY YOU SHOULD CARE, 

AND WHAT TO DO ABOUT IT 220 (Cambridge Univ. Press, 2017) (arguing that the third party 

doctrine does not apply to network providers).  
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OUR FINANCIAL INFORMATION REQUIRES PRIVACY PROTECTION 
 

Fintech has increased the digitalization of financial transactions 

making financial data more accessible and easier to store for longer periods of 

time. Detailed and sensitive user data can now often be stored indefinitely in 

one or several centralized locations, generally only protected by privacy 

policies instituted by the company holding the data. Mobile payments, peer-

to-peer lending, virtual investing, and connected devices now allow instant 

transactions through the internet and apps rather than by bank clerks and 

investment brokers. The internet and new technological products are 

establishing new norms in banking and lending, which allow individuals to 

conduct financial transactions more independently. These new norms also 

allow individuals to have one app to conduct all of their financial 

transactions—which was previously unheard of. As convenient payment and 

investment methods become cheaper and more readily available, many of us 

will use them. For example, many people already prefer to use credit or debit 

cards rather than cash; many banks and investment companies are slowly 

eliminating bank branches, and encouraging users to do their banking online.11 

The global market trend is toward increasingly digital financial transactions.12 

As fintech proliferates, users will centralize their transactions and 

financial information. Unlike transactions conducted with cash or, to a lesser 

degree, checks and credit cards, fintech transactions create a holistic digital 

fingerprint of an individual, which is kept indefinitely by the company 

processing the transaction. Before the digitization of financial transactions, 

individuals used cash or personal checks, which allowed individuals to 

purchase items or services without revealing much about the purchases or 

                                                 
11 See FED. RESERVE BD., CONSUMERS AND MOBILE FINANCIAL SERVICES 2016 (Mar. 2016), 

https://www.federalreserve.gov/econresdata/consumers-and-mobile-financial-services-report-

201603.pdf [https://perma.cc/7QKS-F4G6]; Jon Marino, US Banks Keep Trimming Branches, 

Cutting Jobs, CNBC (Jan. 25, 2016), www.cnbc.com/2016/01/25/us-banks-keep-trimming-

branches-cutting-jobs.html [https://perma.cc/4WGJ-B336]; Matt Egan, Hundreds of Bank of 

America Branches Are Disappearing, CNN MONEY (Jul. 15, 2015), 

http://money.cnn.com/2015/07/15/investing/bank-of-america-branches-layoffs/ 

[https://perma.cc/H62A-RP78]; Dirk Vater, Youngsuh Cho, & Peter Sidebottom, The Digital 

Challenge to Retail Banks, BAIN & CO. (Oct. 17, 2012), 

http://www.bain.com/publications/articles/digital-challenge-to-retail-banks.aspx 

[https://perma.cc/QZ2G-V9R7].  
12 See Nathan Heller, Imagining a Cashless World, NEW YORKER (Oct. 10, 2016), 

http://www.newyorker.com/magazine/2016/10/10/imagining-a-cashless-world 

[https://perma.cc/P276-N2NL].  
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services themselves. Historically, paper receipts and checkbooks were used to 

prove that particular transactions took place. If an individual used a personal 

check to make a purchase, the bank had the check recipient’s name, which 

revealed some information about the purchase (the date and the store name) 

but not as much as what a digital transaction reveals. The individual also had 

the option to include more details in his or her checkbook surrounding the 

actual purchase, like the time, location, and the item or service purchased.13 A 

purchaser could discard the receipt or keep it with his or her financial records. 

Now, with the increased digitization of financial transactions, financial 

platforms and apps have immense storage capacity to keep an individual’s 

digital records indefinitely, without allowing users the ability to delete the 

information.14 While users may believe they have simply moved the functions 

of their checkbooks to the cloud, the legal impacts are profound. While 

checkbooks are considered a protected “effect” under the Fourth 

Amendment,15 online records maintained by a third party may have no such 

protection depending on the type of data they contain.16  

These platforms store an immense amount of data, calling into 

question what, if any, privacy protections their consumers hold. For instance, 

with the centralization of large amounts of financial and transaction 

information, law enforcement no longer needs to investigate and search for 

individual’s separate bank accounts: this data may now plausibly be stored by 

a single company along with credit card and transaction information. Mint, a 

web-based personal financial management service, allows users to input 

information about their bank accounts, physical location, shopping 

preferences, household budget, investments, and debts and loans. Since all this 

information is stored by Mint online, law enforcement no longer needs to 

spend time and energy searching for and obtaining access to different services, 

greatly reducing individual privacy protections from the government in a way 

                                                 
13 An individual’s checkbook is an effect protected under the Fourth Amendment. United 

States v. Wilson, 36 F.3d 1298, 1306 (5th Cir.1994). 
14 The Privacy Act of 1974, 5 U.S.C. § 552a, was enacted to protect the privacy rights of 

individuals by reducing the federal government’s ability to have a centralized computer 

database with all their information.  
15 Wilson, 36 F.3d 1298, 1306.  
16 See United States v. Miller, 425 U.S. 435, 440 (1976) (noting that individuals have no 

reasonable expectation of privacy in their bank records because they are business records 

created and kept by the bank); see also Stored Communications Act (SCA), 18 U.S.C. §§ 

2701-2711 (1986). 



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

348 

that could not be the case if this information were stored in the physical 

realm.17  

Online financial transactions can also reveal much about a person from 

the transaction’s date, time, item purchased (including its image) and its cost. 

These records create a story explaining where and when an individual was 

present, and whom was in that particular vicinity when that purchase was 

made. Additionally, an individual’s purchases can reveal a lot about his or her 

preferences, needs, and lifestyle.  

Even social media can store, track, and reveal users’ preferences, 

interests, and movements. If an individual uses Facebook’s platform to make 

purchases or engage in financial transactions with his or her Facebook friends 

or through Facebook’s apps (like buying a product or service from a friend, 

making a purchase for a Facebook-hosted game, or making a donation on 

Facebook), the platform collects and retains information about the transaction. 

This information includes the user’s payment information and the individual’s 

name, billing, shipping and contact details.18 Users may not expect this 

information to be revealed to anyone, including the government.  

Even when individuals are not using fintech services, their financial 

and transaction data may be held by third parties, with or without the 

individual’s knowledge. Many companies now also require individuals to 

submit a credit report for anything from employment to residential 

applications. To avoid credit report costs, individuals now use services such as 

Credit Karma, to generate free updated credit scores and reports from national 

credit bureaus like TransUnion.19 To sign up, individuals must create a user 

profile, which includes personally identifiable information. Although these 

services do not acquire payment information, they look into a user’s credit 

history from multiple sources, including his or her banks, credit card 

companies, collection agencies, and the government.20 This information 

                                                 
17 The Supreme Court has noted diminishing privacy protections due to the ease of accessing 

digital personal information. See, e.g., United States v. Jones, 565 U.S. 400, 412 (2012) 

(Sotomayor, J., concurring that the mosaic theory, whereby government can obtain a lot of 

information easily, changes the relationship between the government and citizens). 
18 See Data Policy, FACEBOOK, https://www.facebook.com/about/privacy/ (last visited Feb. 

14, 2017) [https://perma.cc/3DCC-7YGC].  
19 See How Credit Karma Works, CREDIT KARMA, 

https://www.creditkarma.com/faq/howitworks (last visited Feb. 18, 2017) 

[https://perma.cc/CQ3X-32T4]. 
20 While the Fair Credit Reporting Act, 15 U.S.C. § 1681, provides privacy and notice rights 

for consumers, such as the right to know what information is contained in their credit reports, 

it does not prevent third parties from obtaining such information without their consent. 
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reveals the individual’s spending habits, payment history, and yearly income. 

This type of data can identify certain life events or categorize an individual 

based on his or her credit history.    

When the Bill of Rights was added to the Constitution in 1791, it is 

unlikely (to say the least) that its drafters envisioned a world where the 

government would have nearly unlimited access to citizens’ financial 

information through a blanket rule called the third-party doctrine. In the 

Fourth Amendment, the Founders codified what they believed was essential to 

individual liberty: protection from unlawful government intrusion, barring 

particularized warrants and probable cause. In 2017, hardly anyone goes a day 

without passing information through a third party, leaving that information 

vulnerable to exactly the type of warrantless intrusion the Fourth Amendment 

was written to protect against. As the fintech movement continues, financial 

data is more accessible to law enforcement because it can be centrally stored 

and kept for longer periods of time without giving users the ability to delete 

their records. 

CURRENT FOURTH AMENDMENT JURISPRUDENCE IS INSUFFICIENT TO 

PROTECT AN INDIVIDUAL’S PRIVACY IN HIS OR HER FINANCIAL 

INFORMATION 
 

A Fourth Amendment search takes place when the government 

violates a person’s subjective expectation of privacy through an examination 

of “persons, places [or] effects,” when that subjective expectation is one that 

society recognizes as objectively reasonable. The third party doctrine, 

established by United States v. Miller21 and Smith v. Maryland,22 removes 

Fourth Amendment protection for information handed over by individuals to 

third parties. The Court reasoned that turning over information to another 

party undermines any reasonable expectation of privacy, such that the 

government’s accessing of such information is not a search. While once a 

sensible accommodation of the underlying technological landscape, the third-

party doctrine is no longer a reasonable approach to individual privacy, given 

current and upcoming technological developments. Historically, the third-

party doctrine concerned targeted and limited government investigations 

                                                 
21 See 425 U.S. 435 (1976) (holding that individuals have no reasonable expectation of 

privacy in their bank records because they are business records created and kept by the bank). 
22 See 442 U.S. 735 (1979) (holding that when an individual dials telephone numbers, he or 

she has no reasonable expectation of privacy in his or data because it was handed over to a 

telephone provider, a third party.). 
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directed at specific individuals for which the government could show grounds 

for suspicion.23 Neither of these cases from the 1970s addressed our current 

reality in which digital data storage contains almost all of our private 

information.  

More recently, the Supreme Court has recognized the need to update 

the third-party doctrine. It has opened up exceptions to the third-party doctrine 

in order to update it for the digital age, such as in a recent opinion banning 

government search of information stored on an arrestee’s cell phone without a 

warrant.24 But the fundamental problems with the third-party doctrine remain, 

and cannot be dealt with by anything less than abandoning the doctrine and 

replacing it with a more modern and nuanced approach to privacy in the 

digital age.25  

 

Overview of the Third-Party Doctrine 

 

 The leading case discussing privacy rights in information given to 

third parties is Smith v. Maryland, where the Supreme Court held that the 

defendant who voluntarily provided his data to a phone company had no 

reasonable expectation of privacy in the information.26 The Court dismissed 

the Fourth Amendment claim against the government for using a pen register, 

with the phone company’s authorization, to track the numbers dialed by the 

defendant.27  

The Court held that when an individual dials numbers on a phone, he 

willingly uses a telephone company’s service in order to make the call and 

understands that using the service includes providing certain information to 

the company.28 Therefore, when an individual dials these numbers, he has no 

reasonable expectation of privacy in his data because he handed it over to the 

telephone provider, a third party.29 Individuals should reasonably know that 

companies have the capability and incentive to make permanent records of the 

numbers that their customers dial.30 The Smith Court reasoned that if an 

individual takes the risk of “revealing his affairs to another, that . . . 

                                                 
23 Id. 
24 See Riley v. California, 134 S. Ct. 2473 (2014). 
25 See id. 
26 Smith v. Maryland, 442 U.S. 735, 755 (1979).  
27 Id. at 745. 
28 Id. 
29 Id. 
30 Id. at 742. 
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information will be conveyed by that person to the Government . . . even if the 

information is revealed on the assumption that it will be used only for a 

limited purpose.”31 Since Smith, the third-party doctrine applies not just to 

telephone numbers, but to any information handed over to third parties, such 

as purchase history, invoices, and online banking transactions.  

Similarly, in United States v. Miller, the police connected the 

defendant to a bootlegging conspiracy by subpoenaing his bank for checks 

written from his business account.32 The Court held that checks are not 

confidential because they are a business instrument, rather than a private 

document.33 Additionally, the Court noted that bank customers have no 

reasonable expectation of privacy in their bank records because they 

voluntarily hand over this data to third parties and the bank employees are 

able to view these documents.34  

In addition, under the current third-party doctrine, when individuals 

use fintech (e.g., sending payments online, investing online, banking through 

their bank’s website, or lending money to a friend) and download the 

corresponding apps that allow them to conduct these transactions, individuals 

will have no reasonable expectation of privacy in this data. From financial 

transactions between friends using Venmo35 to a bank record tracking the 

whereabouts of an individual at all times through their debit card use, some 

fintech apps and methods used to facilitate these virtual transactions may 

allow companies and the government to access a variety of personal data, 

which may be voluntarily handed over by the third parties to the government 

without a warrant.36 In many cases, courts may conclude that individuals 

voluntarily used these devices and apps and willingly chose to disclose to 

third parties the data collected, analyzed, stored, and synced by these apps. 

Therefore, in some situations where the government requests this information 

                                                 
31 Id. at 744.  
32 United States v. Miller, 425 U.S. 435, 436 (1976). 
33 Id. at 440. 
34 Id. at 442. 
35 See How It Works, VENMO, https://venmo.com/about/product/ (last visited Feb. 14, 2017) 

[https://perma.cc/2J5J-R596].  
36 There are some statutory legal protections on information provided to a third party, such as 

the Stored Communications Act (“SCA”), 18 U.S.C. §§ 2701-2712. The SCA permits 

voluntary disclosure, requires disclosure, and prohibits disclosure of customer information in 

varying circumstances. See, e.g., 18 U.S.C. §§ 2701 (defining “offense,” and establishing 

punishments and exceptions for the purposes of the SCA), 2702 (“Voluntary Disclosure of 

Customer Communications or Records”), 2703 (“Required Disclosure of Customer 

Communications or Records”), 2711 (defining relevant terms for purposes of the SCA). 
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from a third party, courts may hold that this is not an unlawful search under 

the Fourth Amendment, and the evidence may be admissible against an 

individual in a criminal proceeding. This depends on the specific type of 

financial data at issue and whether other statutory protections apply to its 

disclosure.   

 

The Third-Party Doctrine, as Developed in Smith and Miller, No Longer 

Adequately Protects Core Fourth Amendment Values 

 

Although well-reasoned for their times, the holdings in Smith and 

Miller simply do not provide relevant guidance for today’s highly networked 

world. Nearly all of the vast volumes of information that individuals generate 

about themselves is filtered through a third party, which robs those holdings 

of their original logic. The way information was created and used in 1970’s 

America is enormously different from how it is created and used today. As the 

financial industry becomes digitized, the financial data of individuals will be 

increasingly gathered and stored electronically by the third parties that run 

these financial apps and platforms. An individual’s privacy in this data may be 

vulnerable and at risk depending on the type of financial data he or she is 

handing over.37  

In Smith, the police requested a list of the defendant’s dialed phone 

numbers from his telephone company in order to determine his whereabouts 

during the robbery.38 The police were led to the defendant because a witness 

had written down his license plate number when his vehicle was spotted 

during the robbery. Here, the police had two justifications to collect the 

defendant’s data: (1) the date of the robbery; and (2) “particularized 

suspicion” that the defendant was the robber because he was spotted fleeing 

the scene shortly after the crime. 

Smith is obsolete today because the volume and sensitivity of the 

information gathered in Smith is significantly less than the data that is and will 

be collected by banks and apps. The Smith investigation had a set duration, 

and collected only three days’ worth of numbers. However, the certain 

financial data collection from banks and apps will be endless and easier to 

analyze if the information is not protected under other statutory or regulatory 

                                                 
37 However, the Stored Communications Act prohibits disclosure of customer information 

under some circumstances and permits it in others. See, e.g. 18 U.S.C. §§ 2701, 2702, 2703, 

2711. 
38 See Smith, 442 U.S. at 737. 
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schemes. The government will have the ability to gather a tremendous volume 

of financial data that may be stored indefinitely and acquired at any time 

without cause or justification. Mass surveillance increases the number of 

targets available to track at any given time and decreases the cost of tracking 

to zero as data is collected and stored in the course of our day.39 Because the 

facts in Smith and society’s current reliance on technology are no longer 

analogous, Smith and the third-party doctrine should no longer be used to 

analyze whether individuals have a reasonable expectation of privacy in the 

financial data they hand over to third parties.  

Similarly, Miller is inapplicable today because the amount of data that 

banks, and other financial and investment companies acquire from their 

customers can be sorted and analyzed to create a full profile of an individual 

and his or her behaviors and patterns. For example, companies now use 

algorithms and computer models to analyze massive pools of information to 

make inferences about a user’s health, personality traits, and even mood in 

real time, in order to help the companies predict, and ultimately influence, the 

user’s next purchase.40 In the aggregate, law enforcement could learn this 

information as well as a user’s private thoughts and interests from this data or 

a company’s analysis of the user and his or her preferences.  

Additionally, Miller’s holding is too archaic to apply to today’s fintech 

landscape because banking practices and the financial industry have changed 

since the Supreme Court decided the case in 1978. Bank tellers, financial 

advisors, and brokers are being replaced by apps, online banking websites, 

and financial planning services. These individuals who once played essential 

roles in processing our checks, transferring our money, and investing in our 

retirements are no longer acting as intermediaries to facilitate our transactions. 

Individuals are now capable of engaging in these transactions—transferring 

funds, sending virtual checks, peer-to-peer lending—instantly and on their 

own without stepping foot outside their homes. Because the intermediary 

component (the tellers, the brokers, the financial planners) has been 

eliminated from these transactions, we should no longer consider financial 

                                                 
39 See Kevin S. Bankston & Ashkan Soltani, Tiny Constables and the Cost of Surveillance: 

Making Cents Out of United States v. Jones, 123 YALE L. J. ONLINE 335 (2014), 

http://www.yalelawjournal.org/forum/tiny-constables-and-the-cost-of-surveillance-making-

cents-out-of-united-states-v-jones [https://perma.cc/UA2Q-3NZW].  
40 See Sarah Childress, The Future of Digital Marketing Is You, FRONTLINE (Feb. 18, 2014), 

http://www.pbs.org/wgbh/frontline/article/the-future-of-digital-marketing-is-you/ 

[https://perma.cc/F76A-V8ML].  
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records and transactions as business records belonging to the banks or the 

apps used to engage in these transactions.  

When the Supreme Court issued the Miller and Smith holdings, it was 

both unanticipated and unforeseeable that technology would reach the level of 

sophistication and accessibility that it has today. We are now able to lend 

money and make payments at the click of a button,41 refinance debts online,42 

and have robot investors execute our investment choices.43 Technology is now 

an inherent part of society, and the amount of data that is passed through third 

parties is “so pervasive that some persons may consider them to be essential 

means or necessary instruments for self-expression,” thus increasing an 

individual’s reasonable expectation of privacy in this data.44 Additionally, 

some of the data handed over by individuals to third parties is not “voluntary.” 

For example, the use of some banking apps, like Charles Schwab’s online app, 

is mandatory—the company only has eleven physical bank locations, which 

are all in California and Nevada.45 Most individuals perform their transactions 

through the Charles Schwab online app.46 Similarly, when individuals 

purchase apps, like the Charles Schwab app, they are required to accept the 

terms and conditions before receiving that product or service. Individuals are 

forced to sign these contracts in order to receive these apps. Courts apply 

traditional contract law to determine whether users had reasonable notice and 

provided consent to a service’s privacy policy.47 However, practically 

                                                 
41 See, e.g., Send Money Securely, PAYPAL, https://www.paypal.com/us/webapps/mpp/send-

money-online (last visited Apr. 7, 2017) [https://perma.cc/W7WB-M8XC] (lending money); 

About 1-Click Ordering, AMAZON, 

https://www.amazon.com/gp/help/customer/display.html?nodeId=468482 (last visited Apr. 7, 

2017) [https://perma.cc/BZR9-UL47] (purchasing goods). 
42 See, e.g., Local & Loyal Lending, LENDKEY, http://www.lendkey.com/ (last visited Apr. 1, 

2017) [https://perma.cc/Y5FR-MNGN]. 
43 See, e.g., Robo Advisor, MONEYFARM, https://www.moneyfarm.com/uk/robo-advisor/ (last 

visited Apr. 1, 2017) [https://perma.cc/3ESR-EWN5]. 
44 City of Ontario v. Quon, 560 U.S. 746, 760 (2010). 
45 See Schwab Bank Branches, CHARLES SCHWAB, 

http://www.schwab.com/public/schwab/nn/branch-locator/branches_bank.html (last visited 

Feb. 14, 2017) [https://perma.cc/M7P4-5RF6].  
46 See Schwab Mobile Deposits, CHARLES SCHWAB, 

http://www.schwab.com/public/schwab/investing/pricing_services/mobile/schwab_mobile_de

posit (last visited Mar. 27, 2017) [https://perma.cc/SK9W-Y48N] (many across the country 

use Charles Schwab. However, the company only has banking branches in California and 

Nevada meaning its users are required to use the online app for financial transactions). 
47 Alison S. Brehm & Cathy D. Lee, From the Chair: “Click Here to Accept the Terms of 

Service,” 31 AM. BAR ASS’N. COMMC’N LAWYER 1 (Jan. 2015), 
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speaking, the terms and conditions usually are not enough to provide actual 

notice of what data the app collects about the individuals, or what the 

companies can do with that information. These agreements are generally way 

too long and wordy. Individuals also do not have any bargaining power and 

cannot negotiate the terms of service with the financial company or platform. 

Lastly, individuals may not have viable alternatives to using a particular 

financial service or product because it may be the most popular or most of 

their friends and family members use a particular platform. Users may be 

forced to agree to these terms and conditions without fully understanding the 

agreements. The volume of information individuals generate and necessarily 

‘hand over’ to third parties makes the underlying logic of Smith and Miller 

inapplicable in the digital age. 

 

The Supreme Court Has Made Compelling Arguments for Why the Third-

Party Doctrine is Outdated and Should Not Be Applicable to an Individual’s 

Financial Data 

 

Recently, the Court provided several strong arguments for why an 

individual’s right to privacy in the emerging digital age should not be limited 

by the third-party doctrine. In Riley v. California, the Court unanimously 

concluded that the government must obtain a warrant to search a cell phone 

confiscated during an individual’s arrest because arrestees have a reasonable 

expectation of privacy in the digital information stored on their cell phones.48 

Writing for the Court, Chief Justice Roberts explained that “cell phones differ 

in both a quantitative and qualitative sense from other objects that might be 

kept on an arrestee’s person.”49 He listed several factors explaining why 

searching a cell phone implicates individual privacy to a degree that is 

categorically distinct from searching other closed containers; their “immense 

storage capacity” which can hold and transfer “millions of pages of text, 

thousands of pictures, or hundreds of videos” and the quantity of information 

individuals store on these devices.50 The Court acknowledged ninety percent 

of Americans carry cell phones and “use them to keep a digital record of 

nearly every aspect of their lives.” Some of this personal information includes 

                                                                                                                               
http://www.americanbar.org/publications/communications_lawyer/2015/january/click_here.ht

ml [https://perma.cc/MBY4-N7FA]. 
48 Riley v. California, 134 S. Ct. 2473 (2014). 
49 Id. at 2479. 
50 Id. 
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where and when they travel, whom they spoke to and what they said, and what 

they were thinking about as they searched a question on their phone.51  

Through its discussion of cell phones, the Court stressed the 

importance of protecting an individual’s right to privacy in the digital era. It 

acknowledged that possible “intrusion[s] on privacy [are] not physically 

limited in the same way when it comes to cell phones” and other digitally 

stored information.52 The storage capacity of cell phones has several 

interrelated consequences for privacy. First, cell phones collect many distinct 

types of information from a single location. This information combined can 

reveal much more than any isolated record.53 Second, their capacities allow 

“even just one type of information to convey far more than previously 

possible.” Many details about an individual's private life can be “reconstructed 

through a thousand photographs labeled with dates, locations, and 

descriptions.” This would not have been the case if an individual had a single 

photograph or two of loved ones stored in his or her wallet.54 Third, the 

phone’s metadata can date back to the purchase of the phone or earlier. The 

Court compared this capability to an example predating cell phones: a person 

may carry a slip of paper in his pocket reminding him to call an individual. 

However, he would not carry a record of all his communications with this 

individual for the past several weeks, months, or years.55 

Similarly, the most compelling argument that the Court gave in 

protecting the digital data of individuals was the “element of pervasiveness 

that characterizes cell phones but does not exist with physical records.”56 The 

Court noted prior to the Internet age, individuals did not carry a collection of 

their sensitive personal information with them “as they went about their 

day.”57 It also noted that certain types of data are also qualitatively different. It 

acknowledged internet searches and browsing histories can reveal an 

individual's private interests, concerns, worries, thoughts, or feelings. Coupled 

with a search for disease symptoms, they can reveal an individual's sensitive 

                                                 
51 Id.  
52 Id. at 2489.  
53 Riley v. California, 134 S. Ct. 2473, 2489 (2014). For example, if law enforcement accesses 

a cell phone containing an address, a note, a prescription, a bank statement, and a video, they 

can gather a lot more information about an individual than having one of these in isolation.  
54 Id. 
55 Id. 
56 Id. at 2490.  
57 Id. 
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medical information or symptoms they may be experiencing.58 Additionally, 

the Court acknowledged information contained on a cell phone can also reveal 

a person’s whereabouts and current location. It can even be used to 

“reconstruct someone's specific movements down to the minute, not only 

around town but also within a particular building.”59  

The Court also discussed another example of why the digital data of 

individuals requires additional protections: society’s pervasive use of apps. 

The average smartphone user installs and uses thirty-three apps.60 These apps 

offer a range of convenient tools for managing detailed information about all 

aspects of a person’s life—such as drug recovery addictions, pregnancy, 

budgeting, hobbies, dating, and buying and selling just about anything and the 

records of such transactions may be accessible on the phone indefinitely.61 

Together, this information “reveal[s] a montage of the user's life” and “not 

only contains in digital form many sensitive records previously found in the 

home” but “also contains a broad array of private information never found in a 

home in any form—unless the phone is [there].”62 The Court acknowledged 

the flaw in comparing a cell phone to a digital container because the 

information may not only be stored on the device itself, like information 

stored on clouds or remote servers but left us with no clear guidance on how 

to analyze the reasonable expectation of privacy in our data.63  

 The Court’s decision in Riley was consistent with its view in United 

States v. Jones where the government attached a Global Positioning System 

(“GPS”) tracking device to the defendant’s vehicle to monitor the vehicle's 

movements on public streets.64 The Court used the reasonable expectation of 

privacy test and held that the government’s actions constituted a search under 

the Fourth Amendment and were an invasion of the defendant’s privacy. 

Specifically, the Court determined that when the Government engages in 

physical intrusion of a constitutionally protected area or effect in order to 

obtain information, that intrusion constitutes a violation of the Fourth 

Amendment.65 Here, the officers encroached on the defendant's vehicle, which 

                                                 
58 Riley v. California, 134 S. Ct. 2473, 2490 (2014). 
59 Id. 
60 Id. 
61 Id. 
62 Id. 
63 Id. 
64 United States v. Jones, 565 U.S. 400 (2012).  
65 Id. at 407.  



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

358 

the Court considered a protected space and effect, in order to monitor the 

vehicle’s movements.66  

In Jones, the Court noted that “achieving the same result through 

electronic means, without an accompanying trespass, is an unconstitutional 

invasion of privacy, but [that] the present case [did not] not require [them] to 

answer that question.”67 Nonetheless, the Court noted that “situations 

involving merely the transmission of electronic signals without trespass would 

remain subject to Katz analysis and would likely need to be resolved at a later 

time.”68 

Justice Alito and Justice Sotomayor agreed with the Court’s holding 

but took it a step further in their concurrences alluding to additional privacy 

concerns as technologies become more sophisticated. Justice Alito’s 

concurrence noted that advancements in technology are making it easier for 

the Government to monitor criminal activity and that the “‘[t]raditional 

surveillance’ of Jones for a 4-week period ‘would have required a large team 

of agents, multiple vehicles, and perhaps aerial assistance.’”69 He added that 

while short-term monitoring of an individual’s movements on public streets 

accords with expectations of privacy, longer term GPS monitoring in 

investigations impinges on expectations of privacy.70 He acknowledged that 

he could not answer the question of when short term surveillance became long 

term surveillance.  

Justice Sotomayor took Justice Alito’s concurrence a step further and 

cautioned about the implications of wireless surveillance and its effects on 

privacy, including questions about the constitutionality of warrantless short-

term GPS surveillance.71 She argued that even short-term GPS monitoring 

could reveal an individual's every movement, divulging a great deal about a 

person's daily actions, interests, and private destinations.72 

Additionally, new technologies have made individuals especially 

vulnerable to government surveillance. As new technologies develop, 

surveillance will become cheaper and easier than it has ever been before, 

which facilitates greater surveillance.73 Under the current third-party doctrine, 

                                                 
66 Id. at 412. 
67 Id. 
68 Id. at 411. 
69 United States v. Jones, 565 U.S. 400, 412 (2012) (quoting Alito, J., concurring at 429). 
70 Id. at 430 (Alito, J., concurring). 
71 Id. at 413-9 (Sotomayor, J., concurring). 
72 Id. at 415. 
73 United States v. Jones, 565 U.S. 400, 428-29 (2012) (Alito, J. concurring). 
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law enforcement can simply ask a cooperative third party, such a cell phone 

provider, for cell tower information to determine the vicinity and movements 

of a suspect. Judge Richard Allen Posner74 made a similar point discussing the 

implications of mass surveillance, GPS, and advances in technology:   

The new technologies enable, as the old (because of expense) do not, 

wholesale surveillance . . . It would be premature to rule that such a program 

of mass surveillance [of public movements] could not possibly raise a 

question under the Fourth Amendment—that it could not be a search because 

it would merely be an efficient alternative to hiring another 10 million police 

officers to tail every vehicle on the nation’s roads.75 

Given that the Court has acknowledged society’s pervasive reliance on 

technology, particularly cell phones as a means of storing personal 

information, there is a strong argument to be made that the third-party 

doctrine should be revisited given that many of our financial transactions are 

done through apps and stored in cyberspace. Individuals now use fintech (e.g., 

send payments, shop, invest, bank through their bank’s website, or lend 

money to a friend—all online) and download the corresponding apps that 

allow them to conduct these transactions.  

Through the pervasive use of fintech platforms, individuals will 

generate millions of data points through their financial transactions ranging 

from the bank records tracking the whereabouts of individuals at all times 

through their debit card use to the apps that store transaction information, such 

as purchases, dates, and times. The information generated through the use of 

these technologies reveals many intricate details pushing in favor of 

reevaluating the third-party doctrine as it applies to financial transactions. 

OTHER PRIVACY PROTECTIONS ARE INSUFFICIENT FOR FINANCIAL 

PRIVACY 
 

Besides case law lagging behind technological advancement, the 

existing statutory protections for financial information are insufficient to 

protect an individual’s privacy in an age of pervasive data collection. The 

Right to Financial Privacy Act of 1978 (“RFPA”) protects the confidentiality 

of personal financial records by attempting to create a statutory Fourth 

                                                 
74 Former Chief Judge of the United States Court of Appeals for the Seventh Circuit from 

August 1, 1993–August 1, 2000. 
75 United States v. Garcia, 474 F.3d 994, 998 (7th Cir. 2007). 
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Amendment protection for bank records.76 The RFPA requires the government 

to provide an individual with notice and an opportunity to object before his or 

her bank or other financial institution discloses an individual’s financial 

information to the government for law enforcement purposes.77  

The RFPA was enacted as a response to Miller, and was meant to 

protect against unwarranted and unrestricted government access.78 However, 

the RFPA contains several exceptions that the government can use to sidestep 

the statute’s safeguards. These exceptions are (1) disclosures that do not 

identify a particular customer; (2) disclosures that benefit the financial 

institution, including its security interests, government loans, and other 

disclosures relevant to possible violations of the law; (3) disclosures in 

connection with supervisory investigations and proceedings; (4) disclosures 

under the tax privacy provisions; (5) disclosures pursuant to other federal 

statutes or rules, administrative or judicial proceedings, and legitimate 

functions of supervisory agencies; and (6) emergency disclosures and 

disclosure to federal agencies charged with foreign intelligence or counter 

intelligence or other national security protective functions.79 As a result of 

these exceptions, there are hardly powerful restrictions on the government’s 

ability to obtain an individual’s financial records.80  

To fintech users, the most jarring of these exceptions is disclosures in 

accordance with any federal statute. This exception allows banks and other 

financial institutions to disclose its users’ financial data under the Bank 

Secrecy Act.81 This Act, initially at issue in Miller, allowed the Court to 

justify its holding that individuals have no reasonable expectation of privacy 

in their bank information because their banks and other financial institutions 

are required to keep records under this federal statute. Other glaring issues 

under the RFPA include the exception allowing the disclosure of this data 

                                                 
76 12 U.S.C. §§ 3401-3422. 
77 FED. RESERVE BD., RIGHT TO FINANCIAL PRIVACY ACT (Jan. 2016), 

https://www.federalreserve.gov/boarddocs/supmanual/cch/priv.pdf [https://perma.cc/H2P4-

987H]. 
78 Id. 
79 12 U.S.C. § 3413. 
80 See Michael W. Price, Rethinking Privacy: Fourth Amendment “Papers” and the Third-

Party Doctrine, 8 J. NAT’L SEC. L. & POL’Y 247, 265 (2015) (explaining how congressional 

alarm over the implications of the third party doctrine has resulted in legislation affording 

privacy to some categories of third-party records yet these efforts have been undermines by 

changing technologies).  
81 FED. RESERVE BD., supra note 77. 
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when foreign intelligence investigations are at issue. This exception has the 

potential to be applied indefinitely without a way to limit its reach.  

A SOLUTION TO PROTECTING THE PRIVACY OF AN INDIVIDUAL’S 

FINANCIAL INFORMATION 
 

The Court should consider modifying—but not abandoning—the third-

party doctrine to better reconcile the privacy interests that individuals have in 

their financial information and metadata today. Specifically, the current third-

party doctrine does not separate situations where the government obtains 

information that is intrusive or sensitive.  

I. Intrusive: This category describes situations where the government 

encroaches on an individual’s physical space or goes through a third 

party to acquire an individual’s data. An example of this category of 

data is if the government receives access to an individual’s financial 

records from his/her bank without his/her consent; and  

II. Sensitive: Several scholars disagree as to the nuances of the definition 

of sensitive information but most agree that the definition describes 

information that can be used to enable privacy or security harm when 

placed in the wrong hands.82 Presumably, this category involves 

information that individuals would not knowingly broadcast to the 

world and would not want others to see because of the harm it may 

cause if the information is spread. The category includes inherently 

sensitive information and inferentially sensitive information.83 

a. Inherently sensitive information: describes “information that 

causes concrete harm merely by being known to another”, such 

as information we often regard as embarrassing, humiliating or 

abasing, like health information.84 

                                                 
82 See generally Paul Ohm, Sensitive Information, 88 S. CAL. L. REV. 1125 (2015) 

(concluding that different categories of sensitive information need more protection than others 

depending on the privacy harms they bring individuals, and devising a taxonomy for 

information of varying sensitivity). Since there is considerable debate as to how sensitive 

information is defined, I use Professor Ohm's definitions because they are in line with the type 

of information intended to be protected under the Fourth Amendment. However, in my 

proposed framework, I do not distinguish between the two types of sensitive information he 

defines because I leave it up to the courts to determine whether a distinction is warranted 

depending on the factual situations at issue.  
83 Id. at 1170. 
84 Id. 
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b. Inferentially sensitive information: describes information 

“connected to harm through at least one inferential or 

predictive step” like past criminal conduct, “not only for the 

inherent shame sometimes associated with criminal activity but 

also for the possibility of future danger or recidivism.”85 An 

example of this type of data is data from an offender’s Amazon 

account, including all of his or her search and purchase history, 

that law enforcement uses in a sentencing memorandum to 

predict his or her rate of recidivism.86 

 

Under this model, data is divided into four groups: 1) sensitive, 

intrusive; 2) non-sensitive, intrusive; 3) non-sensitive, non-intrusive; and 4) 

sensitive, non-intrusive. This would allow judges to classify which category 

the data falls into. This section will explain each of the categories under the 

following diagram and provide examples of each of these groups of data. 

 

Figure I: Categories of Data 

 

 

 

 

 

 

 

 

 

A. Intrusive, Sensitive Data 

 

The top left-hand corner represents sensitive and intrusive data. The 

“sensitive” aspect of this category involves information that individuals do not 

knowingly broadcast to the world and would not want others to see because of 

its potential to cause privacy or security harm when placed in the wrong 

hands. The “intrusive” component of this category involves law enforcement 

impeding into an individual’s physical or digital space to obtain this 

information.  

                                                 
85 Id. 
86 Id. 
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An example of intrusive, sensitive data is personal financial records on 

Angie’s computer, including mortgage paperwork citing her earning potential, 

debt, and bank statements that tell a story of where she has traveled and what 

she purchased over time, that law enforcement obtained without her consent. 

In this category, law enforcement accessed Angie’s digital space, without 

consent, to acquire information (the financial records) that Angie did not want 

the world to see. In the wrong hands, the release of Angie’s financial records 

can lead to identity theft, fraud, and embarrassment. Angie did her best to 

store this information in a place where she would not expect anyone to have 

access to unless the intruder broke into her home or personal computer, which 

are Angie’s “home” and “effects” respectively for purposes of the Fourth 

Amendment. 

 

Test 

In situations like these, the courts should use the tangible invasion of 

privacy standard reaffirmed in Jones to determine whether the government 

committed a digital trespass to acquire private information. This means the 

court must assess whether there was a tangible invasion of privacy to acquire 

the data at issue. In the example above, after applying the Jones test, a court 

would hold that law enforcement committed a digital trespass to acquire 

Angie’s financial records because they accessed Angie’s computer without a 

warrant or her consent.  

 

B. Intrusive, Non-Sensitive Data  

 

The top right-hand corner is intrusive, non-sensitive data. This is data 

that individuals voluntarily broadcast to the world but which can still be 

obtained by law enforcement hacking into an individual’s physical or digital 

space or effects. Intrusive, non-sensitive data includes Nora’s past or present 

locations from her Fitbit87 GPS tracker, which law enforcement obtains on the 

app, through a third party without a warrant. Because law enforcement went 

through a third party, and did not have a warrant, to obtain this data and 

intruded in Nora’s digital space to obtain this information, the data was 

collected in an intrusive manner. The information itself was not private 

                                                 
87 Fitbits are wireless, activity trackers that measure number of steps walked, heart rate, sleep 

quality, steps climbed, and other personal metrics involved in fitness. Who We Are, FITBIT, 

https://www.fitbit.com/about (last visited Apr. 1, 2017) [https://perma.cc/MJF6-5BEV]. 



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

364 

because Nora was recording it for her personal use but, at the same time, she 

was protecting this data in her digital space.  

Test  

When law enforcement invades an individual’s digital space or effects, 

the test should be the tangible invasion of privacy standard reaffirmed in 

Jones in order to determine whether law enforcement had probable cause or a 

warrant to enter, or trespassed into an individual’s space. In the example 

above, after applying the Jones holding, a court would hold that law 

enforcement trespassed into Nora’s digital space because it accessed her 

password-protected Fitbit account to obtain her past and present location 

information without a warrant or her consent. 

 

 

 

C. Non-Sensitive, Non-Intrusive Data  

 

The bottom right-hand corner is non-intrusive, non-sensitive data: data 

that individuals voluntarily reveal to the world or would not mind sharing. To 

acquire this type of data, law enforcement need not hack into a website, app, 

or personal device. Non-private, non-intrusive data is a list of all timestamps 

from Leith’s Venmo payments which are displayed on his public Facebook 

profile. Law enforcement neither hacked into Facebook nor went through a 

third party without a warrant to obtain this information, and they did not 

collect data that was meant to be private. The individual voluntarily posted 

this information for the public to access and see.  

 

Test  

When law enforcement obtains data that is neither sensitive nor 

obtained in an intrusive way, the court should use the third-party doctrine as it 

exists to evaluate whether law enforcement conducted an unreasonable search. 

In the example above, a court would hold that law enforcement was rightfully 

permitted under the third-party doctrine to obtain the time stamps, including 

the financial payment information, from Leith’s public Facebook posts 

because Leith posted the information publicly and did nothing to protect it. 

Additionally, law enforcement did not impede on Leith’s digital space or 

personal effects. A government agent merely viewed Leith’s public profile. 

 

D. Sensitive, Non-Intrusive Data  
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Sensitive, non-intrusive data is the most difficult category to analyze. 

In these situations, law enforcement collects sensitive information but does so 

in a non-intrusive, non-trespassory manner. This could arise if law 

enforcement used a public library computer to view the search history of a 

previous patron. 

This scenario is the most challenging because law enforcement does 

not commit a trespass: the tangible invasion of privacy standard reaffirmed in 

Jones would not apply. The Court would have to use the Katz test to 

determine whether an individual had a subjective expectation of privacy in the 

sensitive data he or she accessed and whether there was an objective 

expectation of privacy in the individual’s data. When applying the test, the 

Court should consider the following factors:  

 

1. Whether this information is considered “personal” (meaning, whether 

a reasonable person would feel that law enforcement intruded on his or 

her personal privacy such that he or she would be embarrassed, 

uncomfortable, or vulnerable should this data be revealed to the 

public); 

2. Whether the government used readily-available mechanisms to access 

the information (i.e. was there a technology used to access information 

on the computer or did the government simply look at the readily 

available search history); and  

3. What type of analysis could be conducted on that data.  

 

 The first factor upholds the longstanding notion that an individual has 

a right to intellectual privacy, both under the Fourth Amendment’s protection 

of privacy interests,88 and the First Amendment’s protection of free expression 

and association.89 The second factor allows the courts to balance whether the 

government had other means to obtain the information that it did. This can 

help the courts determine whether the government could have obtained a 

search warrant, used technology unavailable to the public or obtained the 

                                                 
88 See NEIL RICHARDS, INTELLECTUAL PRIVACY: RETHINKING CIVIL LIBERTIES IN THE 

DIGITAL AGE (2015). 
89 The Court has supported the concept that an individual not only has the ability to think 

freely, but also express him or herself freely from government interference. See Stanley v. 

Georgia 394 U.S. 557 (1969) (holding that law enforcement exceeded the scope of a warrant 

to search the defendant's home by viewing a defendant's videos and that protecting the 

individual's intellectual privacy rights under the First Amendment were more important in this 

case than prosecuting the defendant for a crime outside the scope of the warrant). 
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information simply due to the individual’s negligence. The third factor allows 

the courts to determine how much information the data reveals about the 

individual and whether a narrow or broad analysis can be conducted on this 

data. This will help the courts balance an individual’s privacy interests with 

the government’s interests. 

 

Overview 

 

The Court should use this data classification system to carve out 

additional Fourth Amendment protections to an individual’s right to privacy in 

the digital age. By classifying data using a sensitive/intrusive distinction, the 

Court will be able to reconcile the existing tangible invasion of privacy 

standard reaffirmed in Jones, the reasonable expectation of privacy test, and 

the third-party doctrine. This data classification system will be better suited to 

protect individuals and their financial communications and transactions 

passing through certain spaces or transmitted through certain activities. The 

third-party doctrine will no longer have a blanket application and will restrict 

law enforcement’s ability to obtain data passed through to third parties. This 

restriction will protect certain types of data—data containing private 

communications by payment and retail platforms, other financial platforms, 

and apps—and consider any precautions individuals took to protect this 

information.  

The following is an example demonstrating how the proposed 

classification system would apply to analyze whether the government’s 

conduct constitutes an unreasonable search of an individual’s financial data.  

 

A. Example: Amazon iCloud Hack 

 

Assume the Amazon iCloud hacked. The Amazon iCloud platform 

contains all of the financial information, purchase history, and past searches of 

its users, all of which is stolen by hackers. The information particularly at 

issue is information acquired by Echo assisting individuals in their financial 

transactions, including purchasing personal items and gifts for family 

members and friends. Assume, law enforcement is able to track down this 

information. Based on the current third-party doctrine, there would be no 

expectation of privacy in this data because users consented to the terms and 

conditions of Amazon and gave their information to the company via the data 

platform. They also consented to bringing Amazon Echo into their homes. 
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However, under this Note’s new framework, the data would first be classified 

by the criteria explained above. 

First, a court must determine whether the government was intrusive 

when collecting this data. Because law enforcement did not obtain this 

information by hacking into the Amazon iCloud directly or accessing an 

individual’s Echo device, it inadvertently received the information directly 

from a third party (the hackers who put it online). Arguably, it found this 

information once the platform was hacked so arguably, no intrusion occurred. 

Since this data is non-intrusive, we move from row 1 to row 2. 

The court must now move on to the question of whether the data 

acquired was sensitive or non-sensitive. A reasonable person likely would not 

want to reveal the information contained in his or her Amazon Echo search or 

browsing and purchase history, which is why these accounts are password-

protected. This information can also be considered sensitive because it may be 

embarrassing (depending on which products an individual is browsing), could 

be inherently shameful, could reveal private information about an individual’s 

life or preferences, and could also lead to future recidivism. A court could 

move away from classifying the data from non-sensitive to the sensitive 

category. 

Because law enforcement accessed an Amazon user’s information 

without the user’s consent, and did so to obtain sensitive information, the 

Court could apply the non-intrusive-sensitive standard. Considering the 

Amazon Echo device was in an intimate location, the individual’s home, a 

reasonable person is likely to feel that the government intruded on his or her 

personal privacy by snooping around as to his or her thoughts and needs by 

viewing their browsing history and purchase history, organized by the data 

and time of these actions. Furthermore, a reasonable person in their home 

would be embarrassed if the government obtained information regarding the 

intimate and confidential details of their actions in the privacy and comfort of 

their own homes. With this information and the quantity of data, the 

government will have information as to an individual's discussions, behaviors, 

habits, and location. A court would rule that this information is extremely 

personal and an individual has a reasonable expectation of privacy in this data, 

particularly because of the data’s contents, quantity, and the place it was 

collected from. Therefore, the government conducted an unreasonable search 

by obtaining this information from the third party.  

In this example, this classification system reaffirms core Fourth 

Amendment values by upholding Katz’s reasonable expectation of privacy 

standard and examining the totality of circumstances surrounding the data. 
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This includes the type of data obtained, the place from which the information 

was acquired, and an individual's attempt to protect access to the information. 

Here, the analysis hinges on what information is revealed and how law 

enforcement obtained access to this information. 

B. Addressing Counter-Arguments  

 

Critics may argue that this classification system does not adequately 

balance law enforcement’s interests and an individual’s right to privacy 

because it creates too high a bar for government investigation. However, this 

classification system does not eliminate the current third-party doctrine. It 

merely limits its applicability to particular types of financial data and 

considers the realities of digital spaces used to store data. The classification 

system also considers the existing Katz and Jones doctrines and their 

applications to an individual’s digital effects in the modern age.  

Several administrability arguments can be made against the imposition 

of this classification system, such as the increased burden on the government 

to obtain warrants and the lack of flexibility in obtaining information from 

third parties. Law enforcement currently uses the third-party doctrine as a 

general warrant, allowing the government access to certain financial 

information passed through to third parties. However, a core value of the 

Fourth Amendment is to ensure that the government does not have sweeping 

authority to collect a citizen’s information or property, which is what is  

currently done under the third-party doctrine. When the Founding Fathers 

added the Bill of Rights to the Constitution in 1791, the country codified what 

society believed was essential to an individual’s liberty: the notion that 

individuals should be protected from unlawful government intrusions without 

particularized warrants and probable cause. This Amendment was created to 

protect American citizens from the type of government invasions rampant 

under King George that allowed British soldiers to invade the colonists’ 

homes in search of anti-monarchists.90 The classification system above takes 

the Founders’ values into account by considering the nature of the financial 

information and whether the data can be used to harm the individual and 

considers where the government obtained the information to determine 

whether it encroached on an individual’s physical or digital space.  

Critics may also argue that this classification system itself is too 

flexible, less predictable, and prone to judicial abuse. However, this test is 

                                                 
90 William Pitt, Earl of Chatham, Speech on the Excise Bill in the House of Commons (Mar. 

1763). 
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narrower than the reasonable expectation of privacy test in that it groups data 

into particular categories and puts the government on notice as to what 

categories a court will use to determine whether an unreasonable search has 

occurred. This system will be more responsive to a defendant's individual 

circumstances and will be more likely to promote fairness to the parties—

unlike the current third-party doctrine, which allows the government to obtain 

an individual’s information, which he or she voluntarily hands over to third 

parties, without a warrant. 

Finally, critics may argue that well-informed consumers can choose a 

company or service with better privacy policies if they do not agree with a 

company’s terms of service. However, even if individuals agree to a 

company’s terms of service, individuals expect that companies will keep their 

financial information in their password-protected accounts private and will not 

reveal it to the government without a warrant. Consumer expectations of this 

privacy have come to the spotlight since the Snowden and San Bernardino 

incidents.91 Today, creating a password-protected account to store information 

is comparable to storing papers in a lock box where only the owner has the 

key.92 In this scenario, the government is required to obtain a warrant to 

compel an individual to hand over the key. The government should be 

required to acquire a particularized warrant to obtain the information stored in 

a password-protected digital account in the same way they are required to 

obtain the key to a physical lock box. 

CONCLUSION  
 

As fintech platforms increase, it will fall to the Supreme Court to 

ensure that Fourth Amendment jurisprudence continues to uphold society’s 

values of an individual’s financial privacy in the digital age. The current 

                                                 
91 Lee Rainie & Shiva Maniam, Americans feel the tensions between privacy and security 

concerns, PEW RESEARCH CTR. (Feb. 19, 2016), http://www.pewresearch.org/fact-

tank/2016/02/19/americans-feel-the-tensions-between-privacy-and-security-concerns/. 
92 See People v. Snipe, 841 N.Y.S.2d 763, 770-772 (N.Y. Sup. Ct. 2007) (holding that the 

defendant’s mother had no authority to consent to the defendant’s closet, containing a lock, 

because the defendant did not provide his mother with a key.) This is similar to how a third 

party cannot consent on behalf of its user to provide the contents of a password-protected 

account The difference is he had not entrusted the care of the contents of the box to his 

mother. She still probably could not just guess passwords until she got it right or reset it or 

whatever. See also David D. Thomas, Dangerously Sidestepping the Fourth Amendment: 

How Courts Are Allowing Third-Party Consent to Bypass Warrants for Searching Password-

Protected Computer, 57 CLEV. ST. L. REV. 279 (2009). 
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doctrines are ill-equipped to incorporate the modern Fourth Amendment 

values of protecting an individual’s privacy in their financial data with today’s 

fintech landscape. Given the pervasiveness and reliance on digital financial 

services and apps, the financial privacy of individuals is at risk. It is time for 

the Supreme Court, and the broader legal community, to revise Fourth 

Amendment jurisprudence for the modern digital age.
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INTRODUCTION 
 

Since the release of Bitcoin in 2009, the cryptocurrency has grown in 

prominence and public acceptance.1 By seemingly providing a layer of 

anonymity in transactions, Bitcoin has also become the public face of virtual 

currencies in illicit online dealings: Bitcoin has been associated with several 

high-profile criminal cases involving major drug website shutdowns, notably 

the Silk Road marketplace.2 However, few cases have addressed how existing 

statutes and regulations should apply to this new technology. The foundations 

upon which Bitcoin is built were only made possible by modern technology. 

As such, Bitcoin defies traditional categorization: its effectiveness as a 

reliable method of buying and selling goods has led some to embrace it as a 

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2018; Duke University, B.S.E. 2012. 
1 See generally Blockchain Wallet Users, BLOCKCHAIN, https://blockchain.info/charts/my-

wallet-n-users (last visited Mar. 21, 2017) [https://perma.cc/GZ6S-FJVC]; Confirmed 

Transactions per Day, BLOCKCHAIN, https://blockchain.info/charts/n-

transactions?timespan=all (last visited Mar. 21, 2017) [https://perma.cc/M4Z5-UZFY]. 
2 See United States v. Faiella, 39 F. Supp. 3d 544, 545 (S.D.N.Y. 2014). 
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monetary device, while its novelty, decentralization, and volatility has left 

some courts hesitant to designate it as money. 

This tension is visible in the different ways that courts and various 

agencies treat virtual currencies. For instance, the U.S. Securities and 

Exchange Commission (“SEC”) regulates Bitcoin as money in legal actions3 

while Internal Revenue Service (“IRS”) official guidance designates it as 

property.4 FinCEN laid out guidelines in 2013, regulating “convertible virtual 

currencies” similar to money under to money transmission services, but noting 

key differences such as the ability to create currency.5 In United States v. 

Faiella, the Southern District of New York followed in the footsteps of SEC v. 

Shavers, determining that Bitcoin is money and applying federal money 

transmitting statutes accordingly6 while a Florida state court shied away from 

dubbing Bitcoin money, and instead have asked legislatures to redefine old 

statutes to better account for the new technology.7 

This comment addresses why the court in Faiella was correct in 

determining that Bitcoin is money and applying legal standards of money to 

Bitcoin transactions. In doing so, the comment explores the function, purpose, 

and attributes of Bitcoin, compares those attributes to those of traditional 

money, and observes various standards applied by courts grappling with the 

new concepts introduced by Bitcoin and other virtual currencies. Finally, the 

comment observes the increasingly complex implications of virtual 

currencies, and discusses how courts and legislatures may need to react.  

STATUTORY BACKGROUND AND PROCEDURAL HISTORY 
 

Silk Road was an online marketplace that exclusively allowed users to 

anonymously buy and sell goods and services.8 Robert Faiella, known online 

as “BTCKing,” operated an exchange for buyers to anonymously purchase 

                                                 
3 See SEC v. Shavers, 2013 WL 4028182 (E.D. Tex. Aug. 6, 2013). 
4 I.R.S. Notice 2014-21 (Mar. 25, 2014), https://www.irs.gov/pub/irs-drop/n-14-21.pdf 

[https://perma.cc/685D-J7NM]. 
5 Application of FinCEN’s Regulations to Persons Administering, Exchanging, or Using 

Virtual Currencies, DEP’T OF TREASURY FIN. CRIMES ENFORCEMENT NETWORK (Mar. 18, 

2013), https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf 

[https://perma.cc/XR64-JEZH]. 
6 Faiella, 39 F. Supp. 3d at 545; see 18 U.S.C. § 1960 (2012). 
7 See, e.g., Florida v. Espinoza, Case No. F14-2923 (Fla. Cir. Ct. 2016). 
8 See Jessica Roy, Feds Raid Online Drug Market Silk Road, TIME (Oct. 2, 2013), 

http://nation.time.com/2013/10/02/alleged-silk-road-proprietor-ross-william-ulbricht-arrested-

3-6m-in-bitcoin-seized/ [https://perma.cc/JN36-X5GK]. 
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bitcoins and have them deposited into a Silk Road account.9 Faiella’s service 

allowed buyers to deposit traditional currency into a bank account controlled 

by Faiella, and Faiella would then deposit a corresponding amount of Bitcoin 

directly into the user’s Silk Road account.10  

In 2013, the Federal Bureau of Investigation (“FBI”) shut down Silk 

Road and prosecuted the prominent individuals associated with the website’s 

operation.11 Though Faiella was not associated with the operation of the site, 

his prominent role facilitating transactions by transforming USD into Bitcoin 

placed him in the crosshairs, and Faiella was indicted for conspiracy to 

commit money laundering and failing to properly license his business as a 

money transmitting service in violation of 18 U.S.C. § 1960, which forbids 

operating an “unlicensed money transmitting business.”12 This comment 

focuses on the charge of operating an unlicensed money transmitting business. 

Faiella asked the court to dismiss that charge on three grounds: first, that 

Bitcoin does not qualify as “money” or “funds;” second, operating a Bitcoin 

exchange did not constitute “transmitting” money; and third, that Faiella is not 

a “money transmitter” as defined in § 1960.13 

The court explained that the legislative history of § 1960 shows it was 

intended to apply broadly to “nonbank financial institutions” that could 

“convert street currency into monetary instruments” used in drug and other 

illicit transactions by “any and all means.”14 The court stressed that “any and 

all means” indicated that Congress intended prosecutors to read the statute 

broadly “to keep pace with . . . evolving threats.”15 Using this language to 

emphasize that the statute is to be interpreted broadly, the court ultimately 

concludes that Bitcoin can be considered money and its use should be 

regulated under the money transmitter statute.16 

 

 

 

                                                 
9 Id. at 546. 
10 Id. 
11 See, e.g., United States v. Ulbricht, 31 F. Supp. 3d 540 (S.D.N.Y. 2014) (denying a motion 

to dismiss in the government’s prosecution of Silk Road creator and operator). 
12 United States v. Faiella, 39 F. Supp. 3d 544, 545 (S.D.N.Y. 2014). 
13 Id. 
14 Id. at 545-46. 
15 Id. 
16 Id. 
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TECHNOLOGICAL HISTORY 

Bitcoin 

 

Bitcoin was first introduced through a whitepaper penned under the 

pseudonym Satoshi Nakamoto in 2008,17 and was subsequently launched in 

2009.18 Bitcoin operates through blockchain technology,19 a distributed 

system for performing, validating, and recording transactions.20 As set out in 

the Satoshi whitepaper, Bitcoin is meant to be a “purely peer-to-peer version 

of electronic cash [to] allow online payments to be sent directly from one 

party to another without going through a financial institution.”21 Since Bitcoin 

relies on non-reversible transactions permanently recorded in a public 

blockchain, users rely on the entire Bitcoin network to validate that each 

bitcoin is real and truly belongs to the buyer: that is, that the bitcoin was not 

already spent elsewhere.22  

The Bitcoin blockchain is similar to a public ledger that contains each 

and every transaction since the inception of Bitcoin. If the whole blockchain is 

a ledger, then each “block” in the chain is a page of transactions that have 

been verified together by the network. Once a block has been added to the 

blockchain, it is practically impossible to change.23 Consequently, each 

                                                 
17 Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, BITCOIN (Nov. 1, 

2008), https://bitcoin.org/bitcoin.pdf [https://perma.cc/89BZ-RMFE]. 
18 Timothy B. Lee, Five Years of Bitcoin in One Post, WASH. POST, (Jan. 3, 2014), 

https://www.washingtonpost.com/news/the-switch/wp/2014/01/03/five-years-of-bitcoin-in-

one-post/?utm_term=.d35d40a5ed85 [https://perma.cc/8TH4-WYWY]. 
19 Blockchain technology is a type of distributed ledger technology, which uses a distributed 

set of nodes, all running compatible software, that share and verify information based on pre-

defined rules. Transactions and records are verified by the nodes and grouped into a “block,” 

which is connected to the block before it, creating a chain of blocks, or “blockchain.” 

Blockchain features vary widely based on how each system is designed and operated. 
20 The Bitcoin blockchain uses a permissionless distributed network to verify Bitcoin 

transaction based on agreed-upon principles. This blockchain stores every transaction in a 

publicly-available ledger, one block at a time. A Bitcoin block is a group of transactions that 

have been verified by the network and which a node of the network has encoded by finding a 

rare number based on hash technology. Each block is “chained” to the block before it, so that 

every verified transaction can be traced back to the inception of Bitcoin’s blockchain. See 

generally Nakamoto, supra note 17.  
21 Id. 
22 Id. at 2. 
23 If a single malicious actor controls more than 51% of the computing power of the 

blockchain, it may be able to approve false transactions at a faster rate than the rest of the 

network. Id. at 6-8. However, since the value of Bitcoin is based on trusting the network 
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bitcoin’s history can be traced back to its creation. Buyers and sellers can rely 

on this chain of authentication to verify that the bitcoins they receive actually 

belong to the person claiming to own them, and have not been spent already. 

This mechanism allows bitcoin users to avoid third-party financial institutions, 

such as banks, since transactions are verified and approved by the blockchain 

network.24 Instead, the computers running the Bitcoin software communicate 

with each other to verify that a transaction is valid according to agreed-upon 

criteria and to verify that the bitcoins in question still belong to the buyer.25 

Each bitcoin is located at an “address” that can be seen by anyone who 

looks at the blockchain.26 In order to spend the bitcoin located at that address, 

the user must have a unique “private key.”27 Whomever has access to the 

private key may spend the bitcoins located at the corresponding address.28 

Finally, scarcity is a foundational aspect of Bitcoin. By design, there 

are an explicitly-defined finite number of bitcoins.29 These bitcoins will be 

released at a predictable rate over the course of more than 100 years.30 This 

slow, methodical release of bitcoins and a known cap on the total released 

                                                                                                                               
instead of trusting an individual, this would likely cause the value of Bitcoin to collapse and 

lead users to abandon the cryptocurrency. 
24 Id. at 1-3. 
25 Bitcoin Developer Reference, BITCOIN, www.bitcoin.org/en/developer-reference (last 

visited Apr. 1, 2017) [https://perma.cc/6QCG-AB95]. 
26 The address is a hash of the user’s public key. Asymmetric encryption systems generate 

keys in pairs: a public key and a private key. The public key can be accessed by anyone, while 

the private key should be kept secret only to the user. Any file encrypted with the public key 

may only be unencrypted by the corresponding private key. The Bitcoin blockchain takes 

advantage of this feature, allowing anyone to send bitcoins to an address (through the public 

key), but only allowing the user with the private key to spend the bitcoins at that address. This 

does mean that if you lose your private key, the bitcoins can never be spent, and if you if your 

private key is stolen, the thief may spend the bitcoins associated with that private key. Id. at 2. 
27 Id. 
28 Relevant to the court’s discussion of whether Faiella was a transmitter, Silk Road held the 

private key to users’ bitcoins and had authority to suspend or block the account owner from 

spending their bitcoins. Faiella, 39 F. Supp. 3d at 545 (“These were, in essence, transfers to a 

third-party agent, Silk Road, for Silk Road users did not have full control over the Bitcoins 

transferred into their accounts.”). 
29 It is, in fact, possible for the cap to be raised through consensus of Bitcoin users, but this 

would reverse a founding principle of the Bitcoin community. While it is not possible to 

anticipate what may happen in the Bitcoin community over the next 100 years, this comment 

assumes that the cap will not be raised, and that scarcity will be maintained as currently 

defined in the Bitcoin system. 
30 Frequently Asked Questions, BITCOIN, https://bitcoin.org/en/faq (last visited Mar. 31, 2017) 

[https://perma.cc/G2WF-5NAH]. 
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means that bitcoins will never “flood the market” and that, upon final release, 

inflation of bitcoins cannot occur.31 Accordingly, the value of Bitcoin is based 

on how users value the currency, and that value will be determined entirely by 

the users without the possibility of manipulation by an issuing authority 

 

Silk Road 

 

Silk Road was an online marketplace that used Bitcoin to allow users 

to purchase goods anonymously.32 Silk Road required users to deposit Bitcoin 

into their Silk Road accounts.33 Silk Road maintained the account, and could 

restrict a user’s access to the bitcoins in the account.34 

ANALYSIS 
 

To determine how Bitcoin should be treated from a regulatory 

standpoint, this comment first determines that the Faiella court acted correctly 

in defining Bitcoin as money. Second, the comment analyzes the unique non-

money attributes of Bitcoin and other virtual currencies. Finally, the comment 

observes recent developments in the regulation of Bitcoin and potential trends 

for the future. 

A. Bitcoin Constitutes Money  

 

In determining that Bitcoin is money, the Faiella court spends a single 

paragraph defining money and just two sentences determining that Bitcoin 

qualifies as money under 18 U.S.C. § 1960.35 The court dismisses the notion 

of any perceived ambiguities in its interpretation and ultimately determines 

that Faiella is a money transmitter.36  

Despite Faiella’s arguments to the contrary, the court properly 

identified Bitcoin as “money.” First, Bitcoin is intended to be used as money; 

second, Bitcoin qualifies as money under both legal definitions and plain 

                                                 
31 Id. 
32 Joshuah Bearman, The Rise and Fall of Silk Road: Part I, WIRED (May 2015), 

https://www.wired.com/2015/04/silk-road-1/ [https://perma.cc/G7ZY-Q4J3]. 
33 Chloe Albanesius, What Was Silk Road and How Did It Work?, PC MAG (Oct. 3, 2013, 

12:55 PM), http://www.pcmag.com/article2/0,2817,2425184,00.asp [https://perma.cc/XM5U-

C9HF]. 
34 Id. 
35 United States v. Faiella, 39 F. Supp. 3d 544, 545 (S.D.N.Y. 2014). 
36 Id. at 545-47. 
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meaning definitions; finally, because Bitcoin shares so many characteristics in 

common with money, it would cause a regulatory gap if it were not 

recognized as money. 

 

1. Bitcoin is meant to be used as money 

 

Bitcoin’s use as money is not a creative or unexpected offshoot of the 

technology or an improvised bartering tool:37 Bitcoin is intended to be used to 

buy and sell goods and services, and Bitcoin is in fact used for that purpose. 

The first whitepaper released on the topic confirms this intended purpose: 

Bitcoin: A Peer-to-Peer Electronic Cash System.38 Bitcoin is intended to be 

cash. Further, as the court notes in Faiella, “Bitcoin can be easily purchased in 

exchange for ordinary currency, acts as a denominator of value, and is used to 

conduct financial transactions.”39 This intent may not be relevant if Bitcoin 

did not contain the requisite qualities of money, but in determining whether an 

item represents money, intent does matter.40 Its other attributes are designed 

specifically to circumvent trusted middlemen, governments, and banks,41 but 

at its core Bitcoin provides the end user with the ability to transact in a 

manner similar to fiat currencies.  

 

2. Bitcoin Qualifies as Money Under Both the Legal and Plain Meaning 

Definitions 

 

The acceptance of Bitcoin as a stored value that can be traded for 

goods and services fits the plain-English definition of money or funds, which 

the court identified as the appropriate definitions to be apply in this instance.42 

Money is not defined in § 1960,43 so both parties in Faiella offered definitions 

                                                 
37 See, e.g. Rebecca Baird-Remba, Why Criminals Can Trade Tide Detergent for Crack 

Cocaine, BUS. INSIDER (Jan. 9, 2013, 1:27 PM), http://www.businessinsider.com/the-tide-

black-market-2013-1 [https://perma.cc/CW4F-JEMY] (discussing the theft of Tide Detergent 

and its use as currency in the drug market). 
38 Nakamoto, supra note 17, at 1.  
39 Faiella, 39 F. Supp. 3d at 545. 
40 See 18 U.S.C. § 486 (2012) (prohibiting the passage of coins “intended for use as current 

money”). 
41 Nakamoto, supra note 17, at 1. 
42 Faiella, 39 F. Supp 3d at 545 (rejecting both parties’ use of Black’s Law Dictionary to 

define the terms “money” and “funds,” stating that each “are ordinary English words and 

should be given their ordinary meanings”).  
43 18 U.S.C. § 1960. 
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from Black’s Law Dictionary.44 Faiella suggested defining money as “[a]ssets 

that can be easily converted into cash” and “[t]he medium of exchange 

authorized or adopted by a government as part of its currency; esp. domestic 

currency.”45 Faiella argued that, if allowed to apply to Bitcoin, this statute 

could apply to “any asset with liquidity,” and would render the statute 

meaningless.46 The government notes, however, that the definition of money 

transmitting “speaks of transferring not ‘cash’ or ‘currency,’ but ‘funds.’”47 

The government then looked to both Black’s Law Dictionary and the Oxford 

English Dictionary, defining funds as “money at a person’s disposal; 

pecuniary resources.”48  

Regardless, the Faiella court stated that legal definitions “would only 

be relevant if Congress intended that these terms be given special meanings as 

legal ‘terms of art,’” and instead applies the ordinary meanings of the words 

money and funds.49 The court defined money as “something generally 

accepted as a medium of exchange, a measure of value, or a means of 

payment,” and defined funds as “available money.”50 The court then identifies 

attributes of Bitcoin that fit each of the three qualifiers in the ordinary 

definition of money: for medium of exchange, Bitcoin “can easily be 

purchased in exchange for ordinary currency;” for a measure of value, Bitcoin 

“acts as a denominator of value;” and for a means of payment, Bitcoin “is 

used to conduct financial transactions.”51 The court in SEC v. Shavers 

similarly interpreted Bitcoin to be money because of its ease of use in typical 

transactions and because it can easily be exchanged for typical currencies.52 

                                                 
44 Memorandum of Law in Support of Defendant Robert Faiella’s Motion to Dismiss Count 

One of the Indictment at 3-4, United States v. Faiella, 39 F. Supp. 3d 544 (S.D.N.Y. 2014) 

(No. 14 Crim. 243) (Motion to Dismiss); Memorandum of Law in Opposition to Defendant’s 

Motion to Dismiss Count One of the Indictment at 3-4, 39 F. Supp. 3d 544 (S.D.N.Y. 2014) 

(No. 14 Crim. 243) (Opposition Memorandum). 
45 Motion to Dismiss, supra note 44, at 3-4 (citing BLACK’S LAW DICTIONARY (9th ed. 

2009)). 
46 Id. at 4. 
47 Opposition Memorandum, supra note 44, at 10. 
48 Opposition Memorandum, supra note 44, at 8. 
49 United States v. Faiella, 39 F. Supp. 3d 544, 545 n.2 (S.D.N.Y. 2014). 
50 Id. at 545; see also Funds, MERRIAM-WEBSTER ONLINE, https://www.merriam-

webster.com/dictionary/funds (last visited Mar. 19, 2017) [https://perma.cc/PH8R-CMSR] 

(updating the definition of funds to mean “available pecuniary resources,” and defining 

pecuniary resources as “of or relating to money”). 
51 Faiella, 39 F. Supp. 3d at 545. 
52 Sec. & Exch. Comm’n v. Shavers, 2013 WL 4028182, at *2 (E.D. Tex. Aug. 6, 2013). 
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While the court’s cursory round of fitting square pegs into square 

holes adequately dispenses Faiella’s argument, it leaves unaddressed the root 

of Faiella’s confusion. Dictionary definitions seem to demonstrate a 

circularity in the definition of money, cash, currency, and funds: each refers to 

the others, and all roads lead back to the elusive “medium of exchange.”53 

Most differences between the definitions can boil down to when the money is 

available54 and where the money is used.55  

The difficulty arises from the ubiquity of government-issued money; 

most have likely never used any other medium of exchange, and for good 

reason. Until recently, society did not have the ability to create a unique 

medium of exchange that did not have a secondary purpose other than its 

purpose as money, or the creation of such a token was illegal. In the United 

                                                 
53 See Money, MERRIAM-WEBSTER ONLINE, https://www.merriam-

webster.com/dictionary/money (last visited Apr. 1, 2017) [https://perma.cc/3QLH-UQZJ] 

(defining money as “something generally accepted as a medium of exchange, a measure of 

value, or a means of payment: such as . . . officially coined or stamped metal currency”); 

Currency, MERRIAM-WEBSTER ONLINE, https://www.merriam-

webster.com/dictionary/currency (last visited Apr. 1, 2017) [https://perma.cc/56NU-SZZU] 

(defining currency as “circulation as a medium of exchange” or “something . . . that is in 

circulation as a medium of exchange”); Funds, MERRIAM-WEBSTER ONLINE, 

https://www.merriam-webster.com/dictionary/funds (last visited Apr. 1, 2017) 

[https://perma.cc/PH8R-CMSR] (defining funds as “available pecuniary resources”); 

Pecuniary, MERRIAM-WEBSTER ONLINE, https://www.merriam-

webster.com/dictionary/pecuniary (last visited Apr. 1, 2017) [https://perma.cc/7SN9-WKH7] 

(defining pecuniary as “consisting of or measured in money” or “of or relating to money”); 

Cash, MERRIAM-WEBSTER ONLINE, https://www.merriam-webster.com/dictionary/cash (last 

visited Apr. 1, 2017) [https://perma.cc/D98E-Z8KS] (defining cash as “ready money” or 

“money or its equivalent (as a check) paid for goods or services at the time of purchase or 

delivery”); see also Barter, MERRIAM-WEBSTER ONLINE, https://www.merriam-

webster.com/dictionary/barter (last visited Apr. 1, 2017) [https://perma.cc/R4M2-N4UZ] 

(defining barter as “to trade by exchanging one commodity for another”); Commodity, 

MERRIAM-WEBSTER ONLINE, https://www.merriam-webster.com/dictionary/commodity (last 

visited Apr. 1, 2017) [https://perma.cc/9K65-BHG4] (defining commodity as “something 

useful or valued”). 
54 See Funds, supra note 53 (specifying that the resource must be available); Cash, supra note 

53 (specifying that the resource must be ready at the time of purchase). 
55 For instance, currency that must be accepted in one country but cannot be accepted in 

another. See Legal Tender, MERRIAM-WEBSTER ONLINE, https://www.merriam-

webster.com/dictionary/legal%20tender (last visited Apr. 1, 2017) [https://perma.cc/4LT6-

7BNN] (defining legal tender as “money that is legally valid for the payment of debts and that 

must be accepted for that purpose when offered”). 
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States, for instance, only the federal government may coin money, and other 

easily-identifiable physical representations of money are strictly regulated.56  

So why not call Bitcoin a commodity, as Faiella suggests?57 Bitcoin’s 

lack of useful physical form may be the distinction that sets it apart. A 

bilateral exchange of goods that does not include money is bartering. Bitcoin, 

in its purest form, is merely a public piece of information that everyone can 

see. The bitcoin’s value derives from the fact that everyone can see it, and 

therefore trust that it has not been transferred, and someone can transfer it. If 

you have the key to transfer the information, then you can access its value. If 

the key for a given bitcoin is lost, that bitcoin becomes valueless, destined to 

sit in its assigned address until the blockchain ceases to exist. By common 

definition, commodities have value in trade.58 While the U.S. Commodity 

Futures Trading Commission (CFTC) classified Bitcoin as a commodity in 

2015 to bring it under the purview of the Commodity Exchange Act (CEA),59 

its definition of commodity is extraordinarily expansive and designed to give 

wide regulatory authority over futures markets.60 This classification should be 

viewed as a need to regulate the space, which the author agrees is necessary, 

rather than an identification of virtual currencies as commodities as 

historically understood.61 Without physical form, if a bitcoin ceases to be 

                                                 
56 U.S. CONST. art I, § 8 (“Congress shall have the power to . . . coin money, regulate the 

value thereof” and “provide for the punishment of counterfeiting the securities and current 

coin of the United States”); see also 18 U.S.C. Ch. 25 (2012) (criminalizing counterfeiting 

and forgery of United States currency). 
57 Memorandum of Law in Support, supra note 44, at 1 (“Bitcoin is a privately created 

commodity, acquired—or ‘mined’—by solving mathematical problems generated by a 

software algorithm.”). 
58 See Commodity, MERRIAM-WEBSTER ONLINE, https://www.merriam-

webster.com/dictionary/commodity (last visited Apr. 1, 2017) [https://perma.cc/9K65-BHG4] 

(defining legal tender as “an economic good” or “something useful or valued”). 
59 Press Release, Commodity Futures Trading Comm’n, CFTC Orders Bitcoin Options 

Trading Platform Operator and its CEO to Cease Illegally Offering Bitcoin Options and to 

Cease Operating a Facility for Trading or Processing of Swaps without Registering (Sep. 17, 

2015), http://www.cftc.gov/PressRoom/PressReleases/pr7231-15 [https://perma.cc/F7KW-

PXNF]. 
60 7 U.S.C. § 1(a)(9) (2012) (“The term “commodity” means wheat, cotton, rice, . . . 

cottonseed, . . . and all other goods and articles . . . and all services, rights, and interests . . . in 

which contracts for future delivery are presently or in the future dealt in.”). 
61 Further, as discussed infra The Future of Virtual Currencies, Bitcoin and other virtual 

currencies may be used to represent commodities or contracts which would typically fall 

under CFTC purview and which would potentially evade CFTC jurisdiction if not for the 

reclassification. 
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transferrable, it ceases to have value. Because of this lack of any secondary 

value, Bitcoin is not a commodity. 

 

B. The Non-Monetary Attributes of Virtual Currencies Do Not Preclude 

Bitcoin’s Use as Money  

 

The technology upon which Bitcoin is built gives it novel 

characteristics that are distinct from our historic conception of money. A few 

examples include the method of transaction validation, the ability to attach 

new information to a bitcoin on the Bitcoin blockchain, and the ability to 

change Bitcoin properties with proper consensus on the network. These 

features, and others, inexorably complicate the treatment of Bitcoin and other 

virtual currencies, but do not supersede Bitcoin’s qualification as money. 

 

1. Virtual currencies may appear or change suddenly 

 

Virtual currencies can spring suddenly into existence. The features and 

attributes of these currencies will vary, but anyone with sufficient knowledge 

can write a program to create a virtual currency—the difficult part is 

establishing a community to use that virtual currency. So, while a worthless 

virtual currency may appear suddenly, it is more interesting to observe what 

happens when an established virtual currency undergoes a drastic change, 

potentially resulting in a new virtual currency. In the two major instances of 

virtual currency splits, one which occurred and one which may soon occur, the 

scenarios are quite different but each enlightening. 

Bitcoin nodes need not run the same software, but must apply the same 

validation rules, decided by consensus, for their transactions to be accepted by 

the other nodes.62 The Bitcoin community changes the consensus rules by 

adopting new software but continuing to accept the previous consensus rules 

until a sufficient portion of the network is running one software.63 Once a pre-

defined sufficient percentage of users is running the new software, all those 

nodes switch to the new consensus rules.64 Any node that tried to implement 

the new software features before the switch would have been rejected by the 

                                                 
62 Bitcoin Developer Guide, BITCOIN, https://bitcoin.org/en/developer-guide#consensus-rule-

changes (last visited Apr. 1, 2017) [https://perma.cc/H8V4-RRXW]. 
63 Id. 
64 See id.; see also Gavin Andresen, Blockchain Rule Update Process, GITHUBGIST, 

https://gist.github.com/gavinandresen/2355445 (last visited Apr. 1, 2017) 

[https://perma.cc/9X2H-P8PX]. 
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network as invalid; this protects the network from changes until there is 

significant acceptance.65 Any node that tries to use the old protocol after the 

switch is likewise rejected as invalid; this forces any hesitant adopters to 

update to the new protocol once it is active.66 

If two competing protocols are introduced, but neither receives buy-in 

sufficient to trigger the protocol change, the problem remains unsolved and 

factions may become restless. As of March 2017, Bitcoin is facing this 

existential crisis:67 multiple solutions were introduced to solve the mempool 

problem, a growing issue involving a backlog of unrecorded transactions, but 

no single solution has been popular enough to trigger a switch.68 

Unexpectedly, or perhaps unavoidably, one community seems staunch enough 

and large enough to begin operating their own software, Bitcoin Unlimited 

(BTU), in opposition to the primary, Bitcoin Core (BTC).69 This would result 

in a “hard fork” in the Bitcoin blockchain: two incompatible software 

programs working from the same original blockchain base. Historic Bitcoin 

transactions would not be affected, but each new program, BTU and BTC, 

would build separate blockchains that stem from the same base.70 Each 

program will thus represent an entirely different virtual currency. 

All transactions before the hard fork are respected as valid by both 

programs. After the hard fork, BTC nodes only acknowledge BTC and BTU 

nodes only acknowledge BTU. Critically, neither blockchain can merge back 

into the other. The hard fork presents two questions: first, which fork is 

legitimate; and second, would this sudden change preclude either from being 

considered money? 

Which fork is legitimate? Both. Each is a completely unique virtual 

currency, and each will be valued according to its users’ perception of its 

value. So long as someone is running the software to validate and record the 

transactions, the virtual currency is a valid virtual currency. If that virtual 

                                                 
65 Bitcoin Developer Guide, supra note 62. 
66 Id. 
67 Block Size Limit Controversy, BITCOIN WIKI, 

https://en.bitcoin.it/wiki/Block_size_limit_controversy (last visited Mar. 21, 2017) 

[https://perma.cc/KUK2-93RP]. 
68 Ofir Beigel, Segwit vs. Bitcoin Unlimited and Bitcoin’s Fork Explained Simply, 99 

BITCOINS (Mar. 27, 2017), https://99bitcoins.com/bitcoin-fork-segwit-vs-bitcoin-unlimited-

explained-simply/ [https://perma.cc/6ZTG-Y22N]. 
69 Id. 
70 Hence the term “hard fork.” Fork because the single base blockchain supports two 

incompatible blockchains, and hard because there is no possibility of those blockchains 

merging back into one another. 
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currency can be accepted as a medium of exchange, then it is money. The 

value may shift significantly based on widespread usage, which is heavily 

dependent upon whether Bitcoin exchanges will accept the virtual currency: 

that is, whether BTU holders will be able to exchange it for traditional 

currency. Virtual currency exchanges have indicated that they will accept both 

BTU and BTC.71  

Does the ability to suddenly split into two distinct virtual currencies 

preclude Bitcoin from being considered money? If virtual currencies are 

money at all, then the answer to this question must be no. First, as established, 

anyone can develop a virtual currency and release it at any time; the important 

and difficult feature of money is having a society that is willing to trust that 

currency as a medium of exchange. Thus, since such a split is akin to a new 

virtual currency developing with a built-in trusted user base, there is no reason 

to treat the ability to split as a critical failure. Second, if the split virtual 

currency continues to meet the definition of money established above, and 

would be recognized as money had it not split, there is no reason to 

categorically deny the qualification of money just because a split is possible. 

So long as users run the program to validate the transactions and users 

continue to use these virtual currencies as a medium of exchange, the virtual 

currencies will remain money. 

The discussion of what happens after a hard fork is not entirely 

theoretical. In June 2016, the Ethereum Project’s blockchain, Ethereum, was 

hacked and a substantial portion of its investment funds stolen.72 The 

Ethereum blockchain is significantly different from the Bitcoin blockchain, 

most notably here because it is maintained by a single entity, Ethereum 

Project. In response to the hack, Ethereum Project rolled back the blockchain 

to before the hack occurred, patched the vulnerability so that the hack could 

not happen, and operated the blockchain from that point forward, creating a 

fork of two universes: one where the hack did occur and one where the hack 

did not occur.73 Some nodes disagreed with the decision to hard fork the 

blockchain, and decided to continue operating the old program, operating in 

                                                 
71 Stan Higgins, Bitcoin Exchanges Unveil Hard Fork Contingency Plan, COINDESK (Mar. 17, 

2017), http://www.coindesk.com/bitcoin-exchanges-unveil-emergency-hard-fork-

contingency-plan/ [https://perma.cc/K7G7-R9JU]. 
72 Jonathan Ore, How a $64M hack changed the fate of Ethereum, Bitcoin's closest 

competitor, CBC NEWS (Aug. 28, 2016), http://www.cbc.ca/news/technology/ethereum-hack-

blockchain-fork-bitcoin-1.3719009 [https://perma.cc/WL7P-6CL2].  
73 Id. 
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the blockchain where the hack had occurred.74 These virtual currencies are 

now known as Ethereum (ETH) and Ethereum Classic (ETC).75 Both are 

respected by major exchanges and both represent a medium of exchange, 

though ETH is worth significantly more.76 

 

2. Bitcoin Encoding Property 

 

Unique features of Bitcoin have been exploited to create unanticipated 

results. For instance, some users have permanently encoded photographs, 

speeches, and even the original Satoshi whitepaper into the Bitcoin 

blockchain.77 These actions require sending bitcoins to an unrecoverable 

address, essentially an address that no one knows the key to so that no one can 

ever move those bitcoins.78 As discussed, losing the private key for an address 

renders the associated bitcoins valueless; visible but inaccessible until Bitcoin 

stops existing. 

Another example of a unique feature is the “coloring” of bitcoins. 

Essentially, this process encodes onto a particular bitcoin extra information 

that represents real-world assets, such as stocks or bonds.79 Transfer of these 

assets then uses the same process as a typical Bitcoin transaction and carries 

the same risks.80 While the bitcoin represents these assets, it also retains its 

normal value in the Bitcoin marketplace, but presumably would not be used 

for that purpose since the assets would be much more valuable.81 

Does the use of Bitcoin as a mechanism for representing non-money 

assets preclude Bitcoin from being money? This encoding is a completely new 

concept: until Bitcoin, pieces of money could not be used to represent 

                                                 
74 Id. 
75 Id. 
76 See, e.g., Ethereum Classic Exchange, POLONIEX, https://poloniex.com/exchange#btc_etc 

(last visited Mar. 31, 2017) [https://perma.cc/6XWM-2N3D] (listing Ethereum Classic at 2.75 

USD and Ethereum at 49.20 USD at 7:08, Mar. 31, 2017). 
77 See Ken Shirriff, Hidden surprises in the Bitcoin blockchain and how they are stored: 

Nelson Mandela, Wikileaks, photos, and Python software, KEN SHIRRIFF’S BLOG (Feb. 2014), 

http://www.righto.com/2014/02/ascii-bernanke-wikileaks-photographs.html 

[https://perma.cc/PE64-LLR9]. 
78 Id. 
79 See FAQ, COLORED COINS, http://coloredcoins.org/faq/ (last visited Apr. 1, 2017) 

[https://perma.cc/XE5U-N67Y]. 
80 See id. 
81 Colored coins use Bitcoin “dust,” which are quantities of Bitcoin so small as to be 

essentially worthless. See id. 
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unrelated assets. One dollar represented one dollar, and short of writing a 

contract on the back of that dollar, which may potentially invalidate the dollar, 

there was no way to reliably embed information. Here, the colored bitcoin in 

question does retain its value as money, but has a much more significant value 

as a stock or bond. The most logical conclusion seems to be that the colored 

bitcoin still qualifies as money, but may be subject to non-money regulations 

related to the assets it represents. 

This conclusion introduces a critical new concept: that of treating 

Bitcoin as money and simultaneously regulating its non-money 

characteristics. While the non-money characteristics may be more significant 

to a particular bitcoin than that bitcoin’s value as money, its monetary value 

does not disappear. Abandoning the qualification of money for all of Bitcoin 

does not seem to make sense, and abandoning the qualification for a particular 

piece would open a quagmire of questions. For instance, at what ratio of 

money:non-money value should a colored bitcoin lose its qualification as 

money? Alternatively, if those values change over time, does that bitcoin once 

again qualify as money? What if the assets are still encoded but are no longer 

transferrable? Instead, legislators and regulators should adopt a regulatory 

approach with an appreciation for the innovation that these technologies 

invite, and a flexibility that provides for those unpredictable non-money 

characteristics. It is much more straightforward to treat all Bitcoin, colored or 

no, as money, and create a flexible framework that guides legal entities going 

forward. 

THE FUTURE OF VIRTUAL CURRENCIES  
 

The United States is collectively starting to see movement around 

virtual currency regulation. Though the federal agencies have differed in their 

approach to classification, most have felt the need to directly address virtual 

currencies. The SEC recently rejected an application to create a Bitcoin 

exchange-traded fund largely because of a lack of regulation in the Bitcoin 

space, perhaps signaling the need for more.82 The Faiella decision seems to 

encourage a trend that, with the exception of some state courts, recognizes the 

                                                 
82 Order Disapproving a Proposed Rule Change, as Modified by Amendments No. 1 and 2, to 

BZX Rule 14.11(e)(4), Commodity-Based Trust Shares, to List and Trade Shares Issued by 

the Winklevoss Bitcoin Trust, Exchange Act Release No. 34-80206 (Mar. 10, 2017). 
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importance of virtual currencies and identify them are money.83 Now, state 

legislatures have begun directly addressing the issue.  

New York, rushing to license Bitcoin firms in 2015,84 received heavy 

criticism and quickly caused an “exodus” of small startups who could not 

afford the fees.85 In 2016, North Carolina passed the North Carolina Money 

Transmitters Act, regulating virtual currencies under money transmitter laws 

and explicitly carving out exceptions for unique virtual currency 

considerations, such as Bitcoin miners.86 In early 2017, New Hampshire, 

possibly in direct response to a bitcoin exchange leaving the state due to 

regulatory burdens,87 is considering a bill that exempts virtual currencies from 

money transmitter laws.88 It is not the first state to do so, as Hawaii faced a 

similar shuttering of digital currency exchanges,89 and neither will likely be 

the last.  

While states will inevitably take different approaches to virtual 

currency regulation, and some may misstep in the process, it is important for 

legislatures to directly address the advent of virtual currencies, even if they 

recognize and exempt from regulation. Though they may be classified as 

money, virtual currencies have enough unique, non-money characteristics that 

                                                 
83 See generally United States v. Faiella, 39 F. Supp. 3d 544 (S.D.N.Y. 2014).; accord SEC v. 

Shavers, 2013 WL 4028182 (E.D. Tex. Aug. 6, 2013); contra Florida v. Espinoza, Case No. 

F14-2923 (Fla. Cir. Ct. 2016). 
84 Michael J. Casey, NY Financial Regulator Lawsky Releases Final BitLicense Rules for 

Bitcoin Firms, WALL ST. J. (June 3, 2015), https://www.wsj.com/articles/ny-financial-

regulator-lawsky-releases-final-bitlicense-rules-for-bitcoin-firms-1433345396 

[https://perma.cc/V9AS-U7FB]. 
85 Daniel Roberts, Behind the “exodus” of bitcoin startups from New York, FORTUNE (Aug. 

14, 2015), http://fortune.com/2015/08/14/bitcoin-startups-leave-new-york-bitlicense/ 

[https://perma.cc/W6W2-ST27]. 
86 North Carolina Money Transmitters Act, ch. 53, art. 16(B), §§ 53-208.41–53-208.64, N.C. 

Sess. Law 2016-81 (2016), http://www.ncleg.net/Sessions/2015/Bills/House/PDF/H289v3.pdf 

[https://perma.cc/EQ79-LXYG]. 
87 David Brooks, State’s bitcoin community gets rattled as cryptocurrency firm leaves N.H. 

due to regulation, CONCORD MONITOR (Oct. 02, 2016), 

http://www.concordmonitor.com/cryptocurrency-problem-4989137 [https://perma.cc/9ZKH-

9UC4]. 
88 H.R. 436, 165th Leg., 1st Sess. (N.H. 2017), https://legiscan.com/NH/text/HB436/2017 

[https://perma.cc/8LUU-LRHJ]. 
89 Anna Hrushka, Digital currency exchange Coinbase ceases operations in Hawaii, 

BIZJOURNALS (Feb. 27, 2017), http://www.bizjournals.com/pacific/news/2017/02/27/digital-

currency-exchange-coinbase-ceases.html [https://perma.cc/B5DM-WZAU] (discussing the 

departure of Coinbase from Hawaii and the Hawaii legislature’s creation of a digital currency 

working group in response). 
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they should be addressed head-on rather than shoehorned into existing 

statutes. Regardless of the steps taken afterward, a failure to classify virtual 

currencies, particularly Bitcoin, as money will lead to a regulatory gap that 

generates confusion in the long run. 

CONCLUSION  
 

The Faiella court was correct to determine that Bitcoin is money under 

18 U.S.C. 1960, but this classification is just the tip of an iceberg. Virtual 

currencies’ non-money characteristics present a new challenge that has not 

been faced before, and that the federal and state legislatures are struggling to 

tackle. The current patchwork of regulatory classifications may not be 

unwarranted, given the non-money aspects of virtual currencies that could 

potentially become more prominent than their use as money. Especially in the 

case of Bitcoin, however, these agencies may consider applying more flexible 

classifications to account for the unforeseen and unforeseeable developments 

of virtual currencies. 

The development of the Bitcoin blockchain and the blockchains of 

other virtual currencies is happening rapidly and shows no signs of slowing. 

While anticipating how these developments will occur is impossible, 

recognizing that virtual currencies cannot fit into preexisting frameworks for 

money transmission is vital. A failure to account for the new categories of 

technology that virtual currencies have made possible will result in regulatory 

gaps and confusion between prosecutors, agencies, and courts. Uncertainty in 

the industry could stifle adoption and hinder investment, and with the amount 

of innovation that has already been exhibited on the Bitcoin blockchain alone, 

it is not unreasonable to predict that innovation will continue. 
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INTRODUCTION 
 

The patentability of business methods has become a controversial 

subject in recent years as technological advancements force legal scholars and 

policymakers to reconsider long-standing doctrines. Historically, the U.S. 

Patent and Trademark Office (“USPTO”) only granted business method 

patents on rare occasions because they were deemed to be abstractions beyond 

the confines of patent law.1 Complicating matters further, Congress has never 

explicitly clarified the definition of a “business method.”2 This lack of 

guidance has left the courts struggling to formulate a test that determines 

whether or not business methods qualify as patentable subject matter.  

Most legal scholars agree that business methods were first mentioned 

as non-patentable inventions in Hotel Security Checking Co. v. Lorraine Co. 

back in 1908.3 Today, entrepreneurs and software coders seeking legal 

protection face formidable hurdles consistent with the historical view that, 

because business methods are abstract ideas, it would be “contrary to the spirit 

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2018; Hampton University, M.B.A. 

2012, B.A. 2010. © 2017, Jordan Thompson. 
1 See Bilski v. Kappos, 561 U.S. 593, 626 (2010). 
2 See Elizabeth Bestoso, Financial Business Method Patents: The Trend Toward Invalidity 

Under Section 101, 89 TEMPLE L. REV. 369, 370 (2014).  
3 See Hotel Sec. Checking Co. v. Lorraine Co., 160 F. 467, 469 (2d Cir. 1908). 
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of the patent law [. . .] to grant patents for [. . . these] analogous systems.”4 

Many existing software patents covering business methods have even been 

invalidated in recent years, pursuant to the Supreme Court’s ruling in Alice 

Corp. v. CLS Bank Int’l.5 In that case, the court held that a patent for an 

electronic third-party escrow service—created to reduce the settlement risk 

associated with financial transactions—was ineligible for patent protection 

because the invention failed to meet the rigid two-part eligibility test laid out 

in Mayo Collaborative Servs v. Prometheus Labs.6 As a result of the Alice 

Corp. decision, courts have overturned patents at a high rate for innovative 

methods that are arguably worthy of protection, such as a system that allowed 

users to exchange loyalty rewards points between different vendors.7 

However, for a brief window of time prior to Alice Corp., this trend 

was reversed as a result of the Federal Circuit’s 1998 ruling in State Street v. 

Signature Financial. After negotiations over a licensing agreement proved 

unsuccessful, State Street Bank brought an action against Signature Financial 

seeking a declaratory judgment that a patent was invalid on the grounds of 

unpatentable subject matter.8 The U.S. District Court of Massachusetts ruled 

in favor of State Street, and found that Signature’s technical method for using 

software to conduct mutual fund accounting existed as an exception to the 

otherwise broad delineations of 35 U.S.C. § 101.9 Reversing the district 

court’s summary judgment, the Federal Circuit attempted to clarify the 

confusion circling business methods and decisively “lay this ill-conceived 

exception to rest.”10 The Federal Circuit ruled that although a mathematical 

algorithm is an abstract idea, its application as a business method was 

patentable because it satisfied the useful-concrete-tangible test.11 This 

contrasted with the Mayo-Alice test, which centered upon determining 

whether the subject matter in question was a “patent-ineligible concept”, and 

if so, whether its elements “transform[ed] that abstract idea into a patent-

                                                 
4 Ex parte Abraham, 1869 C.D. 59. 
5 Susan Decker, When a Tech Patent Is Neither, BLOOMBERG: BUSINESSWEEK (Aug. 17, 

2016), https://www.bloomberg.com/news/articles/2016-08-17/why-hundreds-of-software-

patents-are-being-thrown-out [https://perma.cc/N56U-53XQ].  
6 Alice Corp. v. CLS Bank Int’l, 134 S.Ct. 2347, 2353 (2014). 
7 Loyalty Conversion Sys. Corp. v. Am. Airlines, Inc., 66 F. Supp. 3d 829, 835 (2014). 
8 State St. Bank & Trust Co. v. Signature Fin. Grp., 149 F.3d 1368, 1370 (1998).  
9 Id. at 1376. 
10 Id. at 1375. 
11 Id. at 1374. 



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

390 

eligible invention.”12 Following State Street, applications for software patents 

increased from nearly 700 in 1996 to approximately 1,300 in 1998.13 

This comment analyzes the Federal Circuit’s reversal and concludes 

that although the court was correct in holding Signature’s invention to be a 

patentable financial process and eradicating the business methods exception, 

the Federal Circuit unintentionally created an unnecessary test instead of 

relying on the text of the statute. By remanding, the court moved closer to 

striking the proper balance between protecting sophisticated inventions and 

preventing monopolies over ideas, 14 but missed an opportunity to narrow the 

scope of the patentable subject matter.  

TECHNOLOGICAL BACKGROUND 
 

In 1993, Signature obtained U.S. Patent No. 5,193,056 for a data-

processing system under the proprietary name Hub and Spokes.15 The system 

assisted mutual fund accounting and administration16 in relation to a new 

investment structure in which several individually managed funds, referred to 

as “spokes,” pool their assets together by contributing to one central vehicle 

with the same investment objective—the “hub.”17 Although all assets are 

commingled, the individual funds continue to levy their own fees and 

expenses.18 This arrangement provides the investors with many benefits, 

including achieving economies of scale and realizing the tax advantages of a 

partnership.19 

The Hub and Spokes investment system used algorithms to track the 

financial information flowing from spokes and determine the true value of 

each fund.20 It also allocated the appropriate amount of income, expenses, 

                                                 
12 Alice Corp. v. CLS Bank Int’l, 134 S.Ct. 2347, 2358 (2014). 
13 Julia Angwin, ‘Business-Method Patents’ Create Growing Controversy, WALL ST. J. (Oct. 

3, 2000, 12:01 AM), https://www.wsj.com/articles/SB97052967318492257 

[https://perma.cc/E5SN-NRGV].  
14 Bilski v. Kappos, 561 U.S. 593, 606 (2010). 
15 State St. Bank & Trust Co. v. Signature Fin. Grp., 149 F.3d 1368, 1371 (1998).  
16 Id. 
17 Hub and Spoke Structure, INVESTOPEDIA, 

http://www.investopedia.com/terms/h/hub_and_spoke_structure.asp#ixzz4Xc6jYShL (last 

visited Jan 25, 2017) [https://perma.cc/WGA5-N4EP]. 
18 Kristin Davis, Mutual Funds: Bring in the Clones, 47 KIPLINGER’S PERS. FIN. MAGAZINE 

14, 14-15 (1993). 
19 State St., 149 F.3d at 1370.  
20 Id.  
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gains and losses to each spoke on a daily basis, as required by the IRS.21 

Because these calculations were complex and time-sensitive, performing them 

by hand was impractical, and a computer or similar device was required.22 

Although Hub and Spokes fund structuring has been largely abandoned in 

favor of newer methods, this innovation coupled mathematical formulas with 

technical application in a manner that significantly shaped the investment 

management industry in the late 1990s.23 

LEGAL HISTORY 
 

Signature’s method for transforming “discrete dollar amounts [. . .] 

through a series of mathematical calculations into a final share price” was 

deemed patentable not based on the nature of the invention, but rather the 

output it produced. The State Street court relied on a previous case where it 

upheld a patent on a method for creating a waveform on the digital display 

system of an oscilloscope because it was “a specific machine [used] to 

produce a useful, concrete, and tangible result.”24 By adopting the language 

from Allapat, the court firmly established this useful-concrete-tangible test 

and held that even a result expressed in an abstract idea, such as numbers, 

could qualify a business method as patentable. 25  

A TEXTUAL CRITIQUE OF THE NEW TEST 
 

At its core, patent law exists to “promote the progress of science” by 

allowing individuals to secure certain rights over their inventions.26 These 

rights are not unconstrained: in § 101, Congress limited the subject matter of 

patentable claims to inventions or discoveries related to “any new and useful 

process, machine, manufacture, or composition of matter.”27 Further, § 100(b) 

of the Act defines a process as an “art, or method” and includes a new use of 

any one of the statutorily provided categories for patentable subject matter.28 

                                                 
21 U.S. Patent No. 5,193,056 (issued Mar. 9, 1993). 
22 State St., 149 F.3d at 1371. 
23 Douglas L. Price, Assessing the Patentability of Financial Services and Products, 3 J. HIGH 

TECH. L. 141 (2004).  
24 In re Alappat, 33 F.3d 1526, 1544 (1994). 
25 State St., 149 F.3d at 1375. 
26 U.S. CONST. art. 1, § 8, cl. 8. 
27 35 U.S.C. § 101 (1994). 
28 35 U.S.C. § 100(b) (1994). 
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Section 273 provides a defense specifically for business method patents, 

which suggests Congress intended at least some of these inventions to be 

covered, so long as they met the relevant statutory requirements.29 Thus, the 

methods in State Street certainly constituted patentable subject matter under § 

101, and were rightfully granted patents because they were also novel,30 non-

obvious,31 and contained a written description.32  

Although applying patentability questions to business procedures may 

appear straightforward, courts have struggled with interpreting this language 

in the context of intangible protocols that optimize corporate operations in the 

digital age. Although this area of the law has undergone significant revisions, 

beginning with State Street, the Court has consistently held that “laws of 

nature, natural phenomena, and abstract ideas” are categorically 

unpatentable.33 Some scholars argue that the Act leaves open whether or not 

less traditional business methods, such as those outside of chemical 

processing and manufacturing, are included under § 101.34 The useful-

concrete-tangible test the court adopted to avoid this question fails to truly 

clarify this analysis.35  

Both business methods and technology advance rapidly and 

unpredictably.36 As a result, society has witnessed significant shifts in 

technology over the past few years, and the law has struggled to keep pace 

with these advancements. The useful-concrete-tangible test from State Street 

                                                 
29 See Bilski v. Kappos, 561 U.S. 593, 607 (2010). 
30 35 U.S.C. § 102 (1994) (“A person shall be entitled to a patent unless – the claimed 

invention was patented, described in a printed publication, or in public use, on sale, or 

otherwise available to the public before the effective filing date of the claimed invention…”). 
31 35 U.S.C § 103 (1994). (This statute sets forth that no patents may be granted if “the 

differences between the claimed invention and the prior art are such that the claimed 

invention as a whole would have been obvious…”). 
32 35 U.S.C § 112 (1994). (“The specification shall contain a written description of the 

invention, and of the manner and process of making and using it, in such full, clear, concise, 

and exact terms…”). 
33 E.g., Bilski, 561 U.S. at 601; see also Diamond v. Diehr, 450 U.S. 175, 185 (1981). 
34 Megan M. la Belle & Heidi M. Schooner, Big Banks and Business Method Patents, 16 U. 

PA. J. BUS. L. 431 (2014). 
35 State St. Bank & Trust Co. v. Signature Fin. Grp., 149 F.3d 1368, 1373 (1998).  
36 Amy Harmon, Recording Industry Goes After Students Over Music Sharing, N.Y. TIMES 

April, 23, 2003, http://www.nytimes.com/2003/04/23/us/recording-industry-goes-after-

students-over-music-sharing.html [https://perma.cc/7AAP-WWZU]. (“Napster became an 

overnight sensation in 1999” that completely altered the recording industry and revolutionized 

the business of music distribution.). 
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was eventually be replaced by the machine-or-transformation test in Bilski,37 

and more recently a focus on whether an abstract idea contains an “inventive 

concept” in Alice Corp.38 But even these tests are difficult to apply given 

modern procedures for executing business tasks. For example, the test from 

Bilski created a supposed physicality requirement that excludes newer 

technologies relying on intangible ideas,39 and the “inventive concept” 

described in Alice is difficult to distinguish from abstractions. Instead of 

creating a new test every time the Court backs itself into a corner, an emphasis 

should be placed on referring to the statute since it was drafted broadly for a 

purpose. 

THE MISCONCEPTION OF THE BUSINESS METHOD EXCEPTION 
 

After concluding that Signature’s patented process met the threshold 

of the mathematical algorithm exception via the useful-concrete-tangible test, 

the Federal Circuit scrutinized the financial accounting software in light of the 

business method exception.40 It found that the lower court eliminated what 

had historically served as a bright-line rule to measuring patentable subject 

matter because it was, at best, created in dictum.41 In hindsight, overturning 

this rule which was thought to be long-settled proved to be more notable than 

the creation of the useful-concrete-tangible test and made State Street an 

infamous case in patent law. 

As evidence that the business method exception was originally a 

misinterpretation, the court explained that the exemption had never been 

raised in court as a reason to disqualify an invention from patent protection.42 

Rather, claims for business method patents are typically overturned for a more 

apparent reason associated with Title 35.43 Even more telling is the fact that 

the case responsible for giving birth to the exception never even indirectly 

mentions the concept. A careful analysis of Hotel Security Checking Co. v. 

Lorraine Co. reveals no implication of a categorical exclusion for business 

methods. Instead, the modified process for capturing and relaying customer 

                                                 
37 Id. 
38 Alice Corp. v. CLS Bank Int’l, 134 S.Ct. 2347, 2355 (2014). 
39 Sarah Beth Smith, Ultramercial and Prometheus: How Transformation Analysis After 

Bilski Is Changing to Accommodate Modern Technologies, 4 AM. U. INT. PROP. BR. 2 (2013). 
40 State St., 149 F.3d at 1375. 
41 Price, supra note 23, at 143. 
42 Id. 
43 Id. 
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food orders in a manner that minimized fraud and speculation was ruled 

unpatentable because the nature of its invention would be obvious to anyone 

familiar with the food service industry. While it is true that the method 

described in the case is abstract and probably lacks the tangible results 

necessary to be a patentable business method, the Second Circuit based its 

ruling strictly on a failure to meet the standards for novelty and non-obvious 

subject matter respectively set forth in § 102 and § 103. 

Most State Street critics accuse the court of exercising a level of 

judicial activism that ultimately thwarted innovation by allowing creators to 

monopolize abstract ideas and profit from them unfairly.44 In reality, this 

judicially-created exception deeming business methods inherently 

unpatentable was a flaw reinforced over time. Eventually, the business method 

exemption became accepted as a “vague and amorphous” legal concept often 

overlooked by courts.45 Under this logic, the Circuit Court’s decision to 

unambiguously eliminate the business method exemption was not a radical 

move against stare decisis, but a simple correction of the historical error. 

Indeed, the court resolved that “business methods have been, and should have 

been, subject to the same legal requirements for patentability as applied to any 

other process or method.”46  

CONCLUSION 
 

Early courts that interpreted the Hotel Security ruling as a general 

exception were understandably trying to create a reliable short-cut for what is 

often a daunting analysis; however, the attempt backfired. In today’s 

environment, the line between abstract principles of nature and sophisticated 

business processes has blurred as technology continues to weave its way into 

traditional business tasks. For this reason, claims for business method patents 

must be examined on a case-by-case basis. State Street took a crucial step by 

highlighting the inadequacy of the business methods exclusion once and for 

all. Unfortunately, instead of narrowing the scope of patentable methods by 

reinforcing a reliance on statutory interpretation, the court created a new test 

that only yielded more confusion and opened the floodgates at the USPTO. 

This led courts to overcorrect the issue in more recent cases. In particular, 

Alice Corp. has moved us back to a world where business method patents are 

                                                 
44 Angwin, supra note 13.  
45 Michael Risch, America’s First Patents, 64 FLA. L. REV. 1279 (2012). 
46 State St. Bank & Trust Co. v. Signature Fin. Grp., 149 F.3d 1368, 1375 (1998). 
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relatively difficult to obtain. People will undoubtedly continue to invent, but 

this may be a disincentive that hampers commercial innovations requiring 

significant research and development investments to move society forward.47 

It is misguided to claim that technological development uniformly pushes in 

favor of broader patentability,48 but the Supreme Court’s reversion to tighter 

rules surrounding business methods will undoubtedly have a drastic effect on 

innovation as technological practices continue to evolve.

                                                 
47 Rajnish K. Rai & Srinath Jagannathan, Do Business Method Patents Encourage 

Innovation?, B.C. INTELL. PROP. & TECH. F., (2012), http://bciptf.org/wp-

content/uploads/2012/10/Business-Method-Patents-and-Innovation.pdf 

[https://perma.cc/RWW2-WSZD]. 
48 John F. Duffy, Why Business Method Patents?, 63 STAN. L. REV. 1247, 1285 (2011), 

http://www.stanfordlawreview.org/wp-content/uploads/sites/3/2011/06/Duffy-63-Stan-L-Rev-

1247.pdf [https://perma.cc/UM7S-DEX7]. 
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INTRODUCTION 
 

In 2010, the Wall Street Flash Crash1 caused the United States to 

experience a trillion-dollar stock market crash.2 Within a few minutes, the 

Dow Jones index lost nearly 9% of its value, which wiped off hundreds of 

billions of dollars from the share prices of established companies such as 

Proctor & Gamble and General Electric. Taking advantage of technological 

advances, traders and brokers used computer algorithms on the floors of stock 

exchanges to illegally outplace other market participants when trading stocks 

and securities. The Flash Crash is a concrete example that, as technology 

advances, stock exchanges are increasingly vulnerable to market manipulation 

and deceptive trading practices.  

Historically, manipulation of the technology used on stock exchanges 

has not always been as it is today. Brokers directing orders to different parties 

to be executed in financial markets, also known as order flow, first became 

computerized in the early 1970’s with the introduction of the “designated 

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2017; University of Oklahoma, B.A. 

2014. © 2017, Tyler Bridegan & Dina Moussa. 
• GLTR Staff Member; Georgetown Law, J.D. expected 2017; Wesleyan University, B.A. 

2012. © 2017, Tyler Bridegan & Dina Moussa. 
1 “American share and futures indices went into a seemingly inexplicable tailspin, falling 10% 

in a matter of minutes, with some blue-chip shares briefly trading at a penny, only to recover 

most of the lost ground before the end of the trading day.” One big, big trade, ECONOMIST 

(Oct. 1, 2010, 6:42 PM), 

http://www.economist.com/blogs/newsbook/2010/10/what_caused_flash_crash 

[https://perma.cc/EQT4-9J3D].  
2 Jessica Corso, Flash Crash Trader Pleads Guilty in 2010 Incident, LAW360, (Nov. 9, 2017), 

https://www.law360.com/articles/861149 [https://perma.cc/88DE-UN5Z]. 
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order turnaround” system (“DOT,” and later renamed “SuperDOT”) on the 

New York Stock Exchange.3 The DOT system routed orders electronically to 

the proper trading post and would then execute the trades manually.4 The 

“opening automated reporting system” (“OARS”) aided trading specialists in 

determining the market clearing opening price, which is the monetary value 

assigned to each stock5 (known as “Smart Order Routing” or “SOR”).6 These 

systems evolved into the more popular algorithms used on the exchanges 

today, including VWAP, Target Close Pegged, Percentage of Volume, and 

Implementation Shortfall.7  

Navinder Singh Sarao, a futures trader from the United Kingdom, was 

one of the players who used market manipulation tactics to induce the 2010 

market crash. Sarao used one of these algorithms to engage in an illegal 

practice called “spoofing.”8 Spoofers create illusions of market demand by 

bidding for stocks and other securities at a rate much higher than they are 

actually worth and then subsequently canceling their orders before they are 

filled.9 The intense market activity around the buying and selling these stock 

orders attracts other traders to bid for these stocks, resulting in security-price 

manipulation.10 Spoofers benefit from the market's reaction because they can 

                                                 
3 Timeline, SEC. & EXCH. COMM’N HISTORICAL SOC’Y, 

http://www.sechistorical.org/museum/timeline/1970-timeline.php (last visited Feb. 19, 2017) 

[https://perma.cc/5HD3-7L2C]. 
4 Electronic Trading: SuperDOT, INVESTOPEDIA 

http://www.investopedia.com/university/electronictrading/trading4.asp (last visited Mar. 31, 

2017) [https://perma.cc/BUZ7-QUGF]. 
5 Clearing Price, INVESTOPEDIA, http://www.investopedia.com/terms/c/clearingprice.asp (last 

visited Feb. 19, 2017) [https://perma.cc/EFE4-QRGV]. 
6 Opening Automated Reporting Service, FIN. DICTIONARY, http://financial-

dictionary.thefreedictionary.com/Opening+Automated+Reporting+System (last visited Feb. 

19, 2017) [https://perma.cc/SX2E-DM28]. 
7 Renee W. Caruthers, An Algorithmic Explosion, SILICON INVESTOR (Dec. 3, 2004, 2:49:56 

PM), www.siliconinvestor.com/readmsg.aspx?msgid=20824975 [https://perma.cc/BK2F-

P2AP]. 
8 Press Release, Dep’t of Justice, Futures Trader Charged with Illegally Manipulating Stock 

Market, Contributing to the May 2010 Market ‘Flash Crash,’ (Apr. 21, 2015), 

https://www.justice.gov/opa/pr/futures-trader-charged-illegally-manipulating-stock-market-

contributing-may-2010-market-flash [https://perma.cc/FS4K-XGAP]; Indictment, United 

States v. Sarao, No. 15-cr-00075 (N.D. Ill. Sept. 2, 2015), https://www.justice.gov/criminal-

fraud/file/910206/download [https://perma.cc/RW8U-6NLN].. 
9 Quote Stuffing, INVESTOPEDIA, http://www.investopedia.com/terms/q/quote-

stuffing.asp?ad=dirN&qo=investopediaSiteSearch&qsrc=0&o=40186 (last visited Feb. 19, 

2017) [https://perma.cc/S2Q3-MK77]. 
10 Id. 
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influence the rise and fall of share prices and buy and sell stock options 

accordingly.11  

As a response to the 2010 market crash, United States’ lawmakers, the 

Department of Justice’s Criminal Fraud Section (“DOJ”), and the U.S. 

Commodity Futures Trading Commission (“CFTC”) began enforcing laws 

that prohibited illegal activity in securities markets. This comment analyzes 

Sarao’s prosecution in the United States and his subsequent extradition, which 

resulted from his illegal “spoofing” activities. Additionally, this comment 

analyzes the DOJ’s recent increased prosecution of actors engaging in market 

manipulation. Moreover, this comment will propose an alternative prosecution 

method in light of the outdated legislation surrounding specific types of 

computational trading vehicles.  

ANALYSIS 
 

In 2015, five years after the Flash Crash, both the CFTC and the DOJ 

filed civil and criminal actions against Sarao. The DOJ indicted Sarao on 

twenty-two criminal counts, including spoofing, wire fraud, commodities 

fraud, and commodity price manipulation.12 The DOJ’s evidence supported 

that Sarao placed several simultaneous large-volume orders at various prices 

on the Chicago Mercantile Exchange (CME).13 Sarao utilized a modified 

automated trading program to execute these orders and cancel them before 

they were fully processed. By doing so, he created the false appearance that 

there was a substantial stock supply, which fraudulently induced other market 

participants to react by selling or buying stocks. This mechanism artificially 

lowered the price of these stocks and resulted in many brokers purchasing 

Sarao’s orders with inflated prices.14 By artificially adjusting several stock 

prices on the market, Sarao was able to induce false market perception, 

causing several stocks to crash and thousands of individuals to lose money on 

the market.  

Although Sarao took a plea agreement, several implications result 

from this case. First, the U.S. government finally realized how outdated the 

legislation is for these new types of computational trading vehicles, including 

the computer algorithms and high-frequency trading programs used on the 

exchanges. Congress adopted the Dodd–Frank Wall Street Reform and 

                                                 
11 Id. 
12 Indictment, supra note 8.  
13 Id. 
14 Id. 
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Consumer Protection Act as a response to the market crashes caused by 

manipulative practices, such as those used by Sarao.15 However, there 

continues to be an increase in these types of incidents, which are likely 

resulting from top executive's desire to increase their compensation (which is 

generally linked to his or her company's stock prices) and ensuring their 

company survives in an increasingly unstable economy.16 Fortunately, federal 

authorities are bringing more cases involving market manipulation.17 Sarao’s 

case will serve as a legal framework that will encourage prosecutors to bring 

market manipulation cases based on allegation of spoofing. Additionally, the 

cooperation between the United States and the United Kingdom authorities 

with regard to Sarao’s extradition and subsequent trial in the United States 

signifies a likely trend that there will be international enforcement of market 

manipulation practices. The United States and several other countries are now 

actively prosecuting spoofing and other market manipulation cases, which 

were previously thought to be "too vaguely defined" to be prosecuted.18  

CONCLUSION 
 

Although Sarao entered into a plea agreement with the DOJ in 

November 2016, the U.S. Congress and the DOJ have focused on ways to 

prevent and outlaw market manipulation and to expand United States’ 

jurisdiction abroad. In the meantime, traders and brokers must be aware that 

                                                 
15 The new Trump administration is looking to repeal certain parts of this legislation. See Ben 

Protess & Julie Hirschfeld Davis, Trump Moves to Roll Back Obama-Era Financial 

Regulations, N.Y. TIMES (Feb. 3, 2017), 

https://www.nytimes.com/2017/02/03/business/dealbook/trump-congress-financial-

regulations.html?_r=0) [https://perma.cc/9DMU-F9UE]. 
16 James Kaplan, Why Corporate Fraud is on the Rise, FORBES (June 10, 2010) 

http://www.forbes.com/2010/06/10/corporate-fraud-executive-compensation-personal-

finance-risk-list-2-10-kaplan.html [https://perma.cc/73VW-ZH2P]. 
17 Press Release, Dep’t of Justice U.S. Attorney’s Office S. Dist. N.Y., Father And Son 

Sentenced In Manhattan Federal Court For Market Manipulation Scheme (Feb. 16, 2017), 

https://www.justice.gov/usao-sdny/pr/father-and-son-sentenced-manhattan-federal-court-

market-manipulation-scheme [https://perma.cc/A9FH-T3R4]; Press Release, Dep’t of Justice 

U.S. Attorney’s Office S. Dist. N.Y., John Galanis Pleads Guilty In Manhattan Federal Court 

To Market Manipulation (July 20, 2016), https://www.justice.gov/usao-sdny/pr/john-galanis-

pleads-guilty-manhattan-federal-court-market-manipulation [https://perma.cc/5KEQ-WURA].  
18 Richard Satran, Spoofing or just fast trading? Chicago case helps unwrap mystery, 

REUTERS (Nov. 19, 2015), http://blogs.reuters.com/financial-regulatory-

forum/2015/11/19/spoofing-or-just-fast-trading-chicago-case-helps-unwrap-mystery/ 

[https://perma.cc/2ZFF-BZT5]. 

http://financial-dictionary.thefreedictionary.com/Opening+Automated+Reporting+System
http://financial-dictionary.thefreedictionary.com/Opening+Automated+Reporting+System
http://financial-dictionary.thefreedictionary.com/Opening+Automated+Reporting+System
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the law is catching up to technology and that the DOJ is actively pursuing 

those that previously might have been able to use technology to avoid 

lawsuits. 

As government actors continue to examine ways to prevent market 

manipulation a proper understanding of the technology used by financial 

markets is essential in balancing free trade and protection of consumers’ rights
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INTRODUCTION 
 

In an increasingly globalized world, the emergence of decentralized 

systems of virtual currency has created a way for individuals to quickly and 

easily transfer value directly to one another without the need for a trusted 

third-party intermediary. While this is useful to many individuals, it creates 

challenges for society. Cryptocurrencies,1 such as Bitcoin, are often 

anonymous, and governments lack the ability to regulate or even track 

transfers. This can facilitate crime, as in the case of Silk Road, an online 
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marketplace for the illegal sale of drugs and weapons.2 Some users have also 

reported theft of their virtual currencies, which is difficult to even prove as a 

result of their anonymous nature,3 and there is the further potential of these 

currencies being used to facilitate tax evasion. Ultimately, it may be possible 

that the advantages of digital currencies do not have to coexist with the 

current disadvantages. Identifying why legal users seek anonymity in 

cryptocurrencies and what that anonymity provides could lead to a better 

application of the technology to harness its potential without increasing crime. 

This literature review will discuss Prof. Omri Marian’s publications regarding 

cryptocurrencies and tax evasion, privacy in general, as well as anonymity in 

cryptocurrencies. It will conclude by suggesting alterations to the framework 

proposed by Marian that could achieve both privacy, and control over tax 

collection. 

MARIAN’S RESEARCH AND CONCLUSIONS 
 

Cryptocurrencies have proven challenging for governments because 

anonymity and lack of trusted intermediaries, such as banks, allow the 

currencies to be used as tax havens by their users.4 Marian considered these 

challenges in his 2013 article, Are Cryptocurrencies Super Tax Havens?. He 

outlines two parallel developments that could potentially lead to 

cryptocurrencies becoming untraceable tax havens, namely increasing use of 

cryptocurrencies, and the reliance of tax enforcement on financial 

intermediaries.5 

The first development is the increasing popularity and acceptance of 

cryptocurrencies, coupled with their anonymous and untaxed nature. 

Cryptocurrencies are now accepted in a range of businesses, and the most 

successful one, Bitcoin, is accepted even by major retailers such as Microsoft, 

Dell, and Subway.6 Bitcoin’s availability as a medium of exchange for goods 

                                                 
2 See, Benjamin Weiser, Man Behind Silk Road Website Is Convicted on All Counts, N.Y. 

TIMES (Feb. 4, 2015), https://www.nytimes.com/2015/02/05/nyregion/man-behind-silk-road-

website-is-convicted-on-all-counts.html [https://perma.cc/NS87-TW5Y]. 
3 Fergal Reid & Martin Harrigan, An Analysis of Anonymity in the Bitcoin System, in 

SECURITY AND PRIVACY IN SOCIAL NETWORKS 197, 214 (Yaniv Altshuler et al. eds., 2013). 
4 Omri Marian, Are Cryptocurrencies Super Tax Havens?, 112 MICH. L. REV. FIRST 

IMPRESSIONS 38, 38-39 (2013). 
5 Id. 
6 See, Jonas Chokun, Who Accepts Bitcoins As Payment? List of Companies, Stores, Shops, 

(Feb. 6, 2017), https://99bitcoins.com/who-accepts-bitcoins-payment-companies-stores-take-

bitcoins/ [https://perma.cc/9VHH-T9PZ]. 
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and services eliminates the necessity for Bitcoins to be converted back to 

traditional currency, making it increasingly integrated in the real economy.7 

The second development is the targeting by the U.S. government of financial 

intermediaries in order to combat current tax evasion. The Foreign Account 

Tax Compliance Act (FATCA) is aimed at punishing foreign banks for failing 

to disclose the identities of accountholders, when those accountholders are 

U.S. taxpayers.8 Consequently, there have been a number of arrangements 

between the United States and other nations to circumvent foreign bank 

secrecy laws, and thereby expose tax evasion by U.S. citizens.9 Taken in 

combination, the anonymity and lack of intermediaries in the transactions 

make it impossible to continue the intermediary-based tax enforcement 

mechanisms, and will lead to cryptocurrencies becoming tax havens for U.S. 

tax payers.10 

In 2014, Marian revised his paper based on newly available research, 

in the article A Conceptual Framework for the Regulation of 

Cryptocurrencies.11 In this work, he proposes a regulatory framework that 

would maintain the current levels of privacy and cost to criminal action 

despite the development of cryptocurrencies.12 Marians’s argument updates 

the premise of both developments outlined in his previous paper. It concedes 

that Bitcoin is not actually anonymous, and that its pseudo-anonymous nature 

leads to the possibility of tracing money transfers and potentially identifying 

users. Similarly, it recognizes that intermediaries are a result of market forces 

and have naturally developed in various forms in the Bitcoin market as well. 

He also identifies major retailers as a good intermediary to leverage in 

combating illicit activity in this new system.13  

Marian recommends an elective tax on anonymity during a purchase.14 

In his framework, a buyer using a cryptocurrency account could either pay an 

anonymity tax when making a purchase or disclose his or her identity, at 

which point the tax would not be levied. He proposes for this cryptocurrency 

transaction tax to be more likely to result in an over-collection of taxes after 

                                                 
7 Marian, supra note 4, at 39.  
8 Id. at 41. 
9 Id. at 41. 
10 Id. at 46. 
11 Omri Marian, A Conceptual Framework for the Regulation of Cryptocurrencies, 82 U. CHI. 

L. REV. DIALOGUE 53, 53-54 (2014). 
12 Id. 
13 Id. at 66. 
14 Id. at 64. 
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the assumption that no income tax has been paid on the money used.15 This 

would incentivize the user to identify themselves,16 for example through a 

private identification number, as it already exists in credit or debit cards.17 

Finally, Marian addresses various possible criticisms of his regulatory system, 

including the assumption that it would break down if a completely anonymous 

cryptocurrency was created. He concludes this statement by suggesting that 

such a currency would be unlikely to succeed, considering there is a necessity 

for trust in the financial market.18 

In the first part, this literature review will consider the utility of 

privacy and anonymity for legal users of a currency, and will give an outline 

of the current judicial view on the right to privacy in the context. The second 

part will further analyze the anonymous nature of cryptocurrencies and argue 

that a completely anonymous system may not only be possible, but could be 

successful in the market. Finally, the third part will examine the implications 

such an anonymous currency would have on Marian’s proposed 

cryptocurrency transaction tax, both in the context of tax evasion and criminal 

activity in general. 

PRIVACY AND ANONYMITY IN SOCIETY 
 

In his 2014 paper, Marian attempted to create a framework of 

regulation that would allow for privacy in banking to stay approximately at 

the level it is now. He argued that, while privacy hindered tax collection, 

privacy has its own societal advantages, and maintaining the currently level of 

financial privacy may be desirable.19 In order to better contextualize Marian’s 

argument, the following section will outline a number of definitions of 

privacy, how privacy may serve society, and what types of privacy other than 

anonymity could serve the user base of cryptocurrencies. 

A right to privacy in American law was first mentioned in a Harvard 

Law Review article by Warren and future Justice Brandeis, who defined it as a 

“right to be left alone.”20 Papers in sociology, psychology, and philosophy, 

                                                 
15 Id. at 65. 
16 Marian, supra note 11, at 65. 
17 Id. at 62. 
18 Id. at 67.  
19 Id. at 56. 
20 Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 193, 195 

(1890). 
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however, have progressed beyond that definition.21 While the advantage of 

embarrassing facts about an individual staying private is likely the most 

obvious, the use of privacy also extends to everyday life. In a 1975 article, the 

philosopher James Rachels argues that the multifaceted nature of humans and 

their interactions makes some level of privacy necessary.22 While someone 

may employ one type of behavior towards a child, the same person will show 

different behavior towards a co-worker, spouse, or political figure. Thus, it is 

important for that person to be able to select the way they are perceived by 

each audience, an ability which is furthered by autonomy over one’s 

information. Privacy can therefore also be understood as a person’s ability to 

control the information they provide to each group of people, or selective self-

presentation.23 

This concept can also be expanded to society as a whole. With various 

groups representing “one-tracked and monopolistic” viewpoints, individuals 

require the use of discretion and privacy to navigate the intricate web of social 

interaction and exist on a spectrum in-between.24 In consequence, each person 

only knows that which is required of them to know within any given social 

context, be it private, public, or business-oriented. This allows for individuals 

to both represent themselves as they wish to in each interaction, and to 

minimize the difficulty of remembering information irrelevant to the 

context.25 Verschraegen argues that such compartmentalization of information 

is also useful for government, as “prohibition of political interference in 

legally recognized private spheres relieves the political system from decision 

making on a wide range of issues.”26 In essence then, privacy serves society 

by allowing information to be compartmentalized to its relevant audiences, 

relieving others of responsibility, as well as allowing individuals to exist on a 

continuum between extreme attitudes. 

Looking at currency in particular, it is clear that most financial 

transactions will transcend groups, identities, and behavior. The same person 

who may be donating to a Democratic campaign could be donating to pro-life 

organizations, using the same currency to do both. While there may not be a 

                                                 
21 Katayoun Baghai, Privacy as a Human Right: Sociological Theory, 46 SOC’Y. 951, 952 

(2012). 
22 James Rachels, Why Privacy is Important, 4 PHIL. & PUB. AFF. 323, 326 (1975). 
23 Baghai, supra note 21, at 956. 
24 Id. at 954. 
25 Id. 
26 Id. at 957; G. Verschraegen, Human Rights and Modern Society: A Sociological Analysis 

from the Perspective of Systems Theory, 29 J. L. & SOC’Y. 258, 272 (2002). 
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problem with that, it should be the choice of the individual whether to disclose 

either one of those actions to the other group, and a lack of privacy in 

financial transactions threatens the ability to do so. This issue also touches on 

the subject of equality. Will one of the groups behave differently towards the 

individual if they know about the other donation? Does the individual have a 

right to be treated equal to everyone else in the group regardless of 

tangentially related activities?  

However, as is often noted in similar discussions,27 privacy rights can 

also shield criminality. If perpetrators will be treated equally to everyone else 

in other contexts, illegal actions will have less negative impact on their lives, 

decreasing the potential cost of such conduct. As mentioned by Marian, this 

will increase the utility of criminal action, leading to an increase of such 

behavior by rational actors.28 

In the context of privacy as compartmentalized information, it may not 

be necessary to have total anonymity, however. In 1967, Westin proposed four 

states of privacy: Solitude, anonymity, reserve, and intimacy.29 Solitude is 

defined as a removal from other people and not applicable here. Anonymity 

refers to the state of interacting with others without disclosure of one’s 

identity, and is what is so far the goal of many cryptocurrency developments. 

Reserve describes a person’s control over the disclosure of information. 

Finally, intimacy is the state of disclosing information only within an in-group 

environment.30 The final two categories are most applicable to the description 

of privacy above, and were also analyzed in the context of online interaction 

before: In psychological literature, Taddiken investigated privacy in the 

context of social interaction, and came to the conclusion that forms of privacy 

other than anonymity can serve to achieve gratification for social media 

users.31 Transferred to financial interactions, it may therefore be possible to 

satisfy the need for privacy needed without resorting to anonymity. Better 

separation of who has access to what set of information about a user’s 

financial transactions could even lead to increased privacy as well as 

increased cost of criminal action. 

 

                                                 
27 Sarah Meiklejohn et al., A Fistful of Bitcoins: Characterizing Payments Among Men with 

No Names, 59, 4 COMMC’N OF THE ACM 86, 86 (2013). 
28 Marian, supra note 11, at 60. 
29 See, ALAN F. WESTIN, PRIVACY AND FREEDOM 31 (1967). 
30 Monika Taddicken & Cornelia Jers, The Uses of Privacy Online: Trading a Loss of Privacy 

for Social Web Gratifications?, PRIVACY ONLINE 143, 145-148 (2011).  
31 Id. 
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Privacy in Law 

 

While sociological and psychological papers show the need of both 

society and individuals for privacy, and suggest that it was already around 

before the modern systems of government, the concept of a legal right to 

privacy is relatively young. It was only in 1890 that the right of privacy was 

suggested in the Warren/Brandeis article in Harvard Law Journal.32 

Consequently, there are not as many judicial decisions about the right per se 

as one would expect. However, it is possible to assess the judicial opinion on 

privacy from the opinion’s balancing between the interests of individuals and 

the state.33 

In the Bowers v. Hardwick34 and Lawrence v. Texas35 line of cases, the 

Supreme Court weighed whether the Fourteenth Amendment protection of 

liberty and privacy extended to homosexual sodomy in the petitioners’ home. 

Overruling Bowers in Lawrence, the Court ultimately concluded that it did, 

stating that petitioners were “entitled to respect for their private lives.”36 

Similarly, a lot of Fourth Amendment jurisprudence weighs an individual’s 

privacy against the government interest to pursue crime. In this regard, the 

Supreme Court decided in Silverman v. United States that even intruding into 

the home by a fraction of an inch would be too much,37 and then extended this 

protection in Katz v. United States to places in which an individual had 

manifested a subjective expectation of privacy that was seen as reasonable by 

society.38 In Tehan v. United States, the Court also stated that the Fifth 

Amendment reflected the right of an individual to have “a private enclave,”39 

and in NAACP v. State of Alabama stated that the First Amendment gave an 

individual “freedom to associate and privacy in one’s association.”40 While 

many of these cases show that the Supreme Court strongly recognizes the 

right of individual citizens to live undisturbed from government interference, 

Fourth Amendment jurisprudence of the Court also shows a different 

approach when it comes to information already disclosed to third parties. In 

                                                 
32 Warren & Brandeis, supra note 20. 
33 Baghai, supra note 21, at 959. 
34 Bowers v. Hardwick, 478 U.S. 186, 186 (1986). 
35 Lawrence v. Texas, 539 U.S. 558, 558 (2003). 
36 Id. at 578. 
37 Silverman v. United States, 365 U.S. 505, 512 (1961). 
38 Katz v. United States, 389 U.S. 347, 347 (1967). 
39 Tehan v. United States ex rel. Shott, 382 U.S. 406, 416 (1966). 
40 NAACP v. State of Alabama, 357 U.S. 449, 462 (1958). 
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cases such as United States v. Miller, the Court has repeatedly held that the 

Fourth amendment does not protect information disclosed with third parties, 

even when the information has been disclosed on the assumption that it will 

be limited in use.41 

While these decisions of jurisprudence extend clear protection to 

certain aspects of an individual’s privacy, they are largely in line with the 

“right to be left alone” explained by Warren and Brandeis. Looking at the 

concept of privacy as a separation of information for relevant audiences as 

suggested by Baghai, the current state of judicial decisions seem to be a strong 

violation of the individual’s interest in controlling the information about 

themselves. If an individual discloses information to a third party, such as a 

bank, an insurance provider, or a telecommunication provider, such 

information would not be considered protected. This is the case even though 

the individual may have very deliberately exercised a level of control over 

which information they have shared with which group. It therefore seems that, 

while the judicial system strongly supports the right to privacy, the 

jurisprudence has not yet moved beyond the context of Warren. In light of 

increasing collections of information vital to a person’s identity online, such a 

move may however be necessary, especially if the judicial system wants to 

remain true to the statement made in NAACP. Notably, Justice Sotomayor’s 

concurrence in United States v. Jones pointed out that “the premise that an 

individual has no reasonable expectation of privacy in information voluntarily 

disclosed to third parties . . . is ill suited to the digital age . . .”42 

In summary, it appears that the need for privacy of financial 

interactions and the government’s need to control criminal activity may not be 

mutually exclusive. Since anonymity in financial interactions is not 

necessarily a requirement for privacy of an individual’s actions, the move 

towards a separation of the two will require a recognition of the separation of 

various types of information by the government. While the legal system does 

support the right of privacy for an individual, the current perspective on 

privacy as a right to be left alone will not be sufficiently subtle to support such 

a separation.  

 

 

                                                 
41 United States v. Miller, 425 U.S. 435, 445 (1976). 
42 United States v. Jones, 565 U.S. 400, 417 (2012). 
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ANONYMITY IN CRYPTOCURRENCIES 
 

While technology seems to present further complications for privacy, 

making the balancing act between various interests of society and individuals 

increasingly difficult, technology may also provide the solution. Assuming 

that privacy is served through guaranteeing that only a permitted group has 

access to any one area of information at a time, it may be possible to 

technologically grant the government the ability to access an individual’s 

records to detect tax evasion or criminal activity, while decreasing access to 

other types of information and therefore increasing the level of privacy the 

individual enjoys. In that way, the technology itself could move towards a 

compromise with the current legal system, allowing for faster adaption of the 

judicial decisions to the currencies. The following section will outline the 

current state of cryptocurrency anonymization, as well as developments 

towards this direction. 

 

How Do Cryptocurrencies Work? The Example of Bitcoin. 

 

Any electronic currency has to implement mechanisms to establish 

ownership, protection against double spending, anonymity, privacy, and 

issuance of new currency.43 After a number of less successful electronic 

currencies, Bitcoin’s success was based on how it addresses these challenges, 

which has been copied in a number of later attempts. Since there is no central 

authority to issue currency, Bitcoin currency can be generated by anyone 

through “mining.” With Bitcoin, miners use special software to solve complex 

math problems and are issued a certain number of bitcoins in exchange.44 

Each user can make a public statement to the Bitcoin network, stating the 

amount of Bitcoin transferred, as well as accounts from which to transfer and 

accounts to transfer to. The Bitcoin network records any such transactions of 

existing bitcoins between users, which are added to a public ledger, called the 

blockchain. The process of mining does not only create new currency, but is 

the process of creating the next entries in this ledger, which is essential for the 

operation of the system. Bitcoin are kept in a “wallet,” specialized software 

that stores the public and private key pairs associated with previous and 

                                                 
43 Reid & Harrigan, supra note 3, at 200. 
44 Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, BITCOIN (Mar. 27, 

2013), http://bitcoin.org/bitcoin.pdf [https://perma.cc/BZG2-NHA5]. 
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potential transactions.45 Every transfer between two accounts has its own 

public key to be identified, as well as the previous owner’s private key to 

authorize the transaction. While it is possible to reuse a public key for a 

transaction, it is generally considered good practice to create a new pair of 

keys for each transaction. Since no identifying information is needed in the 

creation of a wallet, there is a certain level of initial anonymity associated 

with Bitcoin. The blockchain is particularly notable, as the decentralized 

nature of the system requires this public ledger as a safeguard against double 

spending.46 However, the availability of the entire transfer history also means 

that there are many data points from which it is possible to reverse engineer 

information on users or user behavior.  

 

Bitcoin Anonymity 

 

Even though Bitcoin has been treated as a currency in which users 

enjoy anonymity during the first years of its operation, anonymity in 

cryptocurrencies is not as easily achieved as one might assume. In the past 4 

years, various academic papers have looked into the anonymity aspects of 

cryptocurrencies in general, and Bitcoin in particular. 

Bitcoin can consequently be said to not reach to the level of 

anonymous transactions. Various papers have used the blockchain ledger in 

order to passively analyze the transactions and user bases of Bitcoin, 

identifying up to 40% of users through various methods.47 In particular, 

grouping many accounts and transactions together by using the underlying 

transfer rules and accepted procedures in Bitcoin, makes it possible map the 

system and trace money. For example, if one public key is associated with a 

real ID, such as a tweet of a public key to elicit donations, it is possible to also 

identify other public keys (and therefore bitcoins) that are likely owned by the 

same user, but have not been publicly mentioned. Adding to this, the analysis 

                                                 
45 Public keys can be understood as the publicly identifiable number of each transfer, a private 

key as the “password” to confirm ownership of the transaction. See, e.g. Reid & Harrigan, 

supra note 3, at 203. 
46 Double spending concerns the potential problem of an existing bitcoin being sent to two 

different recipients without the system being able to realise this in time. See, e.g. Jordi 

Herrera-Joancomartí, Research and Challenges on Bitcoin Anonymity, in 8872 DATA 

PRIVACY MANAGEMENT, AUTONOMOUS SPONTANEOUS SECURITY, AND SECURITY 

ASSURANCE, LECTURE NOTES IN COMPUTER SCIENCE 3, 5 (Joaquin Garcia-Alfaro et al. eds., 

2015). 
47 Id. at 9. 
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of TCP/IP48 makes the system even more vulnerable to deanonymization. 

Koshy et al. were able to create a mapping of the network independent from 

blockchain analysis.49 This was furthered by Kaminsky, who used 

combination of the blockchain analysis with TCP/IP in order to map user 

accounts to IP addresses and therefore locations.50 

All of these possible attacks are facilitated further by active 

participation. Meiklejohn et al. used their bitcoins, transferring them to known 

users in order to trace the flow of their money through the system and deduce 

additional information.51 This is very effective on the level of individual 

attackers, but would be even more so if it were conducted by a government 

that is capable of legally compelling the participation and disclosure by many 

legitimate actors. In particular, compelling the naturally formed intermediaries 

would add to the effectiveness of such an attack. While services that exchange 

Bitcoin with real currencies used to be the dominant intermediary, there has 

also been a development of online wallet providers, coin swapping services, 

and others which have gained prominence.52 The online wallet providers, for 

example, make Bitcoin wallets more accessible to the general public by 

merely requiring a setup similar to an email account. Further, wallets do not 

require their own software and may be access from a web browser on any 

device. This function resembles a bank at the front end, holding the account 

information of various customers, but is not comparable to a traditional bank 

in the back-end service, as it is not holding the money or facilitating the 

transfer. The convenience of online wallets comes at the expense of decreased 

security, as service providers generally keep record of at least, but sometimes 

more than, one IP address associated with an account. 

Overall, the anonymity in Bitcoin does not appear to be particularly 

strong. With an increasing number of confirmed data points, it becomes much 

easier to determine the identity and behavior of the others. Because the 

blockchain contains all transfer data, users may be easily identified, and even 

                                                 
48 TCP/IP or Transmission Control Protocol/Internet Protocol refers to the protocols 

underlying basic communication between computers on the internet. See, e.g. Definition of: 

TCP/IP, PC MAGAZINE, http://www.pcmag.com/encyclopedia/term/52614/tcp-ip (last visited 

Apr. 4, 2017) [https://perma.cc/B93F-PAQ9]. 
49 Philip Koshy et al., An Analysis of Anonymity in Bitcoin Using P2P Network Traffic, in 

8437 FINANCIAL CRYPTOGRAPHY AND DATA SECURITY 469, 467 (Nicolas Christin & 

Reihaneh Safavi-Naini eds., 2014). 
50 Reid & Harrigan, supra note 3, at 202. 
51 See generally Meiklejohn et al., supra note 27, at 89. 
52 Marian, supra note 11, at 53-54. 
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users that actively protect their identity may be vulnerable. It is important to 

note, however, that bitcoin was not created to enable complete anonymity,5354 

and that maintaining the core script’s integrity takes precedent with the 

community around the code. Thus, while multiple processes have been 

proposed for increasing the anonymity of Bitcoin, none of them have been 

implemented or are likely to be implemented. Consequently, there are a range 

of alternative cryptocurrencies that are not yet as common as bitcoin, but 

which are built on lessons learnt from its vulnerability to deanonymization. 

 

Developments in Anonymity  

 

Cryptocurrencies currently face the tension between keeping a user's 

information confidential and barring double spending. A decentralized system 

must have a publicly available ledger in order to avoid double spending, such 

as Bitcoin’s block chain. If accessed, however, this transfer information may 

be exploited by others and diminish anonymity55. 

While most current systems disclose all individual transactions in the 

public ledger, it is also possible to create a system that uses a zero-knowledge 

proof in order to validate its interactions. Such a system would generate 

mathematical proof that all transactions have been valid, without actually 

disclosing the individual transactions. This system requires a trusted setup and 

would be open to manipulation by the authors.56 One of the cryptocurrencies 

currently pursuing this is Zerocash, a successor to Zerocoin: their 

development is moving into a direction of distributing the trusted setup to 

multiple nodes which, assuming that at least one of the nodes destroys the 

relevant files, make it theoretically secure.57 The computation of the proof 

would therefore be so far distributed that a manipulation would not only be 

statistically improbable, but practically impossible. 

 

Theoretical vs. Practical Implementation 

 

                                                 
53 Nakamoto, supra note 44. 
54 Reid & Harrigan, supra note 3, at 198. 
55 Id. 
56 Eli Ben-Sasson et al., SNARKs for C: Verifying Program Executions Succinctly and in Zero 

Knowledge, 8043 ADVANCES IN CRYPTOGRAPHY – CRYPTO 2013, 90 (2013). 
57 Ian Miers et al., Zerocoin: Anonymous Distributed E-Cash from Bitcoin, IEEE SYMPOSIUM 

ON SEC. & PRIVACY (2013). 
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A further problem of anonymity is that, while it may be possible to get 

a perfectly anonymous system in theory, the implementation will always 

suffer from use-related insecurity. Considering many people have become 

comfortable with sharing the details of their lives social media, much of the 

previously mentioned academic research was able to determine identities 

based on the user’s own posts on twitter and similar media. While a system 

can attempt to mitigate such disclosures, widespread lack of awareness over 

what one should or shouldn’t do in order to keep one’s privacy will 

necessarily create many points of potential attack. 

In the same context, a lot of the currency will necessarily have 

overlaps with real economies, with many users being neither tech experts, nor 

particularly concerned with their privacy.58 If A and B have used the 

transaction in order to buy clothing online, which is shipped to their home 

addresses and has their names and prices associated with it, C’s transaction 

will be far easier to determine. While theoretical anonymity is therefore 

difficult to achieve, anonymity of a widespread cryptocurrency in practice will 

be yet another step from it. 

Nevertheless, there are many developments towards greater 

anonymity, many of which seem at least theoretically feasible59. While the 

implementation still seems a number of years, or even decades away, 

computing capacity is steadily increasing and the cryptologists are learning 

from many issues with Bitcoin.  

POTENTIAL ADJUSTMENTS TO MARIAN’S REGULATORY FRAMEWORK 

Challenges to the System 

 

Despite the previously mentioned difficulties, it is within the realm of 

possibility that a cryptocurrency will be anonymous, or at least difficult 

enough to crack that it loses feasibility on a large-scale level. If this is on the 

basis of a zero-knowledge scheme, Marian’s concern that there would not be 

enough trust in the system for it to work would be eliminated, as users would 

have mathematical proof of the currency’s trustworthiness without the need to 

be able to check the history of transactions.60 That there can be trust in a 

                                                 
58 See Marian, supra note 11, at 67.; see also, Monika Taddicken & Cornelia Jers, The Uses of 

Privacy Online: Trading a Loss of Privacy for Social Media Gratification?, in PRIVACY 

ONLINE 143, 143-144 (Sabine Trepte & Leonard Reinecke eds., 2011). 
59 See generally Christina Garman, et al., Rational Zero: Economic Security for Zerocoin with 

Everlasting Anonymity, in FINANCIAL CRYPTOGRAPHY AND DATA SECURITY (2014). 
60 Id. 
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system that one does not fully understand is also shown by the large influx of 

users into the Bitcoin system while it was still widely considered anonymous. 

While most users were likely not tech experts who would have been able to 

confirm the trustworthiness themselves, they trusted the perception of its 

trustworthiness.61 Consequently, the most extreme scenario would be a trusted 

currency that would effectively become a black box for outsiders. Any money 

that is put in disappears to the person not holding the key, and it is impossible 

to determine the path of the money when it leaves the system.  

The effect this would have on Marian’s proposal is significant: a given 

user A could earn money through illicit activity and then pay the anonymity 

tax without fear of any trace to his illicit activity. A bolder user B may earn 

money through illicit activity, and then claim to have gotten to the level of 

wealth through fluctuations in the market, effectively avoiding the anonymity 

tax and simply declaring the money as gains from capital assets. Even at a less 

extreme level, an otherwise law abiding user C could shift his income from 

capital gains to ordinary income or reverse without fear of repercussions.  

 

Proposed Adjustments 

         Input Control Scenario 

 

A potential way of combating this would be to accept the black box 

scenario, but require all input into the cryptocurrency be declared within a set 

time frame. This would allow for any tax authority to match declared input to 

declared output, including time stamps, and reduce the possibility for tax 

evasion. User C from the previous example would have a declared input, 

calculated gain or loss, and declared output which can be matched to them. 

Any discrepancy in output can be put down to undeclared input (if it is higher 

than expected), saving (if lower), or partial use of the anonymity tax (if 

lower). The indeterminate state of savings or use of the anonymity tax could 

be declared by the user at the end of the year, with the savings carrying over. 

This system would, however, suffer from the potential of a user spending their 

money through the anonymity tax when speculating for a fall of the currency 

value, and consequently registering a loss on capital assets that is far greater 

than what they have actually incurred.  

Input and Output Control Scenario 

 

                                                 
61 Anthony Vance, et al., Using trust and anonymity to expand the use of anonymizing systems 

that improve security across organizations, SEC. J. 1, 11 (2015). 
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A system that would eliminate privacy but stop users A and B as well, 

would be to eliminate the elective tax, leading to a requirement to declare 

input, as well as a requirement to identify oneself when purchasing with 

cryptocurrency. Since the current way of purchasing things electronically and 

from a distance is to use a credit card, this is unlikely to diminish privacy over 

the current state, as the users still have the alternative of paying cash in 

person. This framework would also be more easily integrated into the existing 

scheme of income taxation, while the previous example would be a mix of 

income and consumption tax which would be more difficult to implement. 

 

 

Crypto-Control Scenario 

 

Finally, it may be possible to further adjust this system as a result of its 

digital nature, in order to increase the level of anonymity while decreasing the 

potential for tax evasion and money laundering: Following a users’ electronic 

declaration of input into the black box, the government could issue its own 

cryptographic token, stating the declared value and timestamp, as well as a 

cryptographic hash62 of some means of identifying the users money. The 

existence of such a token and related adjustment software at the retailer end 

would allow for someone who opted into this system to pay without disclosing 

their identity, while giving the retailer confirmation that the money used in the 

transaction was legitimately declared as income. The software at the retailer 

end would calculate the amount to be deduced based on a timestamp, and 

return the token with its diminished value. Once the value of the token runs 

out, any additional funds that are left over will have to be paid while 

disclosing one’s identity again, as the discrepancy will be due to illicit funds, 

or capital gains.  

Depending on the implementation of such a system parallel to the 

currency, various degrees of privacy and anonymity could be achieved. For 

example, it would be possible to disclose more information to the retailers, 

eliminating privacy at that end, but making it impossible for the government 

to trace all purchases. Conversely, it may be possible to disclose more 

information on the government’s end, making it possible to trace purchases in 

                                                 
62 In this context, hashing is referring to cryptographic hashing, enabling the shop to verify 

that the token used is associated with the money being spent, without making it necessary for 

the government to be informed of the spending, or for the shop to be informed of the amount 

taxed. 
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general, but allowing for the user to remain unknown to the retailers. Finally, 

it may even be possible to create a system where it would be possible for the 

government to access the overall amounts earned and spent by an individual 

within the currency, without the ability to tell where it was spent. While none 

of these scenarios would satisfy the state of “being left alone,” they would all 

allow for the user or at least the collective of users, to control which 

information is accessible by which group of people. 

CONCLUSION 
 

The development of cryptocurrencies and their successors will 

undoubtedly continue into the far future, and regulation of it in order to 

discourage its use as a tool for crime while retaining its advantages will be an 

ongoing challenge. This literature review outlined the various types of privacy 

that may be achieved by the technologies used in cryptocurrencies, and 

determined that it might be possible to satisfy the need for privacy without 

reaching anonymity. It further considered the current state and developments 

of anonymity in cryptocurrencies, and concluded that complete anonymity 

was theoretically possible but far from practical implementation. Looking into 

Marian’s proposed framework for regulation of cryptocurrencies, it was 

considered what problems the emergence of a blackbox-type cryptocurrency 

would create for it, and a number of solutions were proposed. Ultimately, the 

literature review suggested that the technology may be adjusted in tandem 

with government regulation to serve both society’s need for privacy as well as 

its need to deter criminal activity.  

Considering the ongoing development of cryptocurrencies and 

cryptography in general, as well as the theoretical possibility of unbreakable 

encryption, it is important to consider the implications of such an occurrence 

for legislature and regulations. To balance the line between regulation and 

maintaining privacy, it may also be possible to use the same technologies that 

are creating the problems in order to aid their regulation.
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INTRODUCTION 
 

The freedom to contract is one of the oldest and most basic tenets of 

the American legal system. Subject to limited judicial and statutory 

exceptions, parties have been and are generally afforded carte blanche in 

determining the terms of a binding agreement and how those terms are 

memorialized. The recent emergence of “smart contracts,” that are stored and 

executed using distributed ledger technology, is another step forward in the 

process of computerized contracts, following electronic delivery of signatures 

through PDF and fax to today’s digital signature services. What makes smart 

contracts unique, however, is that they not only involve the automation of 

contract formation, but also the execution of the contract’s terms.  

 

                                                 
* Jenny Cieplak is a counsel in the Corporate Group at Crowell & Moring LLP and is the head 

of the firm’s blockchain and distributed ledger technologies initiative. © 2017, Jenny Cieplak 

and Simon Leefatt. 
* Simon Leefatt is an associate in the Corporate Group at Crowell & Moring LLP and is a 

member of the firm’s blockchain and distributed ledger technologies initiative. © 2017, Jenny 

Cieplak and Simon Leefatt. 
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WHAT IS A SMART CONTRACT? 
 

There exists no universally accepted definition of a smart contract. 

Generally, smart contracts are computer protocols that implement the terms of 

a negotiated contract in a self-executing manner. These contracts may either 

be written entirely in standalone code, coupled with traditional written 

agreements reflecting the same negotiated terms codified in the code, or 

partially governed by both code and a traditional written agreement that is 

incorporated by reference in the code itself. Smart contracts have broad 

applicability and, as a result, they may be used to govern or facilitate many 

types of financial transactions. 

Nick Szabo, who is considered by many to have been the originator of 

the smart contracts concept, described the concept of incorporating contract 

terms into computer hardware and software by describing a car lien.1 Without 

smart contracts, if the owner fails to make payments on the loan secured by 

the car, the lender must go through the process of repossessing the car. By 

using a self-executing smart contract to enable a hardware and software 

function in the car, a lender can make it impossible for the owner to start the 

car if the owner fails to make payments. Once the loan has been completely 

paid off, the smart contract can automatically add a new function that disables 

the previous function.2   

Another example, which does not implicate problematic considerations 

of wealth inequities, is derivative contracts. Consider an interest rate swap, 

where Party A agrees to pay to Party B each month an amount equal to 5% of 

notional amount X, and party B agrees to pay to Party A each month an 

amount equal to some floating rate of interest of notional amount X. In real 

life, Party A and Party B determine whose payment is larger, and exchange a 

net amount. Basically, Party A is betting that the floating rate of interest will, 

on average, be more than 5%, so that he always receives the monthly 

payment, and Party B is betting the opposite.  

                                                 
1 Nick Szabo, The Idea of Smart Contracts, NICK SZABO’S ESSAYS, PAPERS, & CONCISE 

TUTORIALS (1997), 

http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinter

school2006/szabo.best.vwh.net/smart_contracts_idea.html [https://perma.cc/YED2-ACVP]. 
2 If the smart contract is on a blockchain-inspired distributed ledger, the security interest 

transaction cannot be deleted (as transactions are permanently encoded), but it can be 

reversed. Kadhim Shubber, Banks find blockchain hard to put into practice, FIN. TIMES (Sept. 

12, 2016), https://www.ft.com/content/0288caea-7382-11e6-bf48-b372cdb1043a 

[https://perma.cc/5M2X-6XE9].  
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Interest rate swaps are currently documented through transaction 

confirmations, which incorporate by reference master agreements, schedules, 

and credit support annexes.3 The master agreement, schedule and credit 

support annex, along with other optional documents, are general documents 

that govern the trading relationship of the parties, and apply to all swap 

transactions. These documents are typically executed manually, with 

signatures often delivered by fax or PDF, or by using DocuSign or another 

electronic signature service. A transaction confirmation is created for each 

swap which includes the terms of the particular swap, and may be executed 

“manually, electronically, or by some other legally equivalent means.”4 The 

terms and conditions of a particular swap thus appear on multiple transaction 

documents that are separately viewable in static form, i.e. via local copies 

either in print form or saved on a hard drive document management system. 

The parties must then access rate providers to determine periodic payments 

and send these payments from their accounts.5 Each of these processes may be 

automated to some degree,6 but they are also open to error, both human and 

computer-based. Data may be entered mistakenly, and flaws in code can also 

cause errors in information to appear. 

In addition to simply documenting the business terms of the swap, 

parties to swap transactions must undertake a large number of legal and 

compliance steps. These steps include checking counterparty eligibility, 

documenting the trade, determining whether the trade must be submitted to a 

clearinghouse, and regulatory reporting, as well as actually making payments. 

The process is extremely complex and typically involves multiple systems 

                                                 
3 Douglas Skarr, The Fundamentals of Interest Rate Swaps, CAL. DEBT & INV. ADVISORY 

COMM’N (Oct. 2004), http://www.treasurer.ca.gov/cdiac/reports/rateswap04-12.pdf 

[https://perma.cc/4TA2-VT5M]. 
4 Definition of “Confirmation,” 17. CFR 23.500. 
5 Interest rates are typically available to the public through widely available sources, but if 

payments are being made automatically, the parties are likely to want an independent party to 

confirm the applicable rate in order to prevent one party from gaming the system. Typical 

interest rate providers are Thomson Reuters and Bloomberg. Accounting and financial 

systems such as SAP allow their customers to import rate information directly from these rate 

providers. For a very technical description of how rates are imported into a company’s SAP 

systems, see Datafeed, SAP SERVS. MARKETPLACE, http://help-

legacy.sap.com/saphelp_sfin100/helpdata/en/4f/3adadc862e2e4fe10000000a42189e/frameset.

html (last visited Apr. 3, 2017) [https://perma.cc/59CX-9P3H]. 
6 Parties with significant swap business often use technology such as SAP to enter swap 

information in their accounting systems, which allows for some automation of payments. 
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across multiple parties.7 These systems may or may not be connected, and 

data may not properly transfer. Human errors such as typing mistakes (known 

as “fat finger” errors) are common as well. A misplaced decimal point in one 

party’s system could cause mistaken payments and serious disputes. Parties 

can even have disputes about whether a transaction exists or not.  

Instead, a smart contract could be used to encode the terms of the 

swap, import information from a rates provider, and automate payments from 

the parties’ accounts. Because each of these processes is based on a smart 

contract in a shared ledger rather than on multiple systems that may or may 

not interact properly, there are fewer opportunities for the parties to have 

conflicting information. The smart contract on the ledger can incorporate the 

terms of the master agreement, schedule, credit support annex and other 

relevant documents just as swap transaction confirmations do today. Some 

solutions even offer the possibility of including an encoded copy of a pdf of a 

paper contract directly on the ledger.8  

Of course, for either of the above use cases to function properly, there 

needs to be a system wherein the parties to the contract are connected. In the 

car lien example, the computerized contract that is stored in the car’s onboard 

computer needs to have a way of confirming that payments on the loan have 

been properly paid. In the interest rate swap example, the computerized 

contract which is stored on a party’s recordkeeping system needs to have 

several different types of connectivity – it must communicate with each 

party’s bank account to enable payments from one party to another, and it 

must receive information from an interest rate provider to determine the 

amount of the required payment. Many industries are looking to distributed 

ledger technology (DLT) to make this communication possible using only one 

system, rather than multiple different connection systems. 

WHAT IS DISTRIBUTED LEDGER TECHNOLOGY? 
 

A distributed ledger is essentially a database for tracking assets and 

information that can be shared among multiple participants. For example, 

                                                 
7 INT’L SWAPS & DERIVATIVES ASS’N, ISDA WHITEPAPER THE FUTURE OF DERIVATIVES 

PROCESSING AND MARKET INFRASTRUCTURE (Sept. 2016), http://www2.isda.org/news/new-

isda-whitepaper-urges-greater-standardization-and-efficiency-in-derivatives-market-

infrastructures [https://perma.cc/3DXC-8E43].  
8 Mike Hearn, Corda: A Distributed Ledger, CORDA (Nov. 2016), 

https://github.com/corda/corda/blob/master/docs/source/_static/corda-technical-

whitepaper.pdf [https://perma.cc/4GHJ-K6TA]. 
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imagine a ledger with a record of all the transactions in shares of a company’s 

stock, beginning with the initial issuance of the stock to the initial purchasers, 

and including all subsequent transfers.9  

The interesting thing about distributed ledger technology is that the 

ledger is replicated across multiple participants in a network.10 The ledger can 

be replicated in its entirety among all network participants, so that each 

participant can see all changes to the ledger, or segments can be replicated so 

that participants only see portions of the ledger that are relevant to them.11 

In each case, the ledger is not just copied from one network participant 

to another – each copy is considered the “original” copy.12 Network rules 

provide that when an asset changes hands or a transaction is created or 

modified, that resulting change in the ledger is broadcast to all copies of the 

ledger or, in a ledger system where not all participants have access to the full 

ledger, the transaction is broadcast only to the relevant parties.13  

Network participants access their assets on the ledger through 

cryptographic keys.14 Only the party or parties with the correct key or 

combination of keys can transfer or otherwise modify an asset or transaction.15   

 

 

                                                 
9 t0 platform successfully employed in the world’s first public issuance of a blockchain equity, 

GLOBAL NEWSWIRE (Dec. 22, 2016), https://globenewswire.com/news-

release/2016/12/22/901152/0/en/t0-platform-successfully-employed-in-the-world-s-first-

public-issuance-of-a-blockchain-equity.html [https://perma.cc/RX8F-FMHM]. 
10 The Digital Asset Platform, Non-Technical White Paper, DIGITAL ASSET HOLDINGS, 

https://digitalasset.com/press/digital-asset-releases-non-technical-white-paper.html (last 

visited February 5, 2017) [https://perma.cc/MP3C-ZYQ7]. 
11 Id. 
12 Richard Gendal Brown et al., Corda: An Introduction, CORDA (Aug. 2016), 

https://docs.corda.net/_static/corda-introductory-whitepaper.pdf [https://perma.cc/X6R7-

XR8R]. 
13 Id. 
14 For an explanation of cryptographic keys, see Weisiyu Jiang, Public Key Encryption, 1 

GEO. L. TECH. REV. 105 (2016), https://www.georgetownlawtechreview.org/wp-

content/uploads/2017/01/Jiang-1-Geo.-Tech.-L.-Rev.-105-2016.pdf [https://perma.cc/62UG-

5SRF]. 
15 UK GOV’T CHIEF SCIENTIFIC OFFICER, DISTRIBUTED LEDGER TECHNOLOGY: BEYOND 

BLOCK CHAIN, UK Government Chief Scientific Adviser, (2015), 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-

1-distributed-ledger-technology.pdf [https://perma.cc/L742-GNUY]. 
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SMART CONTRACTS ON A DISTRIBUTED LEDGER – AUTOMATING 

PERFORMANCE 
 

Distributed ledgers can be used to record information such as the 

interest rate swap contract described above. The portion of the contract that 

automates performance should be deterministic (i.e., it should provide for all 

possible outcomes based on relevant facts). However, to automate 

performance of the contract, the distributed ledger must also have access to 

the means of performance and any metric by which performance must be 

measured.16 In the interest rate swap example, the distributed ledger must 

have access to some asset of the parties’ in order to fulfill the parties’ payment 

obligations, and it must have access to a provider of interest rate 

information.17 

Some distributed ledgers, such as the blockchain for the 

cryptocurrency Ether, provide for the automated performance of smart 

contracts by utilizing a token that is native to the distributed ledger itself.18 

Users create smart contracts by uploading them to the blockchain and the 

contract is then propagated through the system as described above. On the 

Ethereum blockchain, a smart contract consists of program code, a storage 

file, and an account balance. The smart contract can receive money into its 

account balance and send money from its account balance. In order to invoke 

the smart contract process, the parties to the contract “contribute” a certain 

amount of Ether to the contract. This contributed Ether becomes subject to the 

smart contract and is used to fulfill the parties’ payment obligations. The 

program code runs automatically once the parties contribute their Ether, and 

pays Ether to the party that is supposed to receive it in accordance with the 

terms of the contract.   

However, contributing all of the currency necessary to make all 

payments under a smart contract is likely impracticable in many situations. 

                                                 
16 Stefan Thomas & Evan Schwartz, Smart Oracles: A Simple, Powerful Approach to Smart 

Contracts, CODIUS (Jul. 2014), https://github.com/codius/codius/wiki/Smart-Oracles:-A-

Simple,-Powerful-Approach-to-Smart-Contracts [https://perma.cc/2TBY-5YUF]. 
17 In the swap example, recall that Party A is paying an amount equal to 5% of some notional 

amount each month, and Party B is paying an amount equal to some floating interest rate, 

such as the US prime rate, multiplied by that notional amount. Thus, in order to determine 

Party B’s payment, the parties need to know what the prime rate is. 
18 Kevin Delmolino et al., Step by Step Towards Creating a Safe Smart Contract: Lessons and 

Insights from a Cryptocurrency Lab, INT’L ASS’N FOR CRYPTOLOGIC RESEARCH (Nov. 2015), 

https://eprint.iacr.org/2015/460.pdf [https://perma.cc/ML47-EA4K]. 
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Banks that are party to interest rate swaps do not want currency representing 

the entire amount potentially payable over the course of the swap to be locked 

in an account. Solutions such as R3’s Corda solve for this issue by creating 

“state objects,” and in particular “cash states.” A cash state represents an 

amount of currency that one ledger participant, typically a bank, owes to 

another ledger participant. A cash state is like a bank account maintained 

outside the distributed ledger context, in that it does not represent physical fiat 

currency held by the bank but instead represents an amount owed by the bank 

to the account holder. The smart contract can access this “cash state” as if it 

were a bank account, and require the bank to transfer a portion of the “cash 

state” to the payee.19  

In addition to having access to the means of performance, on occasion 

smart contracts may need access to outside information to determine what is 

required to perform the contract. If smart contracts, like other computer code, 

can be described as a series of “if-then” statements, to activate the process, 

one must know whether the condition has occurred.20 For example, an interest 

rate swap transaction would consist of the following “if-then” statements:  

 

• If fixed rate exceeds floating rate on first day of any month N, fixed 

rate payor pays to floating rate payor an amount equal to [fixed rate – 

floating rate] * notional amount on date that is 15 days after the end of 

month N 

• If floating rate exceeds fixed rate on first day of any month N, floating 

rate payor pays to fixed rate payor an amount equal to [floating rate – 

fixed rate] * notional amount on date that is 15 days after the end of 

month N 

 

Here, you would need someone to determine what the floating rate of 

interest is on the first day of each month. The smart contract can then 

calculate whether the floating rate is higher or lower than the fixed rate, which 

will be encoded in the smart contract. The concept of “oracles” is useful here. 

An oracle is a third-party information services provider that will digitally 

“sign” a transaction, attesting to the occurrence of specific conditions.21  

                                                 
19 Hearn, supra note 8. 
20 Nick Szabo, A Formal Language for Analyzing Contracts, NICK SZABO’S ESSAYS, PAPERS, 

& CONCISE TUTORIALS (2002), 

http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinter

school2006/szabo.best.vwh.net/contractlanguage.html [https://perma.cc/8QVS-TL6W]. 
21 Thomas & Schwartz, supra note 16. 
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Turning again to the interest rate swap example, an oracle could be 

used to provide interest rate information on a payment calculation date. The 

oracle’s digital signature would be retained on the distributed ledger so that 

parties could review the payment process and confirm that payments were 

made correctly.  

Note that parties to a smart contract will need the oracle to be a trusted 

party so that there are no insinuations that the oracle has colluded with one of 

the contract parties, or has reported incorrectly. In the interest rate swap 

example, neither Party A nor Party B can rely on the other to report interest 

rate information correctly, because both parties have an economic incentive to 

make their payment smaller than the other party’s payment. Party A, the payer 

of a fixed rate of interest, has an incentive to make the floating right higher so 

that Party B has to pay more than Party A. Party B has an incentive to make 

the floating rate lower. While there would be a penalty if either party lied, as 

performance is automated under the smart contract, the lie would cause a 

payment to be made in error, and the parties would need to correct the 

mistake. A more efficient solution would be a trusted data provider to serve 

that function, which will be neutral to both parties.  

Parties will also need to ensure that an oracle does not “go dark” and 

stop providing information, either due to technical errors or because the oracle 

simply decides to stop providing services. The oracle should agree to 

minimum standards of availability and a minimum subscription period. 

Alternatively, multiple oracles can be used for the same smart contract, using 

a “majority rules” method to determine when a condition has occurred.  

CONCERNS WITH THE SMART CONTRACT MODEL 
  

One notable recent example of smart contracts is the Decentralized 

Autonomous Organization (“DAO”), a pseudonymous, crowd-sourced 

investment vehicle using the digital currency Ether. To participate in the DAO 

smart contract, investors transferred their Ether to a common pool, similar to 

paying cash to invest in a mutual fund. The DAO smart contract code was 

designed to enable these investors to vote on how the Ether pool would be 

invested. The smart contract also contained a function that an investor could 
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invoke to enable him or her to exit from the DAO. This function, when 

executed, told the DAO where to distribute their Ether.22  

However, a flaw in the DAO smart contract code enabled a user to 

continually exercise the removal request – even though he had already taken 

out more Ether than he had put in. The flaw existed because the removal 

function could be exercised recursively – that is, the recall function could be 

exercised continually without checking whether the user had already 

withdrawn the total amount he contributed to the DAO.23 Because the 

Ethereum blockchain24 is designed to prevent rollback of transactions, and 

because there is no central authority to force the user to undo the transaction, 

there was no mechanism in the code to put the stolen Ether back into the right 

hands.25 Further, remedies outside the Ethereum blockchain, such as litigation, 

were not viable because due to the pseudonymous nature of the Ethereum 

blockchain, which made it impossible to determine the identity of the 

malfeasant user.26  

Users of smart contracts should be aware of the risks of using untested 

code in a pseudonymous or anonymous context without remedies for hacking 

or flaws in code. On networks such as the Ethereum network, anyone can 

become a network participant simply by downloading and running the code, 

                                                 
22 David Siegel, Understanding The DAO Hack for Journalists, MEDIUM (June 19, 2016), 

https://medium.com/@pullnews/understanding-the-dao-hack-for-journalists-2312dd43e993 

[https://perma.cc/77QP-S7HX]. 
23 Phil Daian, Analysis of the DAO exploit, HACKING, DISTRIB. (June 18, 2016), 

http://hackingdistributed.com/2016/06/18/analysis-of-the-dao-exploit/ 

[https://perma.cc/7KDM-EXCG]. 
24 The blockchain on which the virtual currency Ether is maintained is called the “Ethereum” 

blockchain. ETHER, https://www.ethereum.org/ether (last visited Apr. 3, 2017) 

[https://perma.cc/YC38-WRQT].  
25 Eventually, leaders in the Ethereum community determined to run a special version of the 

Ethereum blockchain that basically pretended that the DAO attack had never happened. This 

special version was accepted by operators of more than 50% of the “hashing” power of the 

Ethereum blockchain (i.e., machines comprising more than 50% of the computing power of 

all the computers operating the Ethereum blockchain). After this highly controversial patch, 

DAO investors got their funds back in a sense. However, this also effected a split or “hard 

fork” in the code – now there are two Ethereum blockchains, each of which has its own 

virtual currency, but only one of which reversed the DAO hack. So, the value of Ether is split 

between the two competing blockchains. Pete Rizzo, Ethereum Hard Fork Creates Competing 

Currencies as Support for Ethereum Classic Rises, COINDESK (July 24, 2016, 9:21 PM), 

http://www.coindesk.com/ethereum-hard-fork-creates-competing-currencies-support-

ethereum-classic-rises/ [https://perma.cc/XSE2-8M3P].  
26 Siegel, supra note 22.  
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which is open source and available to everyone. No identification or 

authorization is necessary. In contrast, many of the distributed ledger 

platforms being built now are meant for use on a permissioned-only basis. In a 

permissioned-only ledger, one or more network operators act as gatekeepers 

on the network and only allow participants to access the network once they 

have been identified and met any applicable access criteria.27 If the identity of 

all participants is known, a malfeasant participant can be subject to legal 

remedies. 

ENFORCEMENT OUTSIDE THE DISTRIBUTED LEDGER CONTEXT 
 

Provisions such as payment requirements can easily be automated, and 

with oracles automatic termination can be instituted upon the occurrence of 

specified events. However, even for relatively standardized contracts such as 

interest rate swaps, enforcement of provisions such as confidentiality 

requirements is likely to require court intervention. And in cases such as the 

DAO where flaws in code allow a participant to take actions that are not 

permitted by the terms of the agreement among the parties, court invention 

may also be needed.  

In such a situation, courts should be able to look to enforcement of 

digitally-signed contracts as a roadmap. For example, the Uniform Electronic 

Transactions Act provides for a broad variety of electronic methods of 

assenting to a contract, including “an electronic sound, symbol, or process 

attached to or logically associated with a record and executed or adopted by a 

person with the intent to sign the record.”28 Digital signatures using 

public/private key cryptography should fall comfortably into this definition.  

Of course, to take advantage of remedies only available in court, the 

counterparty to the contract must be identifiable. The recent DAO hack 

illustrates this point best. Unknown hackers exploited a weakness in the code 

of the DAO contract and withdrew Ether from investors who were parties to 

the DAO contract. The reason why other participants in the DAO had no 

recourse against the hackers was not due to some perceived difference 

between smart contracts and traditional contracts, but because the parties 

against whom the contract would be enforced were unknown.29 This is a key 

                                                 
27 The Digital Asset Platform, supra note 10. 
28 Uniform Electronic Transactions Act, Section 2(8).  
29 Siegel, supra note 22. 
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argument in favor of permissioned ledgers, where parties’ identities are 

known and validated. 

CONCLUSION 
 

Smart contracts can be viewed as merely another means to evidence 

legally binding relationships – however, their emergence has and will 

continue to change the way parties transact. As the use of smart contracts 

becomes more widespread, the efficiency gains they promise will become 

reality. However, market participants will need to be aware of potential 

security flaws and ensure that they can trust not only the counterparty to the 

contract, but also the code itself.  
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INTRODUCTION 
 

Machine learning describes the process through which computers can 

learn without continued human input. In the era of big data, machine learning 

is particularly promising because it allows for identification of patterns in 

large data sets. Machine learning has applications in fields as diverse as 

medicine, e-commerce, and banking. This essay will discuss the application of 

machine learning, particularly explanation-based learning, to the financial tech 

industry, focusing on fraud detection. 

A BRIEF HISTORY OF MACHINE LEARNING 
 

The concept of machine learning first arose in 1950 with Alan 

Turing’s paper Computing Machinery and Intelligence,1 in which Turing 

proposed to answer the question, “Can machines think?” To answer this 

question, Turing crafted what became known as the “Turing Test” with three 

participants: one human judge, one human player, and one computer. The 

judge, placed separately from the human and the computer, aims to determine 

which of the two is a human and which is a computer. A computer “passes” 

the Turing Test when the judge cannot consistently distinguish the computer 

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2018; University of California, 

Davis, B.A.S. 2015. © 2017, Spencer McManus. 
1 A.M. Turing, Computing Machinery & Intelligence, 59 MIND 433 (1950). 
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player from the human player.2 Turing predicted that humans could program 

computers that would pass the test by 2000.3 

Over the next four decades, scholars and programmers refined the 

concept of machine learning and developed new tests. In 1959, IBM 

programmer Arthur Samuel created a checkers program in which the 

computer improved progressively the more it played.4 Programmers focused 

on developing machines that performed pattern recognition over the next two 

decades. These efforts culminated in the introduction of Explanation-Based 

Learning (“EBL”),5 in which a machine uses a set of programmer-supplied 

“training data” to identify patterns, synthesize rules, and apply the rules to 

new sets of data.6 

From the 1990’s to today, work has transitioned to developing 

machines that can handle large amounts of data to draw conclusions.7 

Machine learning has been extended to include “deep learning,” which 

involves use of increased processing power to analyze visual and auditory 

data in real-time.8 Large technology companies have developed their own 

proprietary machine learning code that acts as the backbone for certain 

features of their products.9 Future development focuses on continued 

improvement in natural language processing—which allows for human voice 

interaction with devices10—and applying machine learning to new industries. 

                                                 
2 Id. at 442. 
3 Id. 
4 See Bernard Marr, A Short History of Machine Learning Every Manager Should Read, 

FORBES (Feb. 19, 2016, 2:31 AM), https://www.forbes.com/sites/bernardmarr/2016/02/19/a-

short-history-of-machine-learning-every-manager-should-read/#67840fd815e7 

[https://perma.cc/CGD3-DEYE]. 
5 See infra Part II. 
6 See generally Gerald Dejong & Raymond J. Mooney, Explanation-Based Learning: An 

Alternative View, 1 MACH. LEARNING 145 (1986). 
7 See Marr, supra note 4. 
8 See Robert D. Hof, Deep Learning, MIT TECH. REV., 

https://www.technologyreview.com/s/513696/deep-learning/ [https://perma.cc/9F68-THTJ]. 
9 Examples include Facebook’s DeepFace, which powers the social network’s facial detection 

feature, and numerous digital assistant applications, including Apple’s Siri, Amazon’s Alexa, 

and Microsoft’s Cortana. See, e.g., Steven Levy, The iBrain is Here, and It’s Already Inside 

Your Phone, BACKCHANNEL (Aug. 24, 2016), https://backchannel.com/an-exclusive-look-at-

how-ai-and-machine-learning-work-at-apple-8dbfb131932b#.6wi4d8qcy 

[https://perma.cc/Z9KG-8LQ8] (explaining how Apple uses machine learning in their 

products, including Siri).  
10 See Perry Li, Natural Language Processing, 1 GEO. L. TECH. REV. 98 (2016), 

https://www.georgetownlawtechreview.org/natural-language-processing/GLTR-11-2016/ 
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PATTERN RECOGNITION AND EXPLANATION-BASED LEARNING: AN E-

COMMERCE EXAMPLE 
 

Although there are several methodologies for machine learning, this 

article focuses on explanation-based learning. Explanation-based learning 

(“EBL”) involves teaching a machine to detect patterns in data based on a set 

of programmer-supplied “training data,” using the patterns to create a rule and 

then applying the rule to larger sets of data to make predictions. A simplified 

but powerful example from the e-commerce industry will help illustrate the 

process.11  

Retail companies face the challenge of catering to individual 

customers in a growing global economy. Machine learning can help retailers 

by providing extremely personalized predictions about how an individual’s 

shopping habits may change given a change in personal circumstances. The 

simple system illustrated here will involve a machine learning system 

predicting whether a customer is pregnant.  

 

Training Data 

 

The first requirement for a machine learning system is “training data.” 

Training data consists of different data points (called “features”), which come 

together to form an individual “record,” and an output value (the “target”).12 

Training data is necessary because the machine cannot make predictions 

without examples of how the different features affect the output. In our 

example, the features will be the customer’s age and whether or not she 

purchases two products commonly associated with pregnancy. These features 

come together to form ten “records”: in this case, a purchasing history for one 

                                                                                                                               
[https://perma.cc/S2AU-SKZL]; see generally Winfred Phillips, Introduction to Natural 

Language Processing, CONSORTIUM ON COGNITIVE SCI., INSTRUCTION (2006), 

http://www.mind.ilstu.edu/curriculum/protothinker/natural_language_processing.php 

[https://perma.cc/VLB9-JNHJ]. 
11 This example is based on the (in)famous Target “baby club” story, in which Target, using a 

machine learning model, predicted that a teenage customer was pregnant. Target started 

sending her baby coupons, which were discovered by her father, who had not yet been 

informed about the pregnancy. For background, including more on how e-commerce 

companies leverage machine learning, see Charles Duhigg, How Companies Learn Your 

Secrets, N.Y. TIMES MAGAZINE (Feb. 16, 2002), https://nyti.ms/2jEboTD 

[https://perma.cc/9Y2L-HCLH]. 
12 Michael Manapat, A Primer on Machine Learning for Fraud Detection, STRIPE, 

https://stripe.com/radar/guide (last visited Feb. 5, 2017) [https://perma.cc/D2QT-FWPS]. 
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customer. The target is whether the customer was actually pregnant.13 Table 1 

shows this data. 

# AGE PREGNANCY TEST? 
PRE-NATAL 

SUPPLEMENTS? 
PREGNANT? 

1 24 Yes Yes Yes 

2 36 Yes No No 

3 18 No No Yes 

4 40 No Yes Yes 

5 25 No Yes Yes 

6 33 Yes No Yes 

7 25 Yes Yes Yes 

8 32 No No No 

9 35 No No No 

10 20 Yes Yes No 

 

TABLE 1. Training data for hypothetical pregnancy prediction. 

 

Decision Trees 

 

From this set of ten records and their corresponding outputs, the 

computer can form a “decision tree,” a process for evaluating the probability 

of the output occurring given the value of each feature. This is a decision tree 

for this problem, with row (A) showing the probabilities of pregnancy given 

the training data in Table 1. 

 

 

 

 

 

 

 

 

 

 

 

                                                 
13 This hypothetical example ignores the difficulty (and potentially legality) of determining if 

a customer was actually pregnant. See id. 
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FIGURE 1. Decision tree for data in TABLE 1. © Spencer McManus, 2017.  

 

With this small amount of data, the decision tree is not particularly 

useful to the retailer. The ten records do not capture the purchasing trends of 

the entire customer base; two branches of the tree remain empty. Imagine 

instead that a larger set of training data (say, with 10,000 records) produced 

the probabilities in row (B) in Figure 1. This data would be useful to a retailer, 

especially where the data produced high or low probabilities. 

 

Evaluating the Model 

 

Now that the model has been developed from an adequate training set, 

the retailer can utilize the model to make predictions about new customers. A 

retailer could, say, send coupons for baby products to a potentially pregnant 

customer who fits in one of the high probability categories. If the customer is 

indeed pregnant, the coupons might encourage her to shop at the retailer. 

However, no decision tree is perfect because of practical limitations in 

data collection. In this case, the decision tree uses a limited set of data to 

produce probabilities that a customer with a given shopping history is 

pregnant. The retailer needs to evaluate if its model is actually effective at 

predicting if a customer is pregnant. 
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FIGURE 2. Evaluating the efficacy of a machine learning program. © Spencer 

McManus, 2017. 

 

The shaded areas are where the retailer uses the model and determines 

that a customer is pregnant; the white areas are where the retailer determined 

the customer was not pregnant. The retailer should aim to minimize the 

number of women in the red shaded area (a “false positive,” where the retailer 

determined someone was pregnant, but she wasn’t) and maximize the number 

of women in the green shaded area (where the retailer correctly identified 

someone as pregnant). 

The retailer can evaluate this by calculating “precision” and “recall.”14 

In our example, precision is the percentage of customers predicted to be 

pregnant who actually are. Higher precision indicates fewer false positives. 

Recall is the percentage of all pregnant customers who are identified by the 

model. Higher recall indicates fewer false negatives. There is a relationship 

between precision and recall. As a retailer raises the probability threshold for 

predicting someone is pregnant, it will reduce false positives (and thus 

increase precision), but it will also increase false negatives (thus reducing 

                                                 
14 See Tom Fawcett, An Introduction to ROC Analysis, 27 PATTERN RECOGNITION LETTERS 

861, 865 (2006). 
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recall). If a retailer decides that the model must have 85% certainty that a 

customer is pregnant instead of 75%, it will exclude customers whose product 

purchases suggest between a 75% and 85% probability of pregnant. It is very 

possible that customers in this range are pregnant, but that the increased 

probability threshold will produce false negatives for these customers.  

A retailer faces obvious obstacles in determining numbers of actually 

pregnant customers, but this could be accomplished through surveys of 

customers. By further refining the model through evaluation of the most 

predictive features, the trade-off between precision and recall can be reduced, 

creating a higher quality model and giving the retailer the maximum benefits 

of a machine learning system.  

EBL AND FRAUD DETECTION 
 

EBL is commonly used in the financial technology space to detect 

credit card fraud. Financial institutions often license fraud-detection software 

from third-parties. This software, in its most simplified form, utilizes 

hundreds or thousands of features to form a decision tree, producing 

probabilities used to predict if a transaction is fraudulent.15 

Using a system similar to that in the pregnancy example, fraud 

detection companies identify features that, when analyzed together, are highly 

predictive of fraud. In this simplified example, a fraud detection company 

could build a system using three different features to detect basic instances of 

fraud on a single card: the country of use for a charge, the charge amount, and 

the number of countries used in a given time period.16 

 

# COUNTRY 
CHARGE 

AMOUNT 

NO. COUNTRIES IN 24-

HOUR PERIOD 
FRAUD? 

1 USA $20 1 No 

2 RUS $150 2 Yes 

3 USA $200 2 No 

4 CAN $10 1 Yes 

5 CAN $15 1 No 

 

TABLE 2. Training data for a simple fraud detection model. 

 

                                                 
15 See, e.g., Manapat, supra note 12. 
16 See id. 
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Fraud detection can be quite difficult. From a cursory examination of 

the training data, there does not seem to be a consistent pattern. Although 

some transactions may be quite obviously fraud (such as record 2, where a 

charge was made in a country not present in other records), other patterns are 

not so evident (such as a correlation between number of countries and 

fraudulent charges). Machine learning becomes particularly useful in the fraud 

detection industry because it enables companies to quickly analyze complex 

sets of data. For example, the developer of this model may determine that the 

third feature is not particularly predictive of fraud. One benefit of EBL in this 

space is that companies can identify relevant features and exclude irrelevant 

ones.17 

EBL continues to grow in other financial spheres as well. Banks use 

EBL to analyze customer traits (including past defaults, job status, and marital 

status) to approve or reject loans.18 Other financial institutions use EBL to 

power “robo-advisors” that advise customers on allocating investments and 

financial instruments.19 In the future, EBL could power new security systems 

for banking (such as facial recognition) or even finance-specific customer 

service systems.20 

CONCLUSION 
 

Since Alan Turing first hypothesized a thinking machine in 1950, 

machine learning has developed into a powerful tool. In explanation-based 

learning, one of the many different types of machine learning, a human 

provides a set of training data, which includes several features and records, 

from which a machine extrapolates patterns and creates rules. We encounter 

these systems every day: in e-commerce and fraud detection, machine 

learning forms a critical backbone. Future development of EBL will focus on 

applying the technology to new technologies in the era of big data.

                                                 
17 Machine Learning and Fraud Prevention, RAVELIN (last visited Feb. 9, 2017), 

https://www.ravelin.com/resources/machine-learning-and-fraud-prevention 

[https://perma.cc/8QMJ-ACCL]. 
18 Daniel Faggella, Machine Learning in Finance – Present and Future Applications, 

TECHEMERGENCE (Aug. 15, 2016), http://techemergence.com/machine-learning-in-finance-

applications/ [https://perma.cc/982M-TS47].  
19 Id. 
20 Id. 



LEGAL NEWS & DEVELOPMENTS 

NEW YORK’S FINANCIAL CYBERSECURITY REGULATION: 

TOUGH, FAIR, AND A NATIONAL MODEL 

Jeff Kosseff* 

CITE AS: 1 GEO. L. TECH. REV. 436 (2017) 

https://perma.cc/3VTG-37ZX 

INTRODUCTION .................................................................................................................... 436 

BACKGROUND OF NEW YORK’S FINANCIAL CYBERSECURITY RULES ......................... 437 

OVERVIEW OF NEW YORK’S FINANCIAL CYBERSECURITY REGULATION ................... 439 

THE STRENGTH OF NEW YORK’S REGULATION ............................................................. 441 

CONCLUSION ........................................................................................................................ 444 

INTRODUCTION 
 

Soon after the New York Department of Financial Services (DFS) 

proposed a comprehensive cybersecurity regulation in September 2016, fear 

rippled throughout the financial services and technology industries.1 The 

proposal imposed unprecedented obligations on banks, insurance companies, 

and other financial services firms under the jurisdiction of New York’s 

Department of Financial Services. Two months later, DFS significantly 

revised the proposal and issued a regulation that went into effect on March 1, 

2017.2  

The following will discuss the new requirements New York’s financial 

regulators will impose on its regulated companies, and argue that the revised 

                                                 
* Assistant Professor of Cybersecurity Law, United States Naval Academy; J.D. Georgetown 

University Law Center; M.P.P., B.A. University of Michigan; The views expressed in this 

Article are only those of the author and do not reflect the views of the Naval Academy, 

Department of Navy, or Defense Department. © 2017, Jeff Kosseff. 
1 Joel Stashenko, Financial Industry Groups Slam NY’s Proposed Cybersecurity Rules, 

LAW.COM (Nov. 30, 2016), http://www.law.com/sites/almstaff/2016/11/30/financial-industry-

groups-slam-nys-proposed-cybersecurity-rules/?slreturn=20170114182937 

[https://perma.cc/NL98-96NN] (“National groups including the Securities Industry and 

Financial Markets Association, the American Bankers Association, and the Financial Services 

Sector Coordinating Council have filed public comments that are critical of nearly every 

major aspect of the state’s cybersecurity plan.”).  
2 N.Y. COMP. CODES R. & REGS. tit. 23, § 500 (2017).  
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regulation is a model of a rigorous, fair, and technologically sound 

cybersecurity regulation. New York’s regulation could serve as a model for a 

uniform nationwide cybersecurity regulation that would provide certainty and 

clarity to companies while protecting the confidentiality, integrity, and 

availability of information and systems. Cybersecurity law in the United 

States currently is a patchwork of outdated privacy and computer crime laws;3 

New York’s regulation, in contrast, is a model cybersecurity statute for the 

modern era. 

BACKGROUND OF NEW YORK’S FINANCIAL CYBERSECURITY RULES 
 

As every industry becomes increasingly dependent on technology, 

they become increasingly vulnerable to cyberattacks. Wall Street is a 

particularly attractive target for criminals and state actors worldwide, as the 

results of a successful attack could lead to mass economic disruption and a 

financial windfall for the hackers.4 In 2016, the U.S. Justice Department 

revealed that over five years, hackers linked to the Iranian government had 

attacked more than four dozen U.S. financial institutions, including Bank of 

America Corp., the New York Stock Exchange, and JPMorgan Chase & Co.5 

On September 13, 2016, New York Governor Andrew Cuomo 

announced a “first-in-the-nation regulation” designed to protect the 

cybersecurity of banks, insurance companies, and other financial institutions 

that are regulated by the New York DFS.6 The proposed regulation would 

require regulated companies to establish cybersecurity programs and policies, 

conduct annual cybersecurity assessments, and take other specific steps to 

                                                 
3 See, e.g., Computer Fraud and Abuse Act, 18 U.S.C. § 1030 (2008); Stored Communications 

Act, 18 U.S.C. §§ 2701-2712 (2002). 
4 See Portia Crowe, The pillars of American finance are under attack, BUS. INSIDER (Oct. 18, 

2015, 2:06 PM), http://www.businessinsider.com/wall-street-cyberattacks-2015-10 

[https://perma.cc/E4QJ-3JFN] (“Wall Street has a cybersecurity problem. Hackers have gone 

after banks, brokerages, and news wires, and now it looks as if they may have gone after 

business reporters as well.”). 
5 Erik Larson, Patricia Hurtado, & Chris Strohm, Iranians Hacked From Wall Street to New 

York Dam, U.S. Says, BLOOMBERG (March 24, 2016, 6:12 AM), 

https://www.bloomberg.com/news/articles/2016-03-24/u-s-charges-iranian-hackers-in-wall-

street-cyberattacks-im6b43tt [https://perma.cc/9P8S-53V6]. 
6 Press Release, New York Governor’s Press Office, Governor Cuomo Announces Proposal 

of First-in-the-Nation Cybersecurity Regulation to Protect Consumers and Financial 

Institutions (Sept. 13, 2016), https://www.governor.ny.gov/news/governor-cuomo-announces-

proposal-first-nation-cybersecurity-regulation-protect-consumers-and [https://perma.cc/7V37-

SWQ3]. 
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secure information and networks.7 In a written statement, Cuomo boasted that 

New York “is leading the nation in taking decisive action to protect 

consumers and our financial system from serious economic harm that is often 

perpetrated by state-sponsored organizations, global terrorist networks, and 

other criminal enterprises.”8 

Regulated financial institutions were not as enthusiastic about the 

proposal. In a November 14, 2016 letter to DFS, representatives from 

institutions such as the American Bankers Association and the National 

Association of Mutual Insurance Companies wrote that although they 

“strongly support” New York’s goal of protecting financial institutions’ 

customer information and information technology systems, the proposal was 

not “risk-based, flexible, [or] workable.”9 Among their concerns with the 

initial proposal, the required cybersecurity programs and policies did not 

account for the amount of risk that a company faces.10 Moreover, they argued, 

certain proposed requirements, such as annual assessments of all service 

providers, are “practically unworkable or technically infeasible.”11 DFS 

responded on December 28, 2016 with a revised proposal, which went into 

effect on March 1, 2017.12 The new proposed regulation incorporated many of 

the concerns that industry groups raised, and eased some of the other proposed 

requirements. For instance, the American Insurance Association praised the 

New York regulators for addressing “our concerns regarding some of the 

more restrictive and burdensome requirements of the regulation[.]”13 

 

 

                                                 
7 Id. 
8 Id. 
9 Letter from American Bankers Association et al., to Hon. Maria T. Vullo, Superintendent, 

New York Dep’t of Financial Services (Nov. 14, 2016), 

http://www.aba.com/Advocacy/LetterstoCongress/Documents/Cybersecurity-11-14-16-Final-

NY-JT_Trades.pdf#_ga=1.179490980.181372631.1485112938 [https://perma.cc/87FE-

SF7Q]. 
10 Id. at 1.  
11 Id. at 2. 
12 23 NYCRR § 500, supra note 2.  
13 Press Release, Am. Ins. Ass’n., AIA Encouraged by Revised New York Department of 

Financial Services Cyber Regulation (Dec. 29, 2016), 

http://www.prweb.com/releases/2016/12/prweb13951245.htm [https://perma.cc/2ETB-

KW69]. 
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OVERVIEW OF NEW YORK’S FINANCIAL CYBERSECURITY REGULATION 
 

New York’s cybersecurity regulation is among the most detailed and 

thorough in the United States. This section provides an overview of the 

regulation’s key provisions.  

Under the regulation, regulated companies must conduct periodic 

assessments14 that consider the risks particular to the companies’ 

cybersecurity, information system, and nonpublic information, which 

includes: (1) business information that could cause a “material adverse 

impact” to the company if disclosed; (2) individual’s personal information, 

which is a name or other identifier in combination with a social security 

number, drivers’ license number, financial account number, financial account 

password, or biometric information; or (3) certain health information.15 

Companies must use these risk assessments to develop cybersecurity 

programs that: (1) address risks to the security and integrity of nonpublic 

information; (2) use “defensive infrastructure” to protect systems and 

nonpublic information; (3) detect cybersecurity events, which are broadly 

defined as act or attempts “to gain unauthorized access to, disrupt or misuse 

an Information System or information stored on such Information 

System[;]”16 (4) respond to cybersecurity events and reduce harm; (5) 

recovery from cybersecurity events; and (6) fulfill reporting requirements.17  

The cybersecurity program must require monitoring and testing to 

regularly evaluate the program’s effectiveness.18 If an agency does not 

continuously monitor for vulnerabilities, they must annually conduct 

penetration tests to determine whether the systems are accessible to hackers.19 

Companies that do not continuously monitor also must conduct bi-annual 

vulnerability assessments.20 The programs also must develop programs to 

ensure the ongoing security of applications that have been developed in-

house.21 Moreover, companies must securely dispose of nonpublic 

information once it is no longer necessary for business purposes.22 

                                                 
14 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.09. 
15 tit. 23, § 500.01(g).  
16 tit. 23, § 500.01(d). 
17 tit. 23, § 500.02.  
18 tit. 23, § 500.05. 
19 Id. 
20 Id. 
21 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.08 (2017). 
22 tit. 23, § 500.13. 
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Cybersecurity programs also must include written incident response plans, 

which address the processes and goals for responding to cybersecurity events, 

the roles and responsibilities of decision-makers, internal and external 

communications, remediation procedures, and reporting incidents.23 

Companies must notify DFS within 72 hours of determining that a 

cybersecurity event occurred.24 

In addition to developing cybersecurity programs, regulated companies 

must develop written cybersecurity policies, approved by a senior officer or 

the board of directors, that address the following topics, if applicable: 

 

• Information security; 

• Data governance and classification; 

• Asset inventory and device management; 

• Access controls and identity management; 

• Business continuity and disaster recovery planning and resources; 

• Systems operations and availability concerns; 

• Systems and network security; 

• Systems and network monitoring; 

• Systems and application development and quality assurance; 

• Physical security and environmental controls; 

• Customer data privacy; 

• Vendor and third party service provider management 

• Risk assessment; and 

• Incident response.25 

 

The regulation also requires companies to have a Chief Information 

Security Officer (CISO), employed directly by the company, an affiliate, or a 

third-party vendor.26 The CISO is responsible for compliance with the 

cybersecurity regulation and must submit a written report to the Board of 

Directors, at least annually, that documents the company’s cybersecurity 

program and risks.27 Companies also must ensure that cybersecurity personnel 

receive updated and sufficient training,28 and they must ensure that third-party 

                                                 
23 tit. 23, § 500.16. 
24 tit. 23, § 500.17. 
25 tit. 23, § 500.03. 
26 tit. 23, § 500.04.  
27 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.04 (2017). 
28 tit. 23, § 500.10.  
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service providers adhere to adequate cybersecurity policies and practices.29 

Companies also should maintain “audit trails” that allow them to reconstruct 

financial transactions after cybersecurity events and help them detect and 

respond to potentially harmful attacks.30 The regulation also requires 

companies to use “effective controls” to prevent unauthorized access, and 

suggests that these controls may include multi-factor authentication or risk-

based authentication, which requires additional information at log-in if the 

system detects anomalies.31 

The regulation also strongly encourages companies to encrypt nonpublic 

information both while the information is being transmitted across networks 

and while it is in storage (or “at rest”).32 However, the regulation allows 

companies to determine whether encryption is appropriate based on their risk 

assessments.33 If companies determine that encryption is infeasible, the CISO 

must approve alternative controls and review them at least once a year.34 

The regulation is less onerous on small businesses, which have fewer than 10 

employees (including independent contractors, less than $5 million in gross 

annual revenues over the previous three fiscal years, or less than $10 million 

in year-end total assets.)35 Those companies are exempted from the following 

requirements: having a CISO, monitoring and testing their networks, 

maintaining audit trails, application security policies, training cybersecurity 

personnel, using multi-factor authentication or encryption, and maintaining an 

incident response plan.36 

Regulated businesses must comply with much of the regulation by 

September 1, 2017, though they will receive more time to adopt some of the 

requirements.37 

THE STRENGTH OF NEW YORK’S REGULATION 
 

 New York’s revised regulation could serve as a national model for 

modern cybersecurity law, particularly due to its sensible, risk-based approach 

                                                 
29 tit. 23, § 500.11.  
30 tit. 23, § 500.06.  
31 tit. 23, § 500.12. 
32 tit. 23, § 500.15. 
33 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.15 (2017). 
34 Id.  
35 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.19 (2017). 
36 Id. 
37 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.22 (2017). 
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instead of an across-the-board, bright-line rule that applies regardless of the 

actual risk of harm. Under New York’s risk-based approach, a company 

would be wise to focus its cybersecurity efforts on the protection of highly 

sensitive information, such as bank account numbers. In other words, New 

York’s regulation provides an incentive for companies to more effectively 

allocate their cybersecurity resources.   

To be sure, the risk-based framework might create uncertainty for 

companies, which could legitimately fear that a regulator might believe their 

safeguards are insufficient for the amount of risk that the company faces. 

However, companies likely could overcome this uncertainty by carefully 

documenting the reasoning behind their decision to store data in a certain 

manner. As DFS implements the rule, it would be useful for the Department to 

issue non-binding guidance that provides examples of compliance with this 

risk-based framework. 

New York’s financial cybersecurity regulation also is unique in that it 

refers to some of the most relevant and current safeguards, such as multi-

factor authentication and vulnerability testing. About a dozen states have 

enacted data security statutes, but most of those laws only generally require 

the companies to adopt “reasonable” security procedures.38 Even 

Massachusetts, which has the most rigorous general data security 

requirements39 of the dozen states, is not as detailed and current in its 

requirements as the New York regulation.  

Financial institutions also face data security regulations under the 

federal Gramm-Leach-Bliley Act,40 a 1999 statute that broadly requires 

agencies to adopt safeguards to “insure the security and confidentiality” of 

customer records, to protect the security and integrity of the records, and to 

protect those records from unauthorized access.41 Individual financial 

regulators have promulgated somewhat more specific regulations under the 

statute,42 but they focus primarily on data security, and not on cybersecurity.43  

                                                 
38 See, e.g., Cal. Civ. Code § 1798.81.5 (“A business that owns, licenses, or maintains 

personal information about a California resident shall implement and maintain reasonable 

security procedures and practices appropriate to the nature of the information, to protect the 

personal information from unauthorized access, destruction, use, modification, or 

disclosure.”).  
39 MASS. GEN. LAWS ch. 93H, § 2 (2007). 
40 15 U.S.C. §§ 6801-6809 (2011). 
41 Id.  
42 See, e.g., Membership of State Banking Institutions in the Federal Reserve System, 12 

C.F.R. § 208, App. D-2 (2017).  
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The two are similar, but distinct, and can implicate different concerns. 

Data security refers to the protection of information stored by a system; 

cybersecurity refers to the integrity of a technological system. A compromise 

to the system could mean that an adversary has accessed private information 

stored by it, or it could mean the system has been rendered unusable. If Wall 

Street firms were focused only on securing the data, then they might not 

devote sufficient focus to detecting and repelling a threat to the cybersecurity 

of their entire system and networks. A massive denial of service attack could 

hobble Wall Street by making it impossible for securities to be traded for 

weeks, and the result would be an economic catastrophe.  

Data security is, of course, an important component of cybersecurity. 

But cybersecurity is more broadly focused on attacks on networks and 

systems, in addition to information, which the New York regulation 

acknowledges. That more nuanced approach is why New York’s cybersecurity 

regulation is better suited for today’s threats than the data security laws that 

were passed in the late 1990s and early 2000s. By defining “cybersecurity 

event” as “any act or attempt, successful or unsuccessful, to gain unauthorized 

access to, disrupt or misuse an Information System or information stored on 

such information system,”44 New York has focused not only on data security, 

but on cybersecurity as a whole. 

The New York regulation also has benefits compared to the 

approaches of state and federal regulators, which often bring enforcement 

actions under general consumer protection statutes. For instance, the Federal 

Trade Commission (FTC) has brought dozens of data security cases under 

Section 5 of the Federal Trade Commission Act, which prohibits “unfair or 

deceptive acts or practices in or affecting commerce.”45 The statute defines 

“unfair” practices as those that cause or are likely to cause “substantial injury 

to consumers which is not reasonably avoidable by consumers themselves and 

not outweighed by countervailing benefits to consumers or to competition.”46 

The FTC finds practices to be deceptive “if there is a misrepresentation, 

omission, or other practice, that misleads the consumer acting reasonably in 

                                                                                                                               
43 Id. (“These Guidelines address standards for developing and implementing administrative, 

technical, and physical safeguards to protect the security, confidentiality, and integrity of 

customer information.”). 
44 N.Y. COMP. CODES R. & REGS. tit. 23, § 500.01(d).  
45 15 U.S.C. § 45(a)(1) (2006).  
46 15 U.S.C. § 45(n) (2006).  
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the circumstances, to the consumer’s detriment.”47 The FTC has not 

promulgated any formal regulations as to the types of data security that are 

unfair or deceptive, though it has produced some informal recommendations 

based on previous enforcement actions.48 While the New York regulation does 

not prescribe specific steps to satisfy the requirements, it provides more 

details as to the types of issues that companies must address in their 

cybersecurity programs and policies. 

The New York regulation is forward-looking, unlike many of our 

current approaches to cybersecurity. For instance, immediately after a data 

breach, a company must focus on how to properly notify consumers under the 

data breach notice laws of 47 states and the District of Columbia, each of 

which has unique requirements for the types of information that trigger the 

notice and the contents of the notice.49 While there are valid reasons for 

notifying customers – both to be transparent and to incentivize to invest in 

adequate security – our cybersecurity world has become hyper-focused on 

notifying consumers and regulators after a breach has occurred. Why not 

focus on rigorous and appropriate requirements that help to prevent breaches 

from occurring in the first place? 

CONCLUSION 
 

Although New York’s regulation only applies to banking, insurance, 

and financial services companies that are regulated by DFS, the vast majority 

of the regulatory structure is industry-neutral and could be used in 

cybersecurity laws that apply to any industry. I am not suggesting that every 

industry regulator in every state develop its own data security framework 

based on the New York financial regulation. Indeed, complying with a 

patchwork of overlapping data security requirements would be confusing, if 

not impossible, for many companies, similar to the difficulty of complying 

with 48 data breach notification laws. Rather, the New York regulation could 

                                                 
47 FED. TRADE COMM’N, FTC POLICY STATEMENT ON DECEPTION (Oct. 14, 1983), 

https://www.ftc.gov/public-statements/1983/10/ftc-policy-statement-deception 

[https://perma.cc/8GKK-Z2UG]. 
48 FED. TRADE COMM’N, START WITH SECURITY 

(2015), https://www.ftc.gov/system/files/documents/plain-language/pdf0205-

startwithsecurity.pdf [https://perma.cc/3PUK-CVZC].  
49 For a complete list of state data breach notification laws, visit: Security Breach Notification 

Laws, NAT’L CONFERENCE OF STATE LEGISLATURES (Feb. 24, 2017), 

http://www.ncsl.org/research/telecommunications-and-information-technology/security-

breach-notification-laws.aspx [https://perma.cc/B66P-9JWL].  
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serve as a model for national cybersecurity legislation. For more than a 

decade, Congress has considered many bills that would set a standard for 

national data security and breach notification, preempting state laws. Those 

proposals have failed to gain traction. However, these proposals generally 

have suffered from the same shortcoming of other state and sector-specific 

laws – they focus narrowly on data security, and not on modern cybersecurity 

threats. The New York regulation, in contrast, addresses many of the most 

pressing cybersecurity issues that companies face every day, and does so in a 

way that fairly accounts for the burdens that regulations impose on small 

companies that have limited information technology budgets. Although a 

national law might ultimately look quite different from the New York 

regulation, this at least provides a framework as we begin to think about the 

contours of a strong, fair, and rigorous national cybersecurity law. 



FINTECH MEETS THE TELEPHONE CONSUMER PROTECTION 

ACT 

David Goodfriend* and David Nayer* 

Cite as: 1 GEO. L. TECH. REV. 446 (2017) 

https://perma.cc/E28J-9HNB 

INTRODUCTION .................................................................................................................... 446 

A BRIEF INTRODUCTION TO THE TCPA .......................................................................... 447 

EVOLUTION OF THE TCPA – 2015 OMNIBUS DECLARATORY RULING ....................... 449 
Predictive Autodialers ..................................................................................................... 450 
Changes to the Consent Requirement ........................................................................... 451 
Financial Institutions’ Safe Harbor ................................................................................ 452 

ADVOCACY BEHIND THE FINANCIAL INSTITUTIONS SAFE HARBOR ........................... 454 

THE FUTURE OF THE TCPA ............................................................................................... 456 

INTRODUCTION 
 

It could happen any time—at work, at home, or on vacation. You 

receive a text message and glance at your smartphone. Your bank-issued 

credit card provider just sent you a message asking if you recognize a recent 

transaction. “Did you authorize a purchase of $5,000 for Super Bowl tickets? 

Text 1 for YES, 2 for NO.” You remember using your card to purchase tickets 

to an NBA playoff game but not to the Super Bowl. You reply, 2, and your 

credit card provider suspends the transaction. This text message may have 

saved you a significant amount of money and alerted you to possible identity 

theft. However, your card provider may have exposed itself to financial 

liability—not for the security breach, but for the unsolicited text message. 

Fraud alerts from financial institutions are a classic application of 

“fintech,” the increasingly prevalent application of modern technology to 

enhance financial services.1 Many fintech uses, including the above example, 

implicate the Telephone Consumer Protection Act (TCPA), a law passed in 

1991 intended to prevent potentially unwanted, automated marketing calls. 

                                                 
* J.D., cum laude, Georgetown (’97); Adjunct Professor, Georgetown University Law Center; 

President, Goodfriend Government Affairs. © 2017, David Goodfriend and David Nayer. 
* Georgetown University Law Center class of 2017; B.A., History & Political Science, 

University of Michigan 2014. © 2017, David Goodfriend and David Nayer. 
1 See FinTech, FINTECH WEEKLY, https://fintechweekly.com/fintech-definition (last visited 

Mar. 30, 2017) [https://perma.cc/JP5Y-NTYX]. 
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While some of these communications, like the example above, may benefit 

the consumer, many are a source of frustration. Nearly 100,000 complaints of 

violations of the Do-Not-Call list were filed at the FCC in 2014, and 

amounting to forty percent of FCC consumer complaints.2 A fraud alert from 

a bank-issued credit card delivered via an automated outbound text message to 

a customer generally falls within the scope of what TCPA regulates but, as 

discussed below, the definitions of key terms in the TCPA have not always 

kept up with technology. 

Recent action by the Federal Communications Commission (“FCC”) 

in establishing requirements for the behavior of financial institutions in 

circumstances like the fraud alert illustrates how telecommunications laws and 

policies have been slow to keep up with fintech developments. The story of 

fintech regulations shows how the advocacy of industry groups and consumer 

representatives can lead to compromises that seem to miss the mark. Current 

policy outcomes can be explained by regulators balancing opposing political 

perspectives instead of looking at the actual use of the technologies in 

question. This should come as no surprise to veterans of the administrative 

advocacy process, but the implications may be very real for fintech providers 

and consumers.  

A BRIEF INTRODUCTION TO THE TCPA 
 

The TCPA, as amended, and including its implemented FCC 

regulations, provides consumers with numerous protections from potentially 

unwanted telemarketing and automated calls.3 

Consent—and the requirement to seek it—is the lynchpin of TCPA 

liability. For all covered communications, the caller must receive prior express 

consent from the recipient to avoid liability.4 Covered communications 

include telemarketing or advertising messages,5 but communications under 

emergency circumstances are exempt.6 Text messages are treated as calls in 

                                                 
2 See DISSENTING STATEMENT OF COMMISSIONER AJIT PAI (June 18, 2015), 

https://apps.fcc.gov/edocs_public/attachmatch/FCC-15-72A5.pdf [https://perma.cc/LF6H-

XTW9]. 
3 See 47 U.S.C. § 227; see also 47 § C.F.R. § 64.1200. 
4 See 47 U.S.C. § 227(b)(1)–(2); see also 47 C.F.R. § 64.1200 (a)(1)–(3). 
5 See 47 C.F.R. § 64.1200(a)(2).  
6 See 47 U.S.C. § 227(b)(1)(A); see also 47 C.F.R. § 64.1200(a)(1).  
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the TCPA.7 Consent requirements also vary depending on the recipient, with 

wireless numbers generally subject to more protection from covered 

communications than residential landlines.8 The statute prohibits covered 

communications made with an artificial or pre-recorded voice (popularly 

known as robocalls)9 to both wireless and residential wireline numbers.10 

Covered communications to wireless numbers made using an autodialer, 

equipment that can produce and call numbers using a number generator, are 

prohibited without prior express consent.11 For those calls that are permitted, 

the TCPA lays out further restrictions to minimize their invasiveness.12 

The FCC may exempt from consent requirements certain wireless calls 

not charged to the wireless customer and with such conditions as may be 

necessary to protect the customer’s privacy.13 This includes ensuring that text 

messages do not count against plan minutes or text message limits.14   

                                                 
7 See In the Matter of Rules and Regulations Implementing the Telephone Consumer 

Protection Act of 1991, CG Docket No. 02-278, Declaratory Ruling and Order, 18 FCC Rcd. 

14014, ¶ 165 (2003). 
8 See In the Matter of Rules and Regulations Implementing the Telephone Consumer 

Protection Act of 1991, CG Docket No. 02-278, Declaratory Ruling and Order, 30 FCC Rcd. 

7961, ¶ (2015) [hereinafter Omnibus Order]. 
9 “Robocall” is used casually throughout the Omnibus Order, and is applied synonymously 

with calls that “require consumer consent” under the TCPA. See Omnibus Order at ¶ 1 & n.1.  
10 See 47 U.S.C. § 227(b)(1)(A)(iii) and (b)(1)(B). Many Americans will note the prevalence 

of these artificial calls in the run-up to an election. By rule, robocalls to a residential line do 

not require consent if they are made on behalf of a tax-exempt organization, or if they do not 

constitute advertising or telemarketing. 47 C.F.R. § 64.1200(a)(3). However, artificial calls 

are also subject to further restriction; they must state the name of the calling entity at the 

beginning of the message. During the message, the call must state a telephone number. 

Solicitations must, within two seconds of stating the number, provide an automated, voice or 

key-activated opt-out system. 47 C.F.R. § 64.1200(b). 
11 47 U.S.C. § 227(b)(1)(A)(iii). The statute also prohibits autodialers from targeting 

emergency services and hospital guest rooms, which may better illustrate the overall purpose 

of the restrictions. 47 U.S.C. § 227(b)(1)(A). As with robocalls, the consent requirement for 

autodialed calls is lifted if the message does not include advertising or telemarketing, or is 

made with the prior express written consent of the called party or the prior express consent of 

the called party when the call is made by or on behalf of a tax-exempt organization. 47 C.F.R. 

§ 64.1200(a)(2). 
12 Further restrictions include compliance with the National Do-Not-Call Registry (notably 

maintained by the Federal Trade Commission, not the FCC), maintenance of an internal do-

not-call list and acceptance of call recipients’ desire not to be called again, and a prohibition 

on solicitations made outside the hours of 8 a.m.–9 p.m. in the recipient’s time zone. 47 

C.F.R. § 64.1200(b), (c). 
13 47 U.S.C. § 227(b)(2)(C). 
14 See Omnibus Order at ¶ 127 (citing Cargo Airline Order, 29 FCC Rcd 3432 at *3, ¶ 12). 
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The FCC enforces the TCPA and has promulgated regulations 

implementing the above protections. In addition to these agency remedies, the 

TCPA also creates a private right of action, so individuals may enjoin or 

recover actual monetary damages (with a minimum of $500 per violation) 

from TCPA violators, “if otherwise permitted by the laws or rules of court of 

a State.”15 Most enforcement actions are brought in federal court and the 

damages can be enormous. Courts tend to apply FCC interpretations of the 

TCPA in determining the meaning of the statute.16 

EVOLUTION OF THE TCPA – 2015 OMNIBUS DECLARATORY RULING 
 

Likely resulting from plaintiffs invoking judicial jurisdiction, 

stakeholders have come to the FCC seeking backward-looking declaratory 

rulings, rather than forward-looking, prophylactic rulemakings. In comparison 

to the rulemaking process, these declaratory rulings are disruptive, giving 

them unusually powerful implications across multiple industries, including 

financial services. 

The latest example of this backward-looking approach is the FCC’s 

latest major interpretations of the TCPA, the 2015 TCPA Omnibus 

Declaratory Ruling and Order, combining twenty-one requests for 

clarification of various TCPA rules.17 This ruling is currently being 

challenged in the D.C. Circuit by a group of nine plaintiffs.18 While there are 

many issues raised and addressed in this Declaratory Ruling, three particularly 

interest financial services providers—the definition of autodialer, the 

expansion of the consent requirement, and the creation of a safe harbor for 

certain types of messages from financial institutions.19 

 

 

                                                 
15 47 U.S.C. § 227(b)(3).  
16 See Brief for Respondents at 39-40, ACA Int’l, et al., v. Fed. Commc’n Comm’n (D.C. Cir. 

Jan. 15, 2016) (No. 15-1211) (citing Nat’l Cable & Telecomm. Ass’n v. Brand X, 545 U.S. 

967, 980 (2005) and Chevron U.S.A., Inc. v. Natural Resources Defense Council, 467 U.S. 

837 (1984)). See also 28 U.S.C. § 2342(1). Because all appeals from final orders of the FCC 

must be heard in an appellate court, potential liabilities are higher for TCPA stakeholders.  
17 See Omnibus Order at ¶ 2.  
18 Brief for Respondents at § i, ACA Int’l, et al., v. Fed. Commc’n Comm’n¸ (D.C. Cir. 2016) 

(No. 15-1211).  
19 See Omnibus Order at ¶ 2. 
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Predictive Autodialers 

 

The Omnibus ruling attempted to clarify the definition of autodialing 

technology, which, as discussed above, is prohibited from calling emergency 

services and wireless numbers absent sufficient consent. Petitioners sought 

clarification as to whether “equipment used to make a call is an autodialer 

subject to the TCPA only if it is capable of storing or generating sequential or 

randomized numbers at the time of the call,”20 (emphasis added).  

The FCC stood by its functionality-based interpretation of the TCPA’s 

autodialer definition, affirming that “dialing equipment generally has the 

capacity to store or produce, and dial random or sequential numbers (and thus 

meets the TCPA’s definition of ‘autodialer’) even if it is not presently used for 

that purpose, including when the caller is calling a set list of consumers.”21  

Commenters (now Petitioners-appellants) contested the Commission’s 

statutory interpretation and argued that the definition of “capacity” was 

overbroad and limitless, and it could even extend to smartphones that store 

numbers in a directory and can make a pre-programmed, outbound call.22 The 

FCC disagreed, reasoning that the record included no evidence of individual 

customers being sued under the TCPA for use of a smartphone, the scenario 

raised by petitioners.23   

In the opening example of the automated fraud alert text message, the 

sender of the text message generally uses predictive algorithms to identify 

transactions outside of a consumer’s normal behavior and automated 

equipment to send an outbound text message to the consumer. Although the 

FCC has concluded that the use of such techniques generally meets the FCC’s 

definition of “autodialer,” plaintiffs challenging the FCC’s interpretation 

argue that the definition is too vague as to future applications of the rule, 

rendering the Order both unconstitutional for its vagueness,24 and impractical 

for compliance purposes. Defenders of the FCC decision argue that the FCC 

upholds Congress’ stated intent in passing the TCPA as demonstrated by 

Congressional validation of the broad regulatory approach25 made to best 

                                                 
20 See Omnibus Order at ¶ 11.  
21 Id. at ¶¶ 11-12. 
22 Id. at ¶¶ 20-21. 
23 Id. at ¶ 21. 
24 See Brief for Respondents at 69, ACA Int’l v. Fed. Commc’n Comm’n (D.C. Cir. Feb. 24, 

2016) No. 15-1211. 
25 See id. at 66. 
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capture as many intended technologies as possible.26 Thus, while sending a 

fraud alert via text message arguably could violate the TCPA’s consent 

requirements, it is difficult if not impossible to predict how future 

technological message-sending technologies might or might not trigger TCPA 

requirements. 

 

Changes to the Consent Requirement 

 

The FCC’s Omnibus Order also tackled questions related to the 

establishment, revocation, and transferability of consent.27 When a customer 

transfers her preferred method of communication with a company to a 

wireless device, the prior express consent remains intact despite the transfer to 

a new device.28 By contrast, if a wireless number is reassigned to a new 

subscriber, the original consumer’s consent does not transfer and callers may 

be liable, but for a one-call window intended to allow callers that do not have 

actual knowledge of the reassignment to seek necessary consent.29 The FCC 

also noted that because the TCPA is silent on the revocability of consent, the 

FCC interprets this absence in a light most favorable to consumers—

consumers may unconditionally revoke their consent at any time.30 The 

Omnibus Order also ruled that simply having a contact in a phone’s address 

book alone does not grant prior express consent to receive messages from the 

contact under the TCPA.31  

These alterations to the consent regime also have been challenged by 

appellants as a violation of the Administrative Procedures Act and an 

impractical solution.32 Appellants argue that complying with the requirement 

to allow consumers to revoke consent by any reasonable method is 

unworkable, and therefore the regulation is arbitrary and capricious.33 

Allowing customers to revoke consent in any way that a court later determines 

is reasonable arguably places an impractical burden of individualization and 

prevents callers from adopting a uniform cancellation policy. 

                                                 
26 See Omnibus Order at ¶ 16 (citing 1992 TCPA Order, 7 FCC Rcd at ¶ 6). 
27 See id. at ¶ 47. 
28 See Omnibus Order at ¶ 54. 
29 See id. at ¶¶ 75-90.  
30 See id. at ¶ 56. 
31 See id. at ¶ 52.  
32 See Brief for Petitioners at 53-56, Fed. Commc’n Comm’n ¸ No. 15-1211 (D.C. Cir. Jan. 15, 

2016). 
33 See id. at 74.   
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Financial Institutions’ Safe Harbor 

 

In a decision directed expressly at the financial services industry, the 

FCC’s Omnibus Order established a free-to-end-user safe harbor for financial 

institutions’ use of text messages and voice calls to consumers for non-

telemarketing, non-advertising messages. Responding to a petition by the 

American Bankers Association (“ABA”), the FCC exempted from the prior 

express consent requirement, within limited conditions, certain messages 

about time-sensitive financial issues.34 

The Order specified that financial institutions35 need not obtain prior 

consent to robocall or text message the customer if such calls or texts: 

 

1. Are free to the user; meaning the call or text does not count against 

any wireless plan limits, such as minutes or text caps;36 

2. Are limited to content concerning (a) alerts about fraud or identity 

theft; (b) alerts of possible security breaches of a customer’s personal 

information; (c) messages about steps customers can take to prevent or 

remedy harm caused by a data security breach; and (d) actions needed 

to arrange for receipt of pending money transfers;37 

3. Are sent only to the wireless number provided by the customer of the 

financial institution; 

4. State the name and contact information of the financial institution; 

5. Do not include any telemarketing, cross-marketing, solicitation, debt 

collection, or advertising content;  

6. Are limited to one minute or less for voice, 160 characters or less for 

text messages; 

7. Number no more than three messages over a three-day period per 

event; 

8. Offer recipients an easy “opt out” option to avoid such 

communications in the future, which in the case of text messages must 

be the ability to respond “STOP;” and 

                                                 
34 See Omnibus Order at ¶¶ 128-39. 
35 Omnibus Order at ¶ 127 n.424. For purposes of the safe harbor, “financial institution” 

means any institution in the business of providing financial services “as described in section 

4(k) of the Bank Holding Company Act of 1956.” 
36 See id. at ¶ 139. 
37 See id. at ¶¶ 128-33. 
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9. In the event a consumer opts out, the financial institution honors that 

request immediately.38 

 

The FCC justified this safe harbor on the time sensitivity of the use 

cases in question and the speed at which consumers tend to open text 

messages.39 Citing record evidence, the FCC noted that “seconds count” in 

situations where fraud may be occurring,40 and that similar time sensitivity 

exists where data security breaches or identity theft may have occurred.41 It 

noted the “urgency” of the situation, the “unpredictable timing” of the 

problem, and the “financial repercussions” at stake.42 Similarly, with respect 

to money transfers, senders and recipients may not have engaged in such 

transfers in the past and verification in real time is necessary, an “exigency” 

the FCC found to be time-sensitive.43 

The FCC relied on evidence submitted by the ABA that 98% of text 

messages are opened within three minutes of receipt, justifying text messaging 

as the ideal communications platform for financial institutions’ time-sensitive 

communications.44  

In the case of the Super Bowl ticket purchase fraud alert discussed 

above, if a customer receives an alert of possible fraud from a financial 

institution, such messages would have to conform with the FCC’s TCPA 

consent exemptions (unless the institution had already received prior consent). 

The message must be: free to the customer, with zero impact on her phone 

bill; within one of the Order’s four content categories discussed in the second 

item above, in this case a fraud alert; sent to the wireless number provided by 

the customer; sent with the name and contact information of the financial 

institution; within prescribed length and frequency limits; free of any 

telemarketing, cross-marketing, solicitation, debt collection, or advertising; 

and sent with the “STOP” opt-out. 

 

                                                 
38 See id. at ¶ 138. 
39 Omnibus Order at ¶ 128. Although not discussed in this article, the safe harbor exception 

also applies to certain healthcare-related messages for similar reasons.  
40 Omnibus Order at ¶ 129. 
41 See id. at ¶ 129. 
42 See id. at ¶ 130. 
43 See id. 
44 See id. at ¶ 128 (citing ABA Petition at 5). 
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ADVOCACY BEHIND THE FINANCIAL INSTITUTIONS SAFE HARBOR 
 

The safe harbor exemption for certain exigent financial-services 

messages potentially saves financial institutions from massive liabilities, 

presumably improving the service that they provide to their customers, but the 

exemption is subject to some seemingly random conditions, such as the three-

calls-over-three-days limit. The administrative process and advocacy through 

which the safe harbor arose explain some of these peculiarities and illustrate 

how public policy often results in compromise between adversarial parties, to 

the complete satisfaction of none. 

The ABA’s initial request for a declaratory ruling set out the four 

situations under which it sought an exemption from prior notice requirements 

and offered limitations on the use of such communications.45 The FCC quoted 

directly from the ABA’s petition,46 and adopted many of its recommendations 

nearly verbatim.47 

However, the ABA was not acting in a vacuum. The National 

Consumer Law Center, a non-profit consumer advocacy organization 

specializing in TCPA and financial services issues, opposed the ABA petition, 

arguing that if the text messages concerned real emergencies, then such 

messages would fall within the well-established emergency exemption for 

prior consent and would not require any further safe harbor.48 It also argued 

that financial institutions could secure prior consent to make calls or send 

texts in certain circumstances, rendering a safe harbor unnecessary.49 In the 

event that the FCC adopted the ABA’s proposed safe harbor, however, NCLC 

argued for stricter limitations than those proffered by ABA, such as a limit on 

the number of communications and an easy opt-out option.50  

The FCC seems to have struck a compromise. It adopted the ABA’s 

requested safe harbor but tempered it with the NCLC-recommended easy opt-

out and cap on the number of calls or messages (i.e., no more than three calls 

                                                 
45 See Petition for Exemption of the American Bankers Association at 3, (Oct. 14, 2014) (No. 

02-278), https://www.fcc.gov/ecfs/filing/60000972167 [https://perma.cc/HBF3-RHDG]. 
46 See Omnibus Order at ¶ 127 (quoting ABA Petition at 3). 
47 See Omnibus Order, supra note 26 at 29. 
48 See Letter from Margot Saunders, Counsel, Nat’l Consumer Law Ctr., to Marlene Dortch, 

Sec’y, FCC (Dec. 19, 2014), 

https://www.nclc.org/images/pdf/energy_utility_telecom/telecommunications/comments-aba-

petition-2014.pdf [https://perma.cc/MN9A-WL8W]. 
49 See id. at 5. 
50 See id. 
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or messages over a three-day period for any given event).51 The ABA 

originally had argued against any cap on calls or text messages, such as that 

established in a prior declaratory ruling, pointing to the importance of 

reaching the customer in exigent circumstances and noting that institutions 

had no incentive to send repeated messages other than to alert a customer to 

protect his or her assets.52 

According to individuals involved in the deliberations, FCC staff 

sought NCLC’s agreement to a certain number of calls or texts within a given 

time frame, to which NCLC ultimately acquiesced, despite having originally 

argued against any safe harbor. This is consistent with a statement made by 

the ABA in one of its final ex parte filings, in which it stated that an 

agreement had been reached with consumer advocates.53 Although the ABA 

originally argued that there should be no limit on the number of contacts to 

ensure that consumers were reached, ultimately the FCC imposed the cap of 

three messages over a three-day period.54 

The cap on calls or texts, while adapted from earlier precedent, 

appears to be a middle ground position unrelated to the on-the-ground facts 

and is disfavored by the affected parties—the banks, which do not want a 

cap,55 and the consumer advocates, which did not support the safe harbor 

device in the first place.56 Moreover, to ensure that text messages are “free” to 

the recipient, the consumer’s wireless provider—not the financial institution 

instigating the message—ultimately has discretion. A financial institution 

must have an agreement in place with every wireless provider to ensure that 

safe-harbor communications are free to all recipients. A failure by the wireless 

carrier to comply places the financial institution outside of the safe harbor and 

thus subject to liability. This is a tenuous chain of responsibility for a financial 

institution seeking the benefit of the safe harbor. 

NCLC’s argument that emergency communications already are 

exempt from the prior notice requirement begs the question, why not simply 

deem the four situations to be emergencies outside the scope of the prior-

consent requirement? This would have afforded the financial institutions 

                                                 
51 See Omnibus Order at ¶ 135. 
52 See Omnibus Order at ¶ 134 (citing Cargo Airline Order, 29 FCC Rcd 3432 at 5, ¶ 18). 
53 See generally Letter from Charles H. Kennedy, Counsel, Am. Bankers Ass’n, to Marlene H. 

Dortch, Sec’y, FCC (May 22, 2015), https://ecfsapi.fcc.gov/file/60001048638.pdf 

[https://perma.cc/3BFV-Z9QN].  
54 See Omnibus Order at ¶ 135. 
55 See Petition for Exemption, supra note 45, at 18. 
56 See Letter from Margot Saunders, supra note 48 at 4-5. 
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sufficient clarity, if that is what they sought, without the detailed restrictions 

imposed in the ruling. Consumer advocates logically could wonder, given this 

easier option, whether motives in addition to liability protection might have 

animated the ABA proposal. 

THE FUTURE OF THE TCPA 
 

The future of these and associated rules writ large is uncertain. The 

D.C. Circuit is reviewing aspects of the 2015 ruling and could remand all or 

parts of the order back to the FCC for reevaluation. Then-FCC Commissioner, 

now Chairman Ajit Pai issued an exhaustive dissent alongside the Omnibus 

Order, which many of the appellants cited in their brief and echo in theory.57  

Under the new leadership of Chairman Pai, the FCC could take a less 

restrictive view of the consent requirement, easing the regulatory burden on 

financial institutions to spend resources achieving that consent. On the other 

hand, the safe harbor could remain unchanged. Even on remand from the D.C. 

Circuit, Chairman Pai—a former Senate staff member and student of 

politics—could decide that there are too many political risks to reversing 

entirely what could be characterized as “anti-robocall” rules. Chairman Pai 

even acknowledged in his dissent that “fraudulent telemarketing” is a 

problem, one that he has experienced personally.58 In his first speech after 

being named Chairman, Pai restated his feelings on telemarketing and 

suggested that the FCC should make it easier for consumers to report 

robocalls and for the FCC to take action.59 Ahead of his March 23, 2017 FCC 

Open Meeting, Chairman Pai previewed an agenda item aimed at reducing 

unwanted robocalls.60 He called upon the FCC to take further action to 

prevent these calls. The proposed rules empower the private sector, giving 

carriers tools to block calls that come from unassigned numbers. Regardless of 

how the TCPA may be altered by judicial or administrative decisions, 

                                                 
57 See DISSENTING STATEMENT OF COMMISSIONER AJIT PAI, supra note 2. 
58 Id. at 1. 
59 See Adam Bender, Pai Wants ‘Aggressive Action’ Against Robocallers, He Tells CAC; 

NAB Talks Up ATSC 3.0, COMM. DAILY (Jan. 30, 2017), 

http://www.communicationsdaily.com/article/view?s=136854&id=513936 

[https://perma.cc/99PL-8356]. 
60 See Ajit Pai, Springing Forward in the Public Interest: The FCC’s March Agenda, MEDIUM 

(Mar. 2, 2017), https://medium.com/@AjitPaiFCC/springing-forward-for-the-public-interest-

the-fccs-march-agenda-337b8ef582bc#.6tbgj6a2n [https://perma.cc/W7V8-T4NT]. 
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however, the statute and fintech surely will continue to intersect, especially as 

technological innovations in financial transactions proliferate.
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INTRODUCTION 
 

Today, the average person spends the majority of time plugged into the 

internet. A phone has become a pocket assistant that lives in the Cloud, binge 

streaming TV shows online has become a popular Saturday night affair, and 

most job searches entail uploading a resume to the Internet. Even children can 

be exposed to the Internet at young ages through education websites and tablet 

apps. Many children may turn to physical toys to get some time away from 

screen. Toy manufacturers, however, are increasingly developing toys that 

connect to the Internet.1 Many physical toys on the market today, though 

screenless, connect to the Internet in some way, whether directly to the Cloud 

or via an app. These are called connected toys.2 

                                                 
* Privacy Law Junior Fellow at the Future of Privacy Forum; Admitted to the California Bar; 

J.D., Georgetown University Law Center, 2016; B.A. in Political Science, University of 

California Davis, 2012. The opinions expressed are solely her own and do not necessarily 

express the views or opinions of her employer. © 2017, Carolina Alonso 
1 See FUTURE OF PRIVACY F. WITH FAMILY ONLINE SAFETY INSTITUTE, KIDS & THE 

CONNECTED HOME: PRIVACY IN THE AGE OF CONNECTED DOLLS, TALKING DINOSAURS, AND 

BATTLING ROBOTS 2–6 (Dec. 2016), https://fpf.org/wp-content/uploads/2016/11/Kids-The-

Connected-Home-Privacy-in-the-Age-of-Connected-Dolls-Talking-Dinosaurs-and-Battling-

Robots.pdf [https://perma.cc/BRM8-VWZ9]. 
2 Id. 
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There is a range of connected toys on the market right now. Some 

focus on giving a child a companion, some focus on toy customizability, and 

some focus on education. Wiggy, a connected toy, focuses on financial 

education.  

THE TECHNOLOGY  
 

In 2016, Spiral Toys released Wiggy, a physical piggy bank that 

connects to an app through which parents, relatives, or other loved ones can 

send money to children for finishing chores or as birthday presents.3 The 

physical pig toy connects to the Wiggy app on a device through Bluetooth, 

while the app connects to the internet.4 The funds that parents send to their 

children’s Wiggy account show up on the child’s app account. Parents can 

also choose to withdraw funds, set tasks, or use ‘stars’ in the app to send a 

more abstract reward. Children can set tasks, view their funds, and add items 

to a wish list.  

                                                 
3 See Meet Wiggy, WIGGY, http://wiggyapp.com/ (last visited Mar. 15, 2017) 

[https://perma.cc/A8JJ-AN38]. Additionally, the app’s functions were explored and 

downloaded onto an Android on February 2, 2017. 
4 Apps that accompany connected toys may connect to the internet in a variety of ways. Some 

apps may connect directly to the internet, sometimes to a cloud server, which enables certain 

features such as location tracking and receiving data from the internet that allows deeper 

levels of interactive playtime. For example, the connected Furby toy allows real-time 

interaction with the physical toy reacting to games one can play on the accompanying app. 

See Furby Connect World, Permissions: View Details, GOOGLE PLAY STORE, 

https://play.google.com/store/apps/details?id=com.hasbro.FurbyWorldAPPSTORE&hl=en 

(last updated Dec. 6, 2016) [https://perma.cc/D62C-APPK]. This contrasts with other ways an 

accompanying app may connect with the internet, such as when the app goes through 

automatic updates, connecting to the cloud only when it updates the app, but not sharing or 

receiving data in any way. For example, the accompanying app for CHiP, a robot dog, does 

not connect to the internet directly unless it is processing an update to the app as the app only 

acts as a remote control for the physical toy. See CHiP – Your Lovable Robot Dog, 

Permissions: View Details, GOOGLE PLAY STORE, 

https://play.google.com/store/apps/details?id=com.wowwee.chip&hl=en (last updated Jan. 26, 

2017) [https://perma.cc/6TLT-YK7E]. The Wiggy app connects to the internet directly as it 

tracks location and receives data from the internet. See Wiggy Toy App (Unreleased), 

Permissions: View Details, GOOGLE PLAY STORE, 

https://play.google.com/store/apps/details?id=com.spiraltoys.wiggypiggy&hl=en (last updated 

Feb. 1, 2017) [https://perma.cc/63XD-U9WH]. 
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Using technology to teach children practical lessons about money is 

nothing new.5 Spiral Toys, however, seems to be developing a way to connect 

parent bank accounts to Wiggy to allow funds to be rooted in spendable 

money.6 The company stated that this aspect of Wiggy would “become a 

reoccurring monthly revenue stream for Spiral. Spiral has found multiple 

avenues for maximizing the revenue opportunity with Wiggy by developing 

these revenue streams.”7 Spiral explains that this service is implemented using 

Wiggy Cards. The Wiggy Card would function like a digital wallet and pre-

paid debit card for children.8 The details of how Spiral will gain revenue 

through this service, or how children will be able to use the pre-paid debit 

card and whether only certain venues will accept it remains unclear. That 

being said, the service that Spiral describes implies that Wiggy may act as a 

sort of financer between banks and consumers, much like Venmo.9 These 

sorts of services are usually referred to as P2P or peer-to-peer payments 

                                                 
5 In 1971, the game Oregon Trial was developed, with the 1992 computer game version 

popularly used in schools to teach children not just about history, but also about resource and 

finance management. See Bonnie Burton, Oregon Trail game co-inventor talks pioneer 

survival and life lessons, CNET (Feb. 6, 2016), https://www.cnet.com/news/oregon-trail-

game-co-inventor-talks-pioneer-survival-and-life-lessons/ [https://perma.cc/Q9JP-KMZN]. 
6 It is unclear whether Spiral Toys is in the process of developing or has already implemented 

a method that would allow parents to link their Wiggy accounts to bank accounts to send their 

children spendable money. See Wiggy: The Smartest Way To Get Your Kids Savings, SPIRAL 

TOYS, http://spiraltoys.com/wiggy/ (last visited Feb. 12, 2017) [https://perma.cc/2TN8-

3KGV] (stating “Once each task is complete, you transfer the reward to your child’s Wiggy 

Card instantly[,]” and “[i]n short, the Wiggy Card is real money! It functions as a digital 

wallet and prepaid debit card designed just for kids.”); see Spiral Toys Provides Product 

Update and 2016 Outlook, SPIRAL TOYS (June 30, 2016), http://spiraltoys.com/spiral-toys-

provides-product-update-and-2016-outlook/ [https://perma.cc/JF2Z-EE8S] (stating “Spiral has 

expanded the current feature set to include parent approved ecommerce transactions by 

potentially partnering with large online retailers such as Amazon and Walmart through their 

affiliate programs. This affiliate program will become an additional revenue stream for Spiral. 

In addition, Spiral is developing a debit card program with a leading nationwide debit card 

provider. Doing so will allow parents to set-up a debit card for their children from their 

Wiggy account.”). 
7 Spiral Toys Provides Product Update and 2016 Outlook, SPIRAL TOYS (June 30, 2016), 

http://spiraltoys.com/spiral-toys-provides-product-update-and-2016-outlook/ 

[https://perma.cc/JF2Z-EE8S]. 
8 See Wiggy: The Smartest Way To Get Your Kids Savings, SPIRAL TOYS, 

http://spiraltoys.com/wiggy/ (last visited Feb. 12, 2017) [https://perma.cc/2TN8-3KGV]. 
9 See Leena Rao, How Venmo Plans to Make Money, FORTUNE TECH (Dec. 29, 2015), 

http://fortune.com/2015/12/29/p2p-mobile-payment-venmo-paypal/ [https://perma.cc/5P4N-

T3QZ]. 
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technology.10 Usually P2P services do not produce revenue unless done with a 

credit card that charges fees.11 This bring up an interesting question of what 

kinds of laws apply to a connected toy such as Wiggy, which implicates both 

children’s personal information and financial privacy issues. 

THE LAWS 
 

Organizations that conduct P2P services may be referred to as money 

transmitters, since they are not financial institutions, such as a bank, but still 

handle the exchange of finance substance and information. In this case, Wiggy 

can be considered a money transmitter toy. Setting aside several state data 

breach or financial privacy acts that may apply, several federal privacy laws 

may apply to a money transmitter toy such as Wiggy. 

 

Children’s Online Privacy Protection Act 

  

First, the Children’s Online Privacy Protection Act (COPPA)12 applies to a 

connected toy such as Wiggy. COPPA regulates operators of online services 

that directly target children under the age of thirteen, or companies that have 

actual knowledge that they are collecting, using, or disclosing personal 

information from children under thirteen.13 The Federal Trade Commission 

(FTC), which has the ability to bring enforcement actions against online 

service providers under COPPA, has indicated that it considers COPPA to 

apply to connected toys, as some of their functions rely on online services.14 

The FTC applies COPPA to online services such as online games, websites, 

and applications.15 COPPA applies to these connected toys as well since they 

are providing children services online through the physical toy directly to the 

cloud or through an associated application.  

                                                 
10 See id. 
11 See id. 
12 Children’s Online Privacy Protection Act (COPPA) 15 U.S.C §§ 6501–6508 (2013), 

http://www.ecfr.gov/cgi-bin/text-

idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5 

[https://perma.cc/HFL4-KZ64]. 
13 See Complying with COPPA: Frequently Asked Questions, FED. TRADE COMM’N (Mar. 20, 

2015), https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-

frequently-asked-questions [https://perma.cc/KFC5-4C58]. 
14 See id. at pt. A, subdiv. 9. 
15 Id. 
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COPPA implicates several regulations on connected toys, including 

obtaining consent from parents and limitations on collecting, using, and 

securing children’s data in certain ways. For example, toy manufacturers need 

to give clear and accessible notice about their privacy policies, must delete 

children’s data if requested by parents, cannot condition a child’s participation 

on the collection of children’s personal information, cannot retain children’s 

personal information for longer than necessary to fulfill the purpose of 

collecting the data, and must take reasonable steps to release children’s 

personal information only to third parties who can assure the capability of 

maintaining the confidentiality, security, and integrity of such information.16 

Despite these regulations, there are some nuances that may confuse toy 

manufacturers with how to protect the data they collect. For example, COPPA 

covers children’s data that is obtained from a child rather than data about a 

child,17 meaning that toy manufacturers attempting to comply with COPPA 

would prefer to treat all the data they collect in blanket form rather than spend 

the time to figure out what kinds of data is actually obtained from children. 

This may clash with other types of regulations that may apply to a money 

transmitter toy like Wiggy such as the Gramm-Leach-Bliley Act, which 

regulates data associated with financial institutions such as banking and credit 

card information. 

 

Gramm-Leach-Bliley Act 

 

The Gramm-Leach-Bliley Act (GLBA) applies to financial institutions 

and to money transmitters if they receive “nonpublic personal information” 

from an unaffiliated financial institution.18 It is unlikely that Spiral is 

                                                 
16 See Children’s Online Privacy Protection Rule (COPPA), 16 CFR § 312 (1998), 

http://www.ecfr.gov/cgi-bin/text-

idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16%3A1.0.1.3.36&rgn=div5 

[https://perma.cc/ZM86-5LS2]. 
17 See id. at § 312.2. 
18 See Financial Privacy Rule (GLBA), 16 C.F.R. § 313 (2000), http://www.ecfr.gov/cgi-

bin/text-idx?c=ecfr&tpl=/ecfrbrowse/Title16/16cfr313_main_02.tpl [https://perma.cc/HRL2-

D44P]; FED. TRADE COMM’N, HOW TO COMPLY WITH THE PRIVACY OF CONSUMER 

FINANCIAL INFORMATION RULE OF THE GRAMM-LEACH-BLILEY ACT (July 2002), 

https://www.ftc.gov/tips-advice/business-center/guidance/how-comply-privacy-consumer-

financial-information-rule-gramm [https://perma.cc/Z6QH-F3GJ] (explaining that “Even if 

your business is not a financial institution that has consumers or customers, the Privacy Rule 

may limit your use of NPI. Your ability to reuse and re-disclose the information may be 
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considered a financial institution, let alone a financial institution that has 

customers. The FTC defines a financial institution as an organization that is 

significantly engaged in financial activities that might include lending, 

exchanging, transferring, investing for others, or safeguarding money or 

securities, providing financial, investment, or economic advisory services, 

brokering or servicing loans, debt collecting, or providing real estate 

settlement services.19 The Wiggy Card, though potentially thought of as 

transferring money from parent to child, does not seem to be done by the toy 

itself or even the toy manufacturer. Spiral, when explaining the Wiggy Card, 

implied that it partners with a bank to conduct transfers from a parent’s bank 

account to a pre-paid debit card meant for children using Wiggy’s application 

as the platform of the transfer rather than a separate financial institution.20 

This seems to be far from a significant engagement.21  

A service like Wiggy Card, however, may certainly be considered a 

money transmitter that receives nonpublic personal information (NPI) from an 

unaffiliated financial institution. Under the GLBA, nonpublic information is 

considered “any information an individual gives you to get a financial product 

or service,” “any information you get about an individual from a transaction 

involving your financial product(s) or service(s),” or “any information you get 

about an individual in connection with providing a financial product or 

service.”22 This may include names, social security numbers, bank account 

numbers, and other related information. NPI does not include information that 

one can reasonably believe is lawfully made public such as federal, state, or 

local government records publicly available and information that is widely 

distributed media.23 The caveat here is that when a list is derived from NPI, 

even if some of the information in the list is not NPI, the list itself is still 

                                                                                                                               
restricted if you receive NPI from a nonaffiliated financial institution,” namely money 

transmitters that receive information from a nonaffiliated financial institution). 
19 See FED. TRADE COMM’N, supra note 18. 
20 See Wiggy: The Smartest Way To Get Your Kids Savings, SPIRAL TOYS (last visited Feb. 12, 

2017), http://spiraltoys.com/wiggy/ [https://perma.cc/2TN8-3KGV]. 
21 See FED. TRADE COMM’N, supra note 18 (stating that the FTC's "significantly engaged" 

standard is intended to exclude certain activities that might otherwise fall under the Privacy 

Rule. Two factors are particularly important in determining whether you are "significantly 

engaged" in a financial activity. First, is there a formal arrangement? A storeowner or 

bartender who "runs a tab" for customers is not considered to be significantly engaged in 

financial activities, but a retailer that offers credit directly to consumers by issuing its own 

credit card would be covered). 
22 See FED. TRADE COMM’N, supra note 18. 
23 See id. 
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considered NPI.24 In Wiggy Card’s case, a list of Wiggy Cards distributed to 

children may be considered NPI if the list contains parents’ names associated 

with the financial service of transferring funds from a bank account to a 

child’s Wiggy Card. It is unclear whether a list of just children’s names 

associated with Wiggy Cards containing no information on the Wiggy Card or 

the financial information association associated with the Card is considered 

NPI.  

The GLBA restricts NPI reuse and re-disclosure. When it comes to 

NPI received by nonaffiliated financial institutions, money transmitters may 

disclose the information to process financial services in a necessary capacity 

without informing consumers of these processes.25 If Wiggy uses NPI in a 

way that is not necessary to deliver a financial service, however, Wiggy can 

only use NPI from consumers that were informed of these possible uses in a 

privacy notice given to them by the financial institution and who subsequently 

did not opt out.26 Even then, the use of NPI is limited to internal purposes and 

re-disclosure is limited by the privacy policy of the associated financial 

institution.27 

These regulations, when paired with other relevant laws like COPPA, 

can lead to some confusion for toy manufacturers attempting to deliver a 

service like the Wiggy Card. This is because financial data may be paired or 

comingled with children’s data. For example, account numbers are prohibited 

from being disclosed for marketing purposes,28 but it is not against COPPA to 

use children’s personal information for contextual advertising,29 creating 

technical difficulties for companies to pull different data lists for different 

purposes while attempting to comply with different privacy regulations. 

Because COPPA’s regulations are largely built around parental consent, it 

also brings in issues of how to properly give transparent and accessible notice 

to parents to understand how information may be collected, used, and 

                                                 
24 See id. 
25 See id. at pt. III. 
26 See id. at pt. II. 
27 See id. 
28 See FED. TRADE COMM’N, supra note 18, at pt. IV. 
29 As opposed to behaviorally targeted advertising. For example, a company may use potential 

personal information such as a child’s age to deliver age appropriate advertisements to six-

year-olds versus twelve-year-olds, but may not create profile of a child to target specific 

advertisements to a certain child based on that child’s unique interests and personal 

information. See FED. TRADE COMM’N, supra note 18. 
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transferred. It also highlights issues on how to give parents and children alike 

control over different types of data, whether financial or children’s data. 

 

Unfair or Deceptive Acts 

 

In order to solve for issues relating to notice, consent, and user control, 

the FTC has some limited enforcement actions based on unfair or deceptive 

acts.30 Based on public statements Wiggy has made about its services, the 

FTC is able to enforce against services such as the Wiggy Card. Unfair 

practices are considered acts that cause or are likely to cause substantial injury 

to consumers, cannot be reasonably avoided by consumers, and are not 

outweighed by countervailing benefits to consumers or to competition.31 

Deceptive practices are considered acts where a representation, omission, or 

practice misleads or is likely to mislead the consumer; a consumer’s 

interpretation of the representation, omission, or practice is considered 

reasonable under the circumstances; and the misleading representation, 

omission, or practice is material.32 The FTC usually evaluates deceptive 

practices when looking at privacy policies.33 By not distinguishing between 

financial and children’s data, companies may find themselves under FTC 

investigation for deceptive practices as privacy policies may lead users to 

misunderstand the way their data is being collected, used, and shared if the 

difference between types of data is not distinguished. Therefore, it is 

important for companies like Wiggy to publish privacy policies in accessible 

places and ensure that their data collection, use, and transfer policies are 

transparent to consumers. This would include describing the differences 

between financial and children’s data and explain the security and consent 

implications of both to parents. 

In February 2017, one of Spiral’s other connected toys, CloudPets, 

was identified as having various security and privacy issues. CloudPets was 

                                                 
30 See 15 U.S.C. §45 (2006), https://www.law.cornell.edu/uscode/text/15/45 

[https://perma.cc/6YUF-M5TE]. 
31 FED. RESERVE BD., FEDERAL TRADE COMMISSION ACT, SECTION 5: UNFAIR OR DECEPTIVE 

ACTS OR PRACTICES 1 (Dec. 2016) 

https://www.federalreserve.gov/boarddocs/supmanual/cch/ftca.pdf [https://perma.cc/Q5YJ-

5AGL]. 
32 See id. 
33 Enforcing Privacy Promises, FED. TRADE COMM’N, https://www.ftc.gov/news-

events/media-resources/protecting-consumer-privacy/enforcing-privacy-promises (last visited 

Feb. 13, 2017) [https://perma.cc/J2PB-8SES].  
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shown to have kept children’s personal information in an unsecure fashion, 

allowing the data to be breached.34 CloudPets’ privacy policy states that 

CloudPets takes “reasonable measures to protect personal information in an 

effort to prevent loss, misuse, and unauthorized access, disclosure, alteration, 

and destruction. For example, we use secure, encrypted communications when 

transferring all personal information over the web.”35 As demonstrated, 

Spiral’s privacy policies contradict its actual practices and may land 

CloudPets and possibly other Spiral’s connected toys under FTC investigation 

and enforcement. As of now, there does not seem to be an accessible privacy 

policy for Spiral’s Wiggy, leaving Wiggy similarly vulnerable. 

 

Self-Regulation 

 

Self-regulation may be a good option for money transmitter toys like 

Wiggy to ensure they adhere to privacy regulations. Because of the possible 

clash between current privacy regulations, companies can bring some 

consistency by taking initiative through implementing best practices already 

being practiced by big players in the ecosystem. The best practices that toy 

manufacturers can take include reasonable security, accessible and transparent 

privacy policies, and allowing consumer control.36 For example, money 

transmitter toys could implement easy to use user interfaces in their 

accompanying apps that would allow parents to easily unlink bank accounts 

from connected toys and apps and be certain that such data is not being 

retained unnecessarily. 

Although there are several FTC-approved safe harbor organizations 

that companies could join in order to state their compliance with COPPA 

                                                 
34 See Lorenzo Franceschi-Bicchierai, A company that sells “smart” teddy bears leaked 

800,000 user account credentials—and then hackers locked it and held it for ransom, 

MOTHERBOARD (Feb. 27, 2017) https://motherboard.vice.com/en_us/article/internet-of-things-

teddy-bear-leaked-2-million-parent-and-kids-message-recordings [https://perma.cc/27JV-

J5KQ]; Troy Hunt, Data from connected CloudPets teddy bears leaked and ransomed, 

exposing kids' voice messages, TROY HUNT BLOG (Feb. 28, 2017), 

https://www.troyhunt.com/data-from-connected-cloudpets-teddy-bears-leaked-and-ransomed-

exposing-kids-voice-messages/ [https://perma.cc/3MXB-6EYP]. 
35 Terms and Conditions, Privacy Policy, SPIRAL TOYS, 

http://spiraltoys.com/products/cloudpets/terms-and-conditions/ (last revised Jan. 15, 2016) 

[https://perma.cc/9JFB-942C]. 
36 See FUTURE OF PRIVACY F., supra note 1, at 12–16. 
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regulations,37 toy manufacturers that also provide P2P services may encounter 

difficulties finding cohesive self-regulation structures specifically made for 

money transmitter toys. They should look to innovating best practices by 

looking to financial regulations, while paying attention to the types of 

information they are collecting from children. Parents, while they can take 

several steps to educate themselves in how companies collect data, should not 

have to jump through hoops to understand whether a finance education toy 

protects their financial data or their children’s personal information. 

THE SOCIAL IMPLICATIONS 
 

Connected toys are not only becoming more popular, but they are also 

expanding the ways in which children are experiencing the physical world. 

Though connected toys root from virtual worlds, a physical representation of 

that world can lead to several physiological implications. Toy manufacturers 

not only should look to current legal implications, but should also look to 

potential social implications that may inspire future regulations. 

Several connected toys autonomously develop personalities, whether through 

artificial intelligence38 or through a child’s imagination. Children can quickly 

bond with their toys and adding an element of education to toys may lead 

children to rely on toys for more than play. Though educational toys are not 

new, connected toys may create a culture among new generations that change 

the way that children view the physical world. 

Wiggy, for example, provides an incentive for parents to stray away 

from giving children physical cash, while simultaneously allowing children to 

                                                 
37 COPPA Safe Harbor Program, FED. TRADE COMM’N (last visited Feb. 13, 2017), 

https://www.ftc.gov/safe-harbor-program [https://perma.cc/L4C8-M2AK]. 
38 See Meet the CogniToys Dino, COGNITOYS, https://cognitoys.com (last visited Mar. 15, 

2017) [https://perma.cc/Z5D3-BNYC] (stating “There's nothing prehistoric about CogniToys, 

the Wi-Fi-enabled, educational smart toy Dinosaurs that learn and grow with children. Loaded 

with fun personalities and tons of information, CogniToys are redefining learning in the 

digital age. The curious and conversational Dinos are powered by IBM Watson and Elemental 

Path's Friendgine technology, allowing them to deliver the kind of personalized play 

experience every child deserves.”); see also Myles Gough, An IBM Supercomputer Is Making 

Its Debut in a Kid’s Toy: And it will learn and grow with your babies., SCI. ALERT (Feb. 24, 

2015), https://www.sciencealert.com/ibm-s-jeopardy-destroying-watson-makes-its-debut-in-a-

kid-s-toy [https://perma.cc/YEE7-LP7R]; see also Nick Statt, Anki's Cozmo robot is the new, 

adorable face of artificial intelligence, VERGE (Oct. 14, 2016) 

http://www.theverge.com/2016/10/14/13276752/anki-cozmo-review-ai-robot-toy 

[https://perma.cc/6T9D-XBPA]. 
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see finances as more abstract than a dollar they may hold in their pocket. 

Though it is unclear how this may change the way children view the value of 

money or how they learn accounting, social implications are important to take 

into consideration when developing toys that rely heavily on the internet. 

CONCLUSION 
 

In time, connected toys will become a standard birthday gift. 

Connected toys may start to replace babysitters or act as home teachers. Toys 

may even become personal accountants for children. In cases where toys may 

cross over into territories not usually attributed to children, such as finance, 

toy manufacturers should look to current privacy regulations and aim for best 

practices in order to build trust and protect consumers. By having descriptive, 

transparent, and accessible privacy policies and providing reasonable security, 

toy manufacturers can take the first steps in finding a balance in protecting 

consumer’s data while also being able to use data to develop and deliver better 

services to users.
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 The electricity market is undergoing a transformation. The basic tenet 

of a centralized production, transmission and distribution system where 

consumers purchase electricity from a single provider is increasingly 

developing into a decentralized, multiple provider system centered on 

renewable energy,1 in which the customer may produce, consume, and then 

sell excess electricity capacity like a commodity in an open market, where 

transactions are transparent, verifiable, and secure. Major drivers of this shift 

include customer demand for energy independence from the broader 

electricity grid controlled by utility companies; reduction in energy costs; and 

the global commitments of influential multinational companies to purchase 

electricity from renewable energy sources to reduce carbon emissions.2 

Technology companies have also begun to move into the energy space; 

Apple’s request to become a wholesale provider of renewable energy 

throughout the country3 was recently approved by the Federal Energy 

Regulatory Commission (“FERC”). Companies like Apple,4 Google,5 

                                                 
* Keith Townsend is an attorney in Washington, D.C. and counsel to the Apartment and 

Office Building Association of Metropolitan Washington on utility and energy market 

transformation issues involving the economic impacts of technological and environmental 

developments on legal, regulatory and public policy decision-making. Mr. Townsend’s related 

experience includes serving as counsel to Pepco Holdings, Washington Gas, the United States 

Telecom Association and Sprint, Senior Legal Advisor to an FCC Commissioner and attorney 

for the District of Columbia Public Service Commission. He is a graduate of Georgetown 

University Law Center and Georgetown University. 
1 See generally Utility of the Future, MIT ENERGY INITIATIVE (2016), 

http://energy.mit.edu/research/utility-future-study/ [https://perma.cc/G24T-BCT8]. 
2 See Andrew Winston, George Favaloro, & Tim Healy, Energy Strategy for the C-Suite, 

HARV. BUS. REV. (Jan.–Feb. 2017), https://hbr.org/2017/01/energy-strategy-for-the-c-suite 

[https://perma.cc/GJP3-WYJZ]. 
3 Apple Energy LLC, Docket No. ER16-1887-000 (Aug. 4, 2016), 

https://elibrary.ferc.gov/idmws/file_list.asp?accession_num=20160804-3004 

[https://perma.cc/6X64-896V]. 
4 The World’s Most Influential Companies, Committed to 100% Renewable Power, RE100, 

http://there100.org/re100 (last visited Mar. 3, 2017) [https://perma.cc/69RQ-WHFT] 
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Amazon6 and other non-utility enterprises may ultimately become direct 

competitors to traditional utility companies in the sale of renewable energy 

based electricity directly to retail customers through blockchain technology. 

For now, Apple and Google are authorized to sell excess energy capacity in 

the wholesale energy markets and could do so with blockchain technology. In 

the future, if either Apple or Google were to provide energy from renewable 

sources to customers in retail markets under various distributed energy 

scenarios, a viable blockchain distributed ledger technology would provide the 

same seamless, secure and transparent accounting of these transactions. 

 Blockchain technology is potentially the mechanism to transform 

energy trading in a decentralized electricity market. The blockchain is a 

shared and trusted distributed ledger technology that permits the recording of 

any digital asset transaction between parties over a decentralized encrypted 

network. Initially developed as a mechanism to record financial transactions 

using the Bitcoin cryptocurrency financial technology or “fintech,” the 

blockchain technology has generated broad interest in other business sectors,7 

including energy trading.8 Blockchain technology confirms transactions in 

real time, and ensures the integrity of transactions through the secured 

                                                                                                                               
(Announcing Apple committed to the RE100 goals on Sept. 19, 2016 and discussed the 

company’s commitments to producing renewable energy and operating its facilities with 100 

percent renewable energy).  
5 Achieving Our 100% Renewable Energy Purchasing Goal and Going Beyond, GOOGLE 

(Dec. 2016), 

https://static.googleusercontent.com/media/www.google.com/en//green/pdf/achieving-100-

renewable-energy-purchasing-goal.pdf [https://perma.cc/AB6U-HR6J] (Affirming Google’s, 

a REI multinational company, commitment to using 100% renewable energy for the 

company’s facilities by 2017). 
6 AWS is committed to running our business in the most environmentally friendly way 

possible, AMAZON, https://aws.amazon.com/about-aws/sustainability/ (last visited Apr. 4, 

2017), [https://perma.cc/9544-C3SH] (Announcing Amazon’s expansion of the company’s 

investments in renewable energy production with the development of a Ohio wind farm and 

Virginia solar farms creating a total of ten renewable energy projects globally). 
7 The Promise of the Blockchain: The Trust Machine, ECONOMIST (Oct. 31, 2015), 

http://www.economist.com/news/leaders/21677198-technology-behind-bitcoin-could-

transform-how-economy-works-trust-machine [https://perma.cc/3S4W-E6EU].  
8 See generally Blockchain – an opportunity for energy producers and consumers?, PWC 

GLOBAL POWER & UTIL. (2016), https://www.pwc.com/gx/en/industries/assets/pwc-

blockchain-opportunity-for-energy-producers-and-consumers.pdf [https://perma.cc/S5JM-

GJXK]. 
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exchange of digital currency.9 Furthermore, the blockchain technology is 

promoted as beyond the hackers’ nefarious reach.10 

 Siemens announced on Nov. 21, 2016 an agreement with New York 

startup LO3 Energy to jointly develop microgrid11 that enable local energy 

trading through blockchain technology.12 For example, a provider of 

electricity from a rooftop solar system would feed excess electricity back into 

the existing local grid, and receive payments from customers purchasing the 

renewable energy. The technology being tested stores and validates data that 

permits direct transactions between energy producers and consumers. In April 

2016, successful peer-to-peer (“P2P”) energy transactions occurred in 

Brooklyn, New York between rooftop solar producers of renewable energy 

and consumers through the use of LO3 Energy’s blockchain technology over 

the company’s TransActive Grid.13 

 Various industry analysts have begun to chart the possible 

implementation of blockchain technology in energy markets. A Navigant 

Research report concluded that while utility companies are exploring the use 

of blockchain technology, the immediate benefit of the technology is in P2P 

energy trading among smaller decentralized distributed energy systems such 

as microgrids, in which owners of distributed energy resources such as solar 

and wind production facilities sell energy directly to customers.14 In a Price 

                                                 
9 Subramanian Iyer, The Benefits of Blockchain Across Industries, ORACLE (April 2016), 

http://www.oracle.com/us/corporate/profit/big-ideas/041316-siyer-2982371.html 

[https://perma.cc/88XK-LU3X]. 
10 Peter Van Valkenburgh, Dear Mr. Trump: To ‘Cyber’ Better, Try the BlockChain, WIRED 

(Dec. 20, 2016), https://www.wired.com/2016/12/dear-mr-trump-cyber-better-try-blockchain/ 

[https://perma.cc/8LXE-FPNF]. 
11 Microgrid definitions, BERKELEY LAB, https://building-microgrid.lbl.gov/microgrid-

definitions (last visited Apr. 4, 2017) [http://perma.cc/55N3-KRJ9] (The United States 

Department of Energy defines a microgrid as “a group of interconnected loads and distributed 

energy resources within clearly defined electrical boundaries that acts as a single controllable 

entity with respect to the grid. A microgrid can connect and disconnect from the grid to enable 

it to operate in both grid-connected or island-mode.”).  
12 Press Release, Siemens, Siemens and U.S. startup LO3 Energy collaborate on blockchain 

microgrids (Nov. 21, 2016), 

http://www.siemens.com/press/en/pressrelease/?press=/en/pressrelease/2016/energymanagem

ent/pr2016110080emen.htm&content[]=EM [https://perma.cc/L43E-MYCX]. 
13 Id. 
14 Press Release, Navigant Research, Blockchain Technology Could Herald the Start of a New 

Model for Transactive Energy, https://www.navigantresearch.com/newsroom/blockchain-

technology-could-herald-the-start-of-a-new-model-for-transactive-energy (last visited Apr. 

25, 2017) [https://perma.cc/H7JW-YMP2]. 
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Waterhouse study, the company determined that the blockchain technology 

will support transparent energy supply chain transactions and play a role in 

energy metering, billing and confirmation of ownership of assets, among other 

potential benefits.15  

 The success in deploying blockchain technology in energy trading 

markets or any other business enterprise will depend upon how the practical 

applications of the technology develop, and how those applications will be 

regulated.16 Whether the development and use of blockchain technology is 

driven by open-source agreements, protected by patents and licensing 

agreements, or a combination of both approaches to deploying the technology 

is an open question.17 Furthermore, whether Bitcoin will become the currency 

of choice in the energy trading markets, or for any other digital market 

transaction and how the financial transaction is regulated, is an open question. 

The absence of a single standard or approach to government regulation of the 

application of the currency transaction applicable to use of the technology in 

commercial transactions is emblematic of the regulatory hurdles that must be 

overcome. Federal regulators have pursued different approaches to regulating 

Bitcoin. The Commodity Future Trading Commission (“CFTC”) has begun to 

regulate the trading in cryptographic currencies, such as Bitcoin, as financial 

derivatives.18 The Office of the Comptroller of the Currency (“OCC”) has 

requested comments on whether the federal government should create special 

purpose national banks for fintech companies.19 The Securities and Exchange 

Commission (“SEC”) has sought comments on whether transactions using 

blockchain technology require registration under existing regulations for 

                                                 
15 PWC GLOBAL POWER & UTILITIES, supra note 8. 
16 Trevor I. Kiviat, Beyond Bitcoin: Issues in Regulating Blockchain Transactions, 65 DUKE 

L. J. 569, 569-608 (2015). 
17 Olga Kharif, Big Banks are Stocking Up on Blockchain Patents, BLOOMBERG (Dec. 21, 

2016, 5:00 AM), https://www.bloomberg.com/news/articles/2016-12-21/who-owns-

blockchain-goldman-bofa-amass-patents-for-coming-wars [http://perma.cc/2S7G-NZE8]. 
18 Press Release, CFTC, Keynote Address of CFTC Commissioner J. Christopher Giancarlo 

Before the Cato Institute, Cryptocurrency: The Policy Challenges of a Decentralized 

Revolution Cato Institute (2016),  

http://www.cftc.gov/PressRoom/SpeechesTestimony/opagiancarlo-14 [https://perma.cc/JK5E-

XFSC]. 
19 Exploring Special Purpose National Bank Charters for Fintech Companies, AURIEMMA 

CONSULTING GROUP (Jan. 13, 2017), http://www.acg.net/wp-

content/uploads/2017/01/LTR_Exploring-Special-Purpose-National-Bank-Charters-for-

Fintech-Companies_01_13_17_JC.pdf [https://perma.cc/L67L-PNCW].  
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transfer agents or clearing agencies.20 The outcome of these domestic 

questions regarding the legal and regulatory treatment of block chain 

distributed ledger technology will impact efforts to create standards to govern 

the use of the technology in domestic and international trade in goods and 

services now under consideration. Uniform standards on interoperability, data 

security, and currency payments are imperative if blockchain technology is to 

become the electronic distributed ledger technology for goods and services, 

including energy transactions.21  

 In the private sector, the National Association of Securities Dealers 

Automated Quotations System (“Nasdaq”) has encouraged the use of 

blockchain technology. Nasdaq announced on Dec. 30, 2015 that “an issuer 

was able to use its Nasdaq Linq private blockchain ledger technology to 

successfully complete and record a private securities transaction - the first of 

its kind using blockchain technology.”22 Furthermore, Nasdaq continues to 

promote blockchain technology as a transformative technology that ensures 

efficiency, transparency and data security in financial transactions.23  

 On February 28, 2017, a blockchain technology consortium known as 

the Enterprise Ethereum Alliance (“EEA”)24 was launched by a diverse group 

of multinational businesses and software developers, including Accenture, 

Banco Santander, BlockApps, BNY Mellon, BP, Credit Suisse, Cryptape, 

ING, Intel, J.P. Morgan, Microsoft, String Labs, Thomson Enterprise. The 

EEA was created to further the development of a free to use, open source 

industry standard for blockchain solutions to serve as the foundation for 

                                                 
20 See Mary Jo White, Chair, Securities and Exchange Comm’n, Keynote Address at the SEC-

Rock Center on Corporate Governance Silicon Valley Initiative (2016); SEC Transfer Agency 

Regulations, 17 C.F.R. § 240 (2015), https://www.sec.gov/rules/concept/2015/34-76743.pdf 

[https://perma.cc/TQ2C-QDH7]. 
21 See Blockchain Enabled Distributed Energy Trading, Executive Summary, NAVIGANT 

RESEARCH (2016), https://www.navigantresearch.com/research/blockchain-enabled-

distributed-energy-trading [https://perma.cc/3XJQ-ZC44]; Alexander Shelkovnikov, 

Blockchain applications in energy trading, DELOITTE (2016), 

https://www2.deloitte.com/content/dam/Deloitte/uk/Documents/energy-resources/deloitte-uk-

blockchain-applications-in-energy-trading.pdf [https://perma.cc/2PAS-DFKZ].  
22 Nasdaq Linq Enables First-Ever Private Securities Issuance Documented with Blockchain 

Technology, NASDAQ (Dec. 30, 2015), 

http://ir.nasdaq.com/releasedetail.cfm?releaseid=948326 [https://perma.cc/9XJF-W9RK]. 
23 Building on the Blockchain, NASDAQ (March 23, 2016), 

http://business.nasdaq.com/marketinsite/2016/Building-on-the-Blockchain.html 

[https://perma.cc/77WR-H7UE]. 
24 ENTER. ETHEREUM ALLIANCE, http://entethalliance.org (last visited Apr. 15, 2017) 

[https://perma.cc/K8V5-TSFY]. 
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business transactions by ensuring transparency, trust, privacy, and 

performance in peer-to-peer and multiparty agreements among other 

applications.25 According to Jeremy Millar, founding board member of EEA, 

“Ethereum is already one of, if not the, most widely used technologies for 

developing and deploying enterprise blockchains. Enterprises love the 

availability of open-source implementations, a single standard, the rapidly 

growing developer ecosystem, and availability of talent. But enterprises 

expect resilient secure systems and a robust controls environment. EEA aims 

to bring these together, both to provide enterprises the forum they need and 

also to advance Ethereum generally.”26 

 The response of government regulators to unanswered questions 

regarding the regulatory treatment of the technology and how best to exploit 

the use of blockchain distributed ledger technology in the trading of goods and 

services are expanding. On February 9, 2017, Congressmen Jared Polis (D-

Colo.) and David Schweikert (R-AZ) announced the launch of the 

Congressional Blockchain Caucus.27 The bipartisan caucus is “dedicated to 

the advancement of sound public policy toward blockchain-based 

technologies and digital currencies.”28 Congressman Schweikert has replaced 

former Co-Chair of the Blockchain Caucus Rep. Mick Mulvaney (R-S.C.) 

who was recently confirmed as President Trump’s Director of the Office of 

Management and Budget. The importance of harnessing the value of 

blockchain technology in domestic and international commerce is reflected in 

the comments of Congressman Schweikert, “Open blockchain networks and 

distributed ledger technologies are still new, but it’s critical for members of 

Congress to begin comprehending both their current applications and future 

use cases” and that “it is critically important the United States remain 

competitive regarding emerging technologies, and distributed ledger 

technology is the open, secure, efficient technology backbone we've been 

looking for.”29 Recently, the United States Department of Energy (“DOE”) 

requested proposals on the use of blockchain distributed ledger technology to 

                                                 
25 Press Release, Enter. Ethereum Alliance (Feb. 28, 2017), http://entethalliance.org/wp-

content/uploads/2017/02/EEA.pdf [https://perma.cc/HP5C-EQWK]. 
26 Id. 
27 Press Release, Jared Polis 2nd Dist. of Colorado (Feb. 9, 2017), 

http://polis.house.gov/news/documentsingle.aspx?DocumentID=398291 

[https://perma.cc/K72D-3NBC]. 
28 Id. 
29 Id. 



2017                    GEORGETOWN LAW TECHNOLOGY REVIEW 

 

 

475 

ensure the security of energy transactions.30 The request for proposals states 

that “DOE is currently investigating novel approaches to leverage and explore 

blockchain technology, initially developed within the financial sector, for the 

realization of robust fossil energy-based systems” and that “proposals are 

sought to develop novel concepts for energy systems that rely on blockchain 

technology to assure robust systems that are less susceptible to cyber-

attack.”31 

 With the rise of fintech, a global effort is underway to create universal 

standards for seamless, transparent and secured electronic commercial 

transactions based upon the blockchain distributed ledger technology. The 

International Organization for Standardization (“ISO”), an independent, non-

governmental international organization that develops standards in response to 

global challenges,32 has established a technical committee, ISO/TC 307, to 

develop voluntary standards for the use of blockchain distributed ledger 

technology in national and international trade in goods and services.33  

 Based upon the proposal of Standards Australia34 to the ISO in 2016,35 

the mandate of the technical committee is development of global 

“standardization of blockchains and distributed ledger technologies to support 

interoperability and data interchange among users, applications, and 

                                                 
30 U.S. DEP’T OF ENERGY, SMALL BUSINESS INNOVATION RESEARCH (SBIR) AND SMALL 

BUSINESS TECHNOLOGY TRANSFER (STTR) PROGRAMS 64 (2016), 

https://science.energy.gov/~/media/sbir/pdf/TechnicalTopics/FY2017_Phase_1_Release_2_T

opics_Combined.pdf [https://perma.cc/VV9S-VCHZ]. 
31 Id. 
32 Google used ISO 50001 modeling standards as “a framework to establish a more structured 

and formalized energy management system” to achieve the company’s energy efficiency 

goals. Google Creating a More Energy-Efficient Web, ISO FOCUS 41-42 (Nov.–Dec. 2016), 

https://www.iso.org/files/live/sites/isoorg/files/news/magazine/ISOfocus%20(2013-

NOW)/en/2016/ISOfocus119/ISOfocus_119.pdf [https://perma.cc/46HM-PR5H]. 
33 ISO/TC 307: Blockchain and Electronic Distributed Ledger Technologies, INT’L ORG. 

STANDARDS (2016), https://www.iso.org/committee/6266604.html [https://perma.cc/8V5C-

LQ7Y]. 
34 The national standards authority of Australia. STANDARDS AUSTRALIA, 

http://www.standards.org.au/Pages/default.aspx (last visited Mar. 31, 2017) 

[https://perma.cc/8S5F-XX4Y]. 
35 The April 2016 proposal of Standards Australia (SA) for standardization of blockchain and 

distributed ledger technologies was approved by the ISO Technical Management Board in 

September 2016. It allocated the leadership of the technical committee to SA. See ARTHUR 

COX, PROPOSAL FOR STANDARDISATION OF BLOCKCHAIN AND ELECTRONIC DISTRIBUTED 

LEDGER TECHNOLOGIES (2017), http://www.arthurcox.com/wp-

content/uploads/2017/02/Proposal-For-Standardisation-of-Blockchain-and-Electronic-

Distributed-Ledger-Technologies.pdf [https://perma.cc/U9RP-C5TB]. 
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systems.”36 The work of ISO/TC 307, under the leadership of Standards 

Australia, commenced in Sydney, Australia on April 3-5, 2017.37 The United 

States, Canada, China, Germany, Japan and Russia are among seventeen 

participating ISO members while Argentina, Iran, Israel, and South Africa are 

among seventeen observing ISO members.38  

 The scope of economic, legal, and regulatory parameters for the use of 

blockchain distributed ledger technology in public and private exchanges is 

evolving and may take decades to be fully realized.39 As this occurs, the 

technology will continue the transformation of electricity market energy 

supply transactions. Navigant has described this evolution as the emergence of 

a decentralized energy marketplace, an “energy cloud,” in which blockchain 

technology can serve as a secure digital ledger for energy transactions.40 The 

nexus between private sector innovation and limited government regulations, 

however, will determine whether blockchain technology transforms the global 

economy in goods and services, including distributed energy transactions.41 

The results of the ISO/TC 307 will greatly impact the evolution of blockchain 

distributed ledger technology as a viable records keeping component in 

national and internal supply chain management of energy transactions.

                                                 
36 INT’L ORG. STANDARDS, supra note 33. 
37 Id. 
38 Id. 
39 Marco Iansiti & Karim R. Lakhani, The Truth About Blockchain, HARV. BUS. REV. 118 

(Jan.–Feb. 2017). 
40 Navigating the Energy Transformation, NAVIGANT (Aug. 24, 2016), 

https://www.navigant.com/insights/energy/2016/navigating-the-energy-transformation 

[https://perma.cc/4WDU-BS9W]. 
41 See Conference Report, Nat’l Ass’n of Regulatory Util. Comm’rs, Winter Committee 

Meetings: Staff Subcommittee on Rate Design, (Feb. 12, 2017), 

http://pubs.naruc.org/pub/DABCE1BC-F671-0770-723D-69BC12DF630A 

[https://perma.cc/MD4X-529V]. Presentations about blockchain technology were made by the 

following participants: Matt Byron, Ernest & Young (“Introduction to Blockchain”); 

Lawrence Orsini, LO3 Energy (“Distributed grid solutions that bring people, utilities and 

technology together”); Ravi Pradhan, Siemens (“Hierarchical Energy Markets Enabled by 

Blockchain”); Lynne Kiesling, Northwestern University (“Economic Implications of 

Blockchain for Electricity Distribution and Markets”). 
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President Donald Trump’s first hundred days in office were 

characterized by a whirlwind of executive actions and attempts to fulfill 

campaign promises. Yet the technology sector’s primary concern has been 

Trump’s lack of regulatory action and unknown policies. How this 

administration will impact emerging technologies like fintech is still relatively 

uncertain, but an analysis of actions that indirectly affect fintech, the known 

backgrounds of confirmed and nominated appointees, and influential outside 

sources promoting fintech agendas may provide insight. 

On February 3, 2017, President Trump attempted to roll back parts of 

the Dodd-Frank Act,1 the 2010 bill that regulates large swathes of the 

financial sector.2 Though the executive order doesn’t expressly mention the 

act, Press Secretary Sean Spicer made the intentions of the order clear in a 

press briefing given the same day the order was signed.3 The order calls for 

the review of all financial regulations for compliance with six “Core 

Principles,” which include preventing taxpayer-funded bailouts and enabling 

American firms to be competitive with foreign companies as well as domestic 

and foreign markets.4  

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2018; Georgetown University School 

of Continuing Studies, B.A. 2015. © 2017, R. Harrison Dilday. 
1 Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. No. 111-203, 124 

Stat. 1376 (2010). 
2 Issie Lapowsky, Trump’s Gifts to Wall Street Threaten Retirees—and Robots, WIRED (Feb. 

3, 2017, 5:56 PM), https://www.wired.com/2017/02/trumps-gifts-wall-street-threaten-retirees-

robots/ [https://perma.cc/7NQ4-UFVD]; see Dodd-Frank Wall Street Reform and Consumer 

Protection Act. 
3 Carmen Germaine, CORRECTED: Trump Orders Review Of Dodd-Frank And Fiduciary 

Rule, LAW360 (Feb. 3, 2017 12:45 PM), 

https://www.law360.com/capitalmarkets/articles/888192/corrected-trump-orders-review-of-

dodd-frank-and-fiduciary-rule [https://perma.cc/3DBZ-UNL5]. 
4 Exec. Order No. 13,772, 82 Fed. Reg. 9,965 (Feb. 3, 2017). 
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Thought to be a defining part of President Obama’s legacy,5 the Dodd-

Frank Act was a legislative reaction in 2010 to the financial crisis of 2008. In 

the technology sector, entrepreneurs reacted to the crisis in a different way: by 

creating programs and algorithms to bring increased transparency and 

automation to much of the traditional Wall Street practice.6 Companies like 

Betterment7 and Wealthfront8 put consumers back in the pilot seat of their 

own finances, curtailing potential conflicts of interest or temptations to breach 

fiduciary duties.9  

However, President Trump also issued a memo directing the 

Department of Labor to consider rescinding its rule imposing a fiduciary duty 

on financial advisors for retirement accounts.10 Fintech companies originally 

responded to this rule by creating robo-advisors, as it was believed that the 

compliance costs for money managers would disincentivize retaining smaller 

clients.11 The White House’s orders could remove this incentive and stifle 

fintech growth in this area.  

In this regard, President Trump’s stance on reduced federal regulation 

runs counter to leaders of fintech, many of whom have advocated for fintech-

specific regulations as a means of spurring growth via more coherent 

                                                 
5 Fred Barbash & Renae Merie, Trump to order regulatory rollback Friday for finance 

industry starting with Dodd-Frank, WASH. POST (Feb. 3, 2017), 

https://www.washingtonpost.com/news/morning-mix/wp/2017/02/03/trump-to-order-

rollback-friday-of-regulations-aimed-at-finance-industry-top-aide-

says/?utm_term=.d626e50a6e13 [https://perma.cc/8FXS-PW4C]. 
6 Nadine Bonner, Fintech Meets Tradition: JPMorgan & OnDeck Team Up to Create a New 

Lending Product, ABF JOURNAL (Mar. 2016), 

http://www.abfjournal.com/%3Fpost_type%3Darticles%26p%3D45915 

[https://perma.cc/33VR-8TGM]. 
7 Our StoryVertical Integration: Better Business, Better Returns, BETTERMENT (Mar. 13, 

2014), 

https://www.betterment.com/resources/inside-betterment/our-story/vertical-integration-better-

business-better-returns/ [https://perma.cc/76A3-6BJ7]. 
8 Works Non Stop, WEALTHFRONT (last visited Feb. 27, 2017), 

https://www.wealthfront.com/works-non-stop [https://perma.cc/BM6R-3X2F]. 
9 Betterment’s vertical integration structure combined traditionally separate steps like 

financial advice and trading, meaning consumer have access to a virtual one-stop-shop style 

investment vehicle. Similarly, Wealthfront has automated the process of investing and given 

consumers access to their portfolio via mobile interfaces that can be accessed at any time.  
10 Memorandum on the Fiduciary Duty Rule, 2017 Daily Comp. Pres. Doc., 00095 (Feb. 3, 

2017). 
11 Id. 
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compliance programs.12 The President has also suggested the abolition of one 

of the most recently established executive agencies, the Consumer Finance 

Protection Bureau.13 The CFPB, a pro-fintech agency, was created by Dodd-

Frank14 with a single goal: “watching out for American consumers in the 

market for consumer financial products and services.”15  

The CFPB has supported the growth of fintech companies, 

encouraging what it calls “consumer-friendly innovation.”16 A full repeal of 

Dodd-Frank could spell the end of the CFPB, which may lead to a host of 

consumer finance issues related to fintech.17 According to Nilesh Vaidya, 

senior vice president and head banking and capital markets for Capgemini 

Financial Services, the end of the CFPB could cause “a rise in mortgages 

being written which are not really affordable to consumers . . . the likelihood 

for delinquencies would increase.”18  

The CFPB has also shut down fintech companies that do not promote 

consumer welfare, which are companies that are acting essentially as new age 

payday lenders.19 Continuing to balance support for and enforcement of 

fintech requires skilled and knowledgeable agencies, like those found at 

CFPB, but even if Dodd-Franks stays, legislation introduced in both the 

House and Senate on February 14, 2017 call for the repeal of the agency.20 

                                                 
12 Here’s what a Trump presidency means for US FinTech, BUS. INSIDER (Nov. 9, 2016, 10:15 

AM), http://www.businessinsider.com/heres-what-a-trump-presidency-means-for-us-FinTech-

2016-11 [https://perma.cc/8EC5-4DZB]. 
13 Id.  
14 Consumer Financial Protection Act of 2010, 12 U.S.C. § 5491 (2017).  
15 Creating the Consumer Bureau, CONSUMER FIN. PROT. BUREAU (last visited Mar. 30, 

2017), https://www.consumerfinance.gov/the-bureau/creatingthebureau/ 

[https://perma.cc/9L6Z-EYBQ]. 
16 CONSUMER FIN. PROT. BUREAU, PROJECT CATALYST REPORT: PROMOTING CONSUMER-

FRIENDLY INNOVATION, INNOVATION INSIGHTS (Oct. 2016), 

https://s3.amazonaws.com/files.consumerfinance.gov/f/documents/102016_cfpb_Project_Cat

alyst_Report.pdf [https://perma.cc/3K47-TH29]. 
17 John Divine, What Would Repealing Dodd-Frank Mean for Stocks?, U.S. NEWS & WORLD 

REPORT (Feb. 6, 2017) http://money.usnews.com/investing/articles/2017-02-06/trumps-

executive-orders-what-would-repealing-dodd-frank-mean-for-stocks [https://perma.cc/749E-

XDWU]. 
18 Id. 
19 Danny Vinik, Can Washington Control High-Tech Lending?, POLITICO: THE AGENDA (Sep. 

28, 2016 4:57 AM), http://www.politico.com/agenda/story/2016/09/online-payday-lender-

regulations-000206 [https://perma.cc/KZ5X-ZZAY]. 
20 H.R. 1031, 115th Cong. (1st Sess. 2017). H.R. 1031 is entitled “To eliminate the Bureau of 

Consumer Financial Protection by repealing title X of the Dodd-Frank Wall Street Reform 

and Consumer Protection Act, commonly known as the Consumer Financial Protection Act of 
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President Trump will likely face serious opposition from Democrats 

and their supporters21 on these actions affecting fintech, so instead of focusing 

on these moves directly, scrutinizing Trump’s appointees offers another 

approach to understanding this administration’s impact on fintech.  

Trump is expected to name former Texas Congressman Randy 

Neugebauer to replace the director of the CFPB.22 Representative Neugebauer 

has been a vocal critic of the CFPB. He has called for fewer regulations and 

attempted to replace the director position with a multi-member commission, 

which would limit the organization’s ability to independently draft 

regulations.23  

The fight over the head of the CFPB could last through next year, as 

current Director Richard Cordray’s term extends to 2018.24 Though the D.C. 

Court of Appeals ruled that the CFPB head can be removed at will rather than 

the for-cause standard typically used at independent agencies25—which could 

also seriously curtail regulation in opposition to White House policies—that 

decision was vacated and an en banc hearing will be heard on May 24, 2017.26 

Given that President Trump has already fired officials who disagree with 

him27 and attempted to wipe clean Obama appointments at DOJ28, Director 

                                                                                                                               
2010.” S. 370, 115th Cong. (1st Sess. 2017). S. 370 is entitled “A bill to eliminate the Bureau 

of Consumer Financial Protection by repealing title X of the Dodd-Frank Wall Street Reform 

and Consumer Protection Act, commonly known as the Consumer Financial Protection Act of 

2010. 
21 Alan Rappeport, Steven Mnuchin Is Confirmed as Treasury Secretary, N.Y. TIMES, (Feb. 

13, 2017), https://www.nytimes.com/2017/02/13/us/politics/steven-mnuchin-confirmed-

treasury-secretary.html?_r=0 [https://perma.cc/VP36-FH9P]. 
22 Megan Leonhardt, Trump May Tap Consumer Watchdog's Biggest Opponent to Run It, 

TIME (Jan.13, 2017), http://time.com/money/4634976/donald-trump-cfpb-richard-cordray-

randy-neugebauer/ [https://perma.cc/PWR8-XEQN]. 
23 Id. 
24 C. Ryan Barber, CFPB Wins New Chance to Defend Single-Director Power Structure, 

NAT’L L. J. (Feb. 16, 2017 7:55 PM), 

http://www.nationallawjournal.com/legaltimes/home/id=1202779317283/CFPB-Wins-New-

Chance-to-Defend-SingleDirector-Power-

Structure?mcode=1383176848142&curindex=0&slreturn=20170117171507 

[https://perma.cc/2LHV-B7FU]. 
25 “With the for-cause provision severed, the President now will have the power to remove the 

Director at will, and to supervise and direct the Director.” PHH Corp. v. Consumer Fin. Prot. 

Bureau, 839 F.3d 1, 8 (D.C. Cir. 2016), reh'g en banc granted, order vacated (Feb. 16, 2017). 
26 Order Granting Rehearing En Banc, 839 F.3d 1, 8 (D.C. Cir. 2016). 
27 Brian Fallon, Why Trump’s Firing of Sally Yates Should Worry You, POLITICO MAG. (Jan. 

31, 2017), http://www.politico.com/magazine/story/2017/01/trump-firing-sally-yates-should-

worry-214716 [https://perma.cc/5R4U-2QPK]. 
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Cordray may be dependent on legal relief to retain his position through his 

appointed term.  

President Trump’s Secretary of Commerce Wilbur Ross may also shed 

light on how this administration plans to deal with fintech and traditional 

banking institutions.29 Ross, an investor and banker, targeted failing banks 

during the financial crisis of the 2000s.30 In 2011, at the height of the 

European debt crisis, Ross was part of a group of investors that acquired 35% 

of the Bank of Ireland.31 While traditional banks themselves are seeking ways 

to improve services through many of the same processes employed by 

independent fintech companies—such as mobile interactions32—many fintech 

companies view themselves as disruptors of the industry.33 There is real 

tension between these old titans and the newer, scrappier service providers 

that Commerce is expected to mediate.34 Though Ross sold his interests in the 

Bank of Ireland in 2014, his former involvement may create conflicts of 

interest that influence his actions at Commerce.35 

Steven T. Mnuchin, President Trump’s Treasury Secretary, is yet 

another veteran banker and a former Goldman Sachs employee.36 Mnuchin 

put himself at odds with many popular views on automation and technology in 

a March interview when he said artificial intelligence is “50-100 years away” 

                                                                                                                               
28 Charlie Savage & Maggie Haberman, Trump Abruptly Orders 46 Obama-Era Prosecutors 

to Resign, N. Y. TIMES (Mar. 10, 2017), https://www.nytimes.com/2017/03/10/us/politics/us-

attorney-justice-department-

trump.html?em_pos=large&emc=edit_dk_20170310&nl=dealbook&nlid=78586497&ref=hea

dline&te=1 [https://perma.cc/KX26-4NPW]. 
29 Chase Peterson-Withorn, What You Need To Know About Commerce Secretary Pick Wilbur 

Ross, Trump's Billionaire Pal, FORBES (Nov. 29, 2016, 11:45 PM), 

http://www.forbes.com/sites/chasewithorn/2016/11/29/what-you-need-to-know-about-likely-

commerce-secretary-wilbur-ross-trumps-billionaire-pal/#58c1ca198d60 

[https://perma.cc/P9Z9-X75Y]. 
30 Id. 
31 Id.  
32 Brian Peters, Mobile Financial technology can level the playing Field for underserved 

consumers, THE HILL (Oct. 17, 2016 12:50 PM), http://thehill.com/blogs/congress-

blog/technology/301274-mobile-financial-technology-can-level-the-playing-field-for 

[https://perma.cc/9L5H-9RS8]. 
33 Id. 
34 Policy Issues: Trust and Safety in Financial Services, FIN. INNOVATION NOW (last visited 

Mar. 30, 2017), https://financialinnovationnow.org/issues/ [https://perma.cc/FW22-ZMQC]. 
35 Id. 
36 Id. 
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from supplanting human jobs.37 That position was criticized by several new 

outlets, all of which agree that AI is currently impacting American job 

loss38—one paper even pointed that 47 percent of the total U.S. employment 

could be automated in the next two decades. Secretary Mnuchin’s comments 

can impact tech stock valuations,39 meaning assertions like the one on AI 

could affect fintech companies’ ability to continue to find funding or support.  

In his new role, Secretary Mnuchin will assist President Trump in 

matters ranging from financial regulation to revamping the tax code. 

However, the two men are sending mixed messages on tax reform: Mnuchin 

has stated that “there would be no absolute tax cut for the upper class” in stark 

contrast to President Trump’s adopted position.40 

President Trump’s potential tax plans have fintech companies feeling 

skittish. Much of the White House’s current plan regarding tax reform focuses 

on corporate taxation without addressing individual tax concerns.41 While this 

will likely benefit the larger, established corporations, many emerging fintech 

start-ups are structured for pass-through taxation, meaning the individual 

owners shoulder the gains or losses rather than the company itself.42 Without 

reforming individual tax regulations, these start-ups may find themselves at an 

extreme disadvantage when competing with traditional institutions.43 

Nevertheless, some think tanks argue that even small businesses will benefit 

from corporate tax reform, painting start-ups as holding up beneficial changes 

                                                 
37 Shannon Vavra, Mnuchin: Losing human jobs to AI "not even on our radar screen, AXIOS 

(Mar. 24, 2017), https://www.axios.com/treasury-secretary-mnuchin-interviews-with-axios-

live-updates-2327865447.html [https://perma.cc/P6P2-3R2Z]. 
38 Elena Holodny, Treasury Secretary Mnuchin says AI taking US jobs is '50-100 more years' 

away — but it's already beginning to happen, BUS. INSIDER (Mar. 26, 2017 6:15 A.M.), 

http://www.businessinsider.com/the-robots-are-coming-whether-mnuchin-says-so-or-not-

2017-3 [https://perma.cc/8KM3-XDVN]; Lawrence H. Summers, Larry Summers: The robots 

are coming, whether Trump’s Treasury secretary admits it or not, WASH. POST (Mar. 27, 

2017 9:02 AM) https://www.washingtonpost.com/news/wonk/wp/2017/03/27/larry-summers-

mnuchins-take-on-artificial-intelligence-is-not-

defensible/?tid=sm_tw&utm_term=.878fab6b4d0c [https://perma.cc/3GEB-K64U].  
39 Summers, supra note 38. 
40 Patricia Cohen, Treasury Nominee Vows No Tax Cut for Rich. Math Says the Opposite, N. 

Y. TIMES (Feb. 9, 2017), https://www.nytimes.com/2017/02/09/business/economy/mnuchin-

rule-tax-cut.html [https://perma.cc/SAV3-LQYY]. 
41 Joyce Hanson, FinTech Firms Worry Trump Tax Plan Will Leave Them Behind, LAW360 

(Jan. 9, 2017, 5:05 PM), https://www.law360.com/articles/878795/FinTech-firms-worry-

trump-tax-plan-will-leave-them-behind [https://perma.cc/XX9M-Y4TL]. 
42 Id. 
43 Id. 
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in exchange for special treatment. As this tension builds, new and fragile 

technology sectors are watching every move closely.44 

If President Trump fails to take a concrete position on fintech, state 

governments may enter the regulatory sphere. In New York state, where 

fintech has been growing rapidly and seems to be the current home of the 

sector,45 top financial regulator Maria Vullo has demanded that the federal 

Office of the Comptroller of the Currency not interfere with the state’s plan to 

regulate fintech and that federal oversight would allow circumvention of state 

consumer protection laws, as well as potentially creating another “too big to 

fail” class of institutions.46  

This action by the OCC is actually a holdover from the Obama White 

House, when the OCC announced desires to grant fintech companies national 

banking licenses.47A federal charter could allow disruptive companies to more 

easily anticipate regulations and implement uniform policies compliant with 

federal oversight, as opposed to a patchwork of state and local legislatures.48 

Seemingly ignoring New York’s position, in March the OCC rolled out its 

licensing manual for fintech companies to apply for a charter.49  

Reacting to the White House’s ambiguous stance on fintech, private 

organizations are currently attempting to give suggestions on how the White 

House can deal with fintech to the benefit of all.  

Tech giants Google, Apple, Amazon, PayPal and others formed 

Financial Innovation Now and sent a letter to President Trump laying out a 

series of recommendations, including creating and appointing a Treasury 

Undersecretary for Technology who would work with other federal financial 

                                                 
44 Id. 
45 Aaron Elstein, Cuomo fights Trump over the future of FinTech, CRAIN’S N. Y. BUS. (Jan. 

25, 2017, 3:30 PM), 

http://www.crainsnewyork.com/article/20170125/FINANCE/170129911/andrew-cuomo-

fights-donald-trump-over-the-future-of-FinTech [https://perma.cc/K89F-KWVL]. 
46 Id. 
47 The OCC Wants Online Lenders to Become Limited Purpose Banks, DEBANKED (Dec. 2, 

2016), http://debanked.com/2016/12/the-occ-wants-online-lenders-to-become-limited-

purpose-banks/ [https://perma.cc/T5EK-LFK5]. 
48 Ben Turner, Back to the future: Congress should look to past for Fintech going forward, 

THE HILL (Feb. 24, 2017 7:00 AM), http://thehill.com/blogs/congress-

blog/technology/320935-back-to-the-future-congress-should-look-to-past-for-fintech 

[https://perma.cc/5RH4-Q88F]. 
49 OFFICE OF THE COMPTROLLER OF THE CURRENCY, EVALUATING CHARTER APPLICATIONS 

FROM FINANCIAL TECHNOLOGY COMPANIES (Mar. 2017). 
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regulators and the banking sector to foster fintech.50 Another group, Consumer 

Financial Data Rights Group, acting as a self-styled trade organization on 

behalf of fintech companies, strives to improve consumer access to financial 

data.51  

The National Economic Council released a report in early January 

2017 titled “A Framework for FinTech.”52 The report, which could be 

considered a final piece of advice on fintech from President Obama, lays out 

suggested policy objectives for financial services, from positive innovation to 

national competiveness.53 In addition, the report includes ten statements of 

principals, designed to provide a framework to contribute to the policy 

objectives.  

However, Trump has tapped former Goldman Sachs president Gary 

Cohn as the new head of the NEC. The senior economic advisor’s comments 

seem indicative of a deregulatory stance,54 in line with President Trump’s 

supposed positions. Mr. Cohn has been highly influential at the White House 

since the beginning of the new administration.55 President Trump has even 

included Cohn as a founding member of the newly minted Office of American 

Innovation.56 The new office aims to bring private sector efficiencies into 

government agencies.57  

                                                 
50 Rob Haralson, FIN calls on President-elect Trump to promote innovation in financial 

services, appoint senior financial technology leader, FIN. INNOVATION NOW (Nov. 30, 2016), 

https://financialinnovationnow.org/2016/11/30/fin-trump-transition-letter/ 
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51 Samantha Hurst, Consumer Financial Data Rights Group Formed by Fintech Companies 

including Kabbage, Affirm & More, CROWDFUND INSIDER (Jan. 20, 2017), 

https://www.crowdfundinsider.com/2017/01/94995-envestnet-yodlee-partners-various-

fintech-firms-establish-consumer-financial-data-rights-group/ [https://perma.cc/C8CZ-

W5M4]. 
52 NAT’L ECON. COUNCIL, A FRAMEWORK FOR FINTECH (Jan. 2017). 
53 Id. 
54 Ryan Tracy, Gary Cohn’s Vision for a Regulatory Rethink, WALL ST. J. (Feb. 3, 2017 7:52 

AM), https://www.wsj.com/articles/white-house-plans-broad-rethink-on-regulating-big-

financial-firms-1486116003 [https://perma.cc/CW3G-Z29M]. 
55 Michael C. Bender, Damian Paletta, & Nick Timiraos, Gary Cohn Has Emerged as an 

Economic-Policy Powerhouse in Trump Administration, WALL ST. J. (Feb. 11, 2017 3:05 

PM), https://www.wsj.com/articles/gary-cohn-has-emerged-as-an-economic-policy-

powerhouse-in-trump-administration-1486843544 [https://perma.cc/DKY3-K9CR]. 
56 Memorandum from the White House Office of the Press Sec’y on the White House Office 

of American Innovation, (Mar. 27, 2017), https://www.whitehouse.gov/the-press-

office/2017/03/27/presidential-memorandum-white-house-office-american-innovation 

[https://perma.cc/3SK3-F3MJ]. 
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Cohn’s clout may have taken a hit during the recent failure to pass the 

Republican-backed repeal of the Affordable Care Act. Cohn was at the front 

of the charge to push the Congressional bill by bringing his economic 

expertise into the conversation through meetings with Republican leaders.58 

When the bill failed to pass, sources in the know claim Cohn shouldered a 

portion of the blame.59 How Cohn’s NEC could affect fintech has become 

even harder to predict.  

The whirlwind of information and actions facing fintech growth is 

creating a situation wrought with uncertainty and competition for control. 

Despite independent action from federal regulatory agencies, state 

organization, or private tech groups, Trump’s administration could change the 

rules of the game overnight with certain proposed or potentially proposed 

actions. Fintech companies are trying to get ahead of the chaos, but are 

watching the White House closely to gauge the winds. If 2016 was a year of 

fintech expansion, 2017 and beyond could see a slow-down unless clear 

guidance emerges.

                                                 
58 Bob Bryan, The former Goldman Sachs executive running Trump's economic team is also 

playing a big role in the repeal of Obamacare, BUS. INSIDER (Feb. 13, 2017 12:49 PM), 
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American consumers using peer-to-peer (“P2P”) payment services, 

such as Venmo and PayPal, could unwittingly violate U.S. foreign policy—at 

least if their transactions involve parties on the Treasury Department’s foreign 

sanction list. The Office of Foreign Assets Control (“OFAC”), a division of 

the Treasury Department, enforces economic sanctions based on U.S. national 

interests, and prohibits Americans from doing business with foreign actors 

that threaten “the national security, foreign policy or economy of the United 

States.”1 While it is unsurprising that Americans are barred from transacting 

with entities under OFAC sanctions, consumers might be surprised by how 

easily they can fall under investigation, especially for seemingly innocuous 

transactions. 

In one recent incident, a United States consumer found himself caught 

between an otherwise unremarkable Cuban sandwich purchase and an 

investigation for possible OFAC violations—simply for typing a certain 

keyword (“Cuban”) while making a Venmo payment.2 In a similar episode, a 

PayPal user’s transaction came under investigation after the consumer paid 

another American to review a book entitled Castro’s Cuba.3 PayPal halted the 

transaction, and its compliance department sent a boilerplate email to the 

customer, detailing the reason for the block:  

“PayPal is committed to complying with and meeting its global 

regulatory obligations. One obligation is to ensure that our customers, 

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2018; University of Southern 

California, B.A. 2008. 
1 Mission of the Office of Foreign Assets Control, U.S. DEP’T OF TREASURY, 

https://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-

Assets-Control.aspx (last updated Mar. 16, 2017, 3:36 PM) [https://perma.cc/7BCJ-H454]. 
2 Matthew Zeitlin, US Sanctions Mean Paying For Cuban Sandwiches On Venmo Is 

Complicated, BUZZFEED (Dec. 27, 2016, 2:40 PM), 

https://www.buzzfeed.com/matthewzeitlin/be-careful-paying-for-cuban-food-on-

venmo?utm_term=.qgoqYm54PV#.wyQZxjkwaE [https://perma.cc/3CNA-K82D]. 
3 PayPal sanctions the word “Cuba”, ONCUBA MAG. (Aug. 21, 2016), 

http://oncubamagazine.com/society/paypal-sanctions-the-word-cuba/ [https://perma.cc/U9Y6-

C6R9]. 
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merchants, and partners are also in compliance with applicable laws and 

regulations, including those set forth by OFAC, in their use of PayPal.”4 

PayPal’s message went on to ask the consumer for an explanation as to 

the “goods and services involved in the transaction,” further requesting the 

customer email its compliance department and visit the PayPal Resolution 

Center to explain the following text from the transaction message: “Hi Ben - 

Your Castro's Cuba review is up! Thanks so much! Carla.”5 

These regulatory compliance efforts illustrate a problematic trend for 

P2P payment start-ups; fintech companies have struggled to abide by federal 

regulations in P2P transaction services, (perhaps due to the rapid nature of 

P2P transactions,6 and the substantial technical burden in vetting the billions 

of dollars in such transactions for regulatory compliance),7 resulting in 

significant monetary judgments against the companies.8 Whereas a decade 

ago, transactions with foreign nationals might have been made via traditional 

wire transfers, these transactions can now happen much more rapidly, 

circumventing those larger intermediaries and passing through applications 

such as Venmo in a fraction of the time.9 Traditional banking institutions, 

however, are generally more experienced in regulatory compliance than 

newcomer, disruptive P2P services—and with the comparatively pedantic 

nature of traditional services, questionable money transfers can be easier to 

spot and interdict before they are completed.10  

Electronic P2P payments—generally defined as informal, digital 

money transfers between two persons—have become a prominent feature of 

the sharing economy. According to the Federal Reserve, the number of P2P 

payments increased from $146.6 million to $205.3 million from 2009-2012, 

                                                 
4 Mark Frauenfelder, PayPal halted a transaction because it contained the word "Cuba", 

BOINGBOING (Aug. 17, 2016, 11:03 AM), http://boingboing.net/2016/08/17/paypal-halted-a-

transaction-be.html [https://perma.cc/YUP3-VE8R]. 
5 Id. 
6 See generally Steve Lohr, As More Pay by Smartphone, Banks Scramble to Keep Up, N.Y. 

TIMES (Jan. 18, 2016), https://www.nytimes.com/2016/01/19/technology/upstarts-are-leading-

the-fintech-movement-and-banks-take-heed.html?_r=0 [https://perma.cc/S89W-TK63]. 
7 See generally Collin Canright, In the Blink of an Eye, INDEP. BANKER (Jan. 24, 2017), 

http://independentbanker.org/2017/01/in-the-blink-of-an-eye/ [https://perma.cc/5XKQ-ER87]. 
8 See, e.g., infra, note 16. 
9 See generally Aliya Ram, Peer-to-peer forex platforms come of age, FIN. TIMES (Apr. 1, 

2015), https://www.ft.com/content/60aa6e8a-8798-11e4-bc7c-00144feabdc0 

[https://perma.cc/L9PC-A3G7]. 
10 See generally Lohr, supra note 6. 



                  GEORGETOWN LAW TECHNOLOGY REVIEW                      Vol 1:2 

 

 

488 

growing annually by 11.9%.11 The markets seem to have grown 

logarithmically since then: in 2015, Venmo alone processed more than $7.5 

billion in P2P payments (with an annual growth of 174%), and one Business 

Insider report estimates that total U.S. P2P transactions volume could reach 

$86 billion by 2018.12 

One reason for the P2P economy’s rapid growth is the lower 

transaction costs associated with services such as Venmo, PayPal, or Apple 

Pay.13 Not only can consumers avoid financial burdens such as credit card 

fees, ATM withdrawal charges, or the nominal cost of a new checkbook, 

texting the payment to a friend is just easier than signing a receipt or going to 

withdraw cash. As one commentator put it, these services “make transferring 

money faster, less expensive, and more precise.”14 Still, with a rapidly 

expanding industry, and even faster financial transactions, service providers 

are hard-pressed to ensure that transactions remain in compliance with 

regulatory schemes. In addition, the regulatory compliance will impact the 

profitability of P2P service providers, increasing the transaction costs both 

financially and socially.15 

 PayPal learned this lesson the hard way in 2015; the P2P giant settled 

a case brought by the Treasury Department for $7.7 million, apparently for 

486 unintentional violations of U.S. economic OFAC sanctions.16 According 

to OFAC, for several years until 2013, PayPal’s internal compliance 

mechanisms were either non-existent, or insufficient to “identify, interdict, 

and prevent” transactions that could violate OFAC sanctions.17 Pursuant to the 

settlement order, PayPal enhanced its compliance processes—presumably by 

including search algorithms to target keywords, or combinations of keywords, 

                                                 
11 FED. RES. SYS., THE 2013 FEDERAL RESERVE PAYMENTS STUDY: RECENT AND LONG-TERM 

TRENDS IN THE UNITED STATES: 2000–2012 (July 2014), 

https://www.frbservices.org/files/communications/pdf/general/2013_fed_res_paymt_study_de

tailed_rpt.pdf [https://perma.cc/7BMW-8XA8]. 
12 John Heggestuen, The Peer-To-Peer Payments Report: The exploding market for 

smartphone apps that transfer money, BUS. INSIDER (May 11, 2015, 5:15 PM), 

http://www.businessinsider.com/growth-in-peer-to-peer-payment-apps-report-2015-4 

[https://perma.cc/D9Y9-S3UC].  
13 Id. 
14 Id. 
15 See, e.g., infra, note 16. 
16 Fatema Merchant, Compliance Takeaways from PayPal’s OFAC Settlement, LAW360 (Apr. 

2, 2015, 11:10 AM), https://www.law360.com/articles/638744/compliance-takeaways-from-

paypal-s-ofac-settlement [https://perma.cc/X3X6-8HKS]. 
17 Id. 
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to meet OFAC’s requirements to “identify, interdict, and prevent” potential 

OFAC sanctions.18 

OFAC has long regulated traditional financial institutions to ensure 

compliance with U.S. national interests, but for newcomer P2P start-ups, the 

PayPal case illustrates that they, too, are within the ambit of OFAC regulation. 

OFAC’s stated mission is to administer and enforce “economic and trade 

sanctions based on U.S. foreign policy and national security goals.”19 Under 

the authority of federal legislation and Presidential national emergency 

powers, OFAC can unilaterally block transactions and freeze assets within 

United States jurisdiction if parties to the transaction fall within any group of 

targeted actors.20 Specifically, OFAC, compiles a list of “individuals and 

companies owned or controlled by, or acting for or on behalf of, targeted 

countries.”21 It also lists individuals, groups, and entities, such as terrorists 

and narcotics traffickers designated under programs that are not country-

specific, known as “Specially Designated Nationals” or “SDNs.” Their assets 

are blocked and U.S. persons are generally prohibited from dealing with 

them.22 To this end, Americans suspected of entering into any such prohibited 

transactions will similarly be blocked from doing so. 

Unfortunately for PayPal and its P2P cohort, compliance with these 

OFAC regulations is perhaps more onerous than they initially considered—

and the best way to comply might very well be a massive data keyword 

dragnet, such as one that catches transactions including “Cuba” or “Syria” in 

the message thread.23 

While American consumers might find the extra regulatory 

compliance measures a bit ridiculous, burdening a few customers could be a 

small price for PayPal to pay, especially when the alternative price tag is 

closer to $8 million.24 Still, it remains to be seen whether there are better 

                                                 
18 See Casey Williams, The Wrong Word Could Get You in Trouble on Venmo, HUFFINGTON 

POST (Apr. 26, 2016, 5:00 PM), http://www.huffingtonpost.com/entry/venmo-cuba-

sanctions_us_571f8057e4b01a5ebde34b97 [https://perma.cc/CR4U-TTDR]. 
19 U.S. DEP’T OF TREASURY, OFFICE OF FOREIGN ASSETS CONTROL — OVERVIEW (Aug. 24, 

2007), https://www.treasury.gov/resource-

center/sanctions/Documents/ofac_sec_frb_080106.pdf [https://perma.cc/GNJ3-AUZ7]. 
20 Mission of the Office of Foreign Assets Control, supra, note 1. 
21 Specially Designated Nationals List (SDN), U.S. DEP’T OF TREASURY, 

https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx (last 

updated Mar. 27, 2017) [https://perma.cc/5DCF-UZM6]. 
22 Id. 
23 See, e.g., Williams, supra note 18. 
24 See, e.g., Merchant, supra note 16. 
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methods for companies to comply with OFAC sanctions, or whether OFAC 

itself needs to adapt to a brave, new, financially-innovative world. The federal 

government should weigh the costs and benefits of existing U.S. foreign 

policy measures against the costs and benefits of stimulating U.S. fintech 

growth in P2P payments. Adapting regulations or penalties for fintech 

companies, for example, could increase the companies’ profitability and 

competitiveness, without destroying foreign policy. Unless OFAC adopts yew 

policies, however, American companies and citizens can expect the same 

enforcement measures, stiff penalties, and keyword dragnets to continue.
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I. INTRODUCTION 
 

The global insurance industry has approximately $15 trillion in assets 

under management and $5 trillion in annual premium revenues.1 $1.2 trillion 

of the annual premium revenues come from the United States alone.2 Despite 

the financial appeal to investors, this industry has seen fewer technological 

improvements than any other financial services sector.3 Insurance providers 

have among the lowest customer satisfaction and loyalty ratings of any 

industry, suggesting that a technological overhaul of the industry could bring 

welcome improvements.4 Fewer than half of people in the United States aged 

twenty-five to sixty-four have life insurance coverage and more than half of 

all homes in the United States are underinsured.5 This leaves the insurance 

market substantial room to grow and adapt if the market addresses needed 

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2018; Princeton University, B.A. 

2011. ©2017, Sam Lewis. 
1 John Cusano, Insurtech Boom Will Reshape the Global Insurance Market, ACCENTURE (Jun. 

20, 2016), http://insuranceblog.accenture.com/insurtech-boom-will-reshape-global-insurance-

market [http://perma.cc/46BB-7BVY]. 
2 Id.; Brendan Dickinson, Insurance Is the Next Frontier for Fintech, TECHCRUNCH (Aug. 5, 

2015), https://techcrunch.com/2015/08/05/insurance-is-the-next-frontier-for-fintech/ 

[http://perma.cc/W78E-LM89].  
3 See Cusano, supra note 1. 
4 Dickinson, supra note 2. 
5 Id. 
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improvements to technology. Technology innovators have noticed this glaring 

need; in 2014, investors poured $2.6 billion into “insurtech,” over ten percent 

of all fintech investment that year and over a three-fold increase from the 

previous year.6 With the arrival of the insurtech revolution, the industry will 

likely continue to innovate and transform by adding efficiencies and growing 

the customer base.7  

II. DISCUSSION 
 

Insurance is built on data. Insurance companies must determine 

liability and assess how they can afford to cover individual consumers.8 

Insurtech is improving the ways in which data is gathered and processed. This 

essay will examine how these new capabilities allow insurance companies to 

improve their existing consumer offerings, alleviate their regulatory burdens, 

and create new products that better conform to modern society and behavior.  

 

A. Insurance: How it Works 

  

Insurance is a paid safeguard against loss.9 Payment to the insurer, the 

premium, is determined through underwriting, a systematic process of 

measuring risks and assigning dollar amounts to them.10 A premium varies 

based on how likely an individual is to experience adverse effects as 

compared to the average insured party.11 Policies are pooled with other 

policyholders’ premiums so those in the risk pool subsidize one another.12 

Money not spent on payouts, reinsurance,13 or operating costs of the company 

is kept as profit.14 Because inaccurate assessments might require higher-than-

expected payout, the insurance industry’s profitability depends primarily on 

                                                 
6 See Cusano, supra note 1. 
7 Id. 
8 How Insurance Works?, ASS’N BRIT. INSURERS (Nov. 13, 2014), 

https://www.abi.org.uk/Insurance-and-savings/Tools-and-resources/How-insurance-works 

[http://perma.cc/LM2H-U42Z]. 
9 Id. 
10 Id. 
11 Id. 
12 Id. 
13 Reinsurance, INVESTOPEDIA, http://www.investopedia.com/terms/r/reinsurance.asp (last 

visited Feb. 18, 2017) [http://perma.cc/Q82A-PXQB]. 
14 FAQ, LEMONADE, https://www.lemonade.com/faq#service (last visited Feb. 18, 2017) 

[https://perma.cc/RN4R-VQML]. 
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accurate underwriting.15 In traditional underwriting methods, underwriters 

assess historical data to consider the likelihood that a particular event might 

occur again. An ideal underwriting process consists of calculating variables 

for the specific risk type and covered individual to discern a premium that 

both entices the buyer and generates enough revenue to cover possible adverse 

events and create profit. In such an idealized process, the underwriter 

considers every factor that informs risk and remains entirely objective and 

unbiased. Perfect underwriting rarely exists in reality. Insurers sacrifice 

comprehensiveness for speed and cost. Underwriters often lack sufficient data 

or risk analysis techniques that reflect actual probabilities. Improving and 

underwriting data analysis represents a huge step forward for accurately 

calculating risk, to the benefit of the insurer and insured.  

 

B. Improving Underwriting and Data Analysis 

 

Ninety percent of the world’s stored data was created in the past two 

years, much of this highly personal.16 The Internet of Things has spread data 

sensors and transmitters throughout our environment.17 These sensors identify 

changes or occurrences around them and send this data to cloud storage 

systems. Wearable devices and smartphones collect information on physical 

activity, heart rate, geolocation, and habits.18 Telematics boxes in cars gauge 

how safe drivers are.19 Sensors in buildings determine air quality, while those 

on the street track traffic patterns and weather conditions.20 Individuals post 

their interests and state of mind on social media.21 Insurers use this new 

wealth of data to underwrite more effectively, employing several techniques 

including (1) machine learning, (2) risk mitigation, (3) personalization, (4) 

continuous underwriting, and (5) fraud detection. 

 

                                                 
15 Id. 
16 Bring Big Data to the Enterprise, IBM, https://www-01.ibm.com/software/au/data/bigdata/ 

(last visited Feb. 18, 2017) [http://perma.cc/FXF4-RHHJ]. 
17 Oliver Ralph, Insurance Sector Worried as Insurtech Start-ups Cosy up to Customers, FIN. 

TIMES (Oct. 14, 2016), https://www.ft.com/content/00168c14-7384-11e6-bf48-b372cdb1043a 

[http://perma.cc/D9Q4-52PE]. 
18 Dickinson, supra note 2. 
19 See Ralph, supra note 17. 
20 Thomas Rubenacker, Next-gen Underwriting: The Case for Continuous Underwriting, 

TATA CONSULTANCY SERV. (2016), https://www.tcs.com/next-gen-underwriting 

[https://perma.cc/FE52-6K6Z]. 
21 Id. 
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1.   Machine Learning 

  

Machine learning systems are a form of artificial intelligence that 

creating analytical models by adapting to the massive amounts of data they 

analyze with limited human intervention.22 When applied to insurance, 

machine learning identifies norms of human behavior and finds risk-

correlating patterns.23 Previously, only humans could conduct pattern 

recognition. A human underwriter would identify an issue and then find the 

degree to which it correlated to the underlying risk. For instance, a calculable 

percent of the time, working in an environment with asbestos leads to death 

before the average lifespan of otherwise demographically similar individuals. 

Machine learning automates this process so that a human does not have to 

look for known risks or identify trends within the data, and will not 

misdiagnose degree of risk through bias. Machine learning can recognize 

patterns that human underwriters never thought to investigate, or those that 

correlate with risk so subtly that they were not previously identified.24 

Automating the underwriting process also makes it faster.25 Finding and 

pinpointing these additional degrees of risk maximizes the calculation’s 

accuracy. Machine learning has the potential to revolutionize a process built 

on human’s limited quantitative and pattern recognition capabilities.  

 

2.   Risk Mitigation 

 

The growing trove of personal data and corresponding analytics also 

allows insurance companies to limit major risks before they occur. Oscar, a 

new health insurer that integrates technology throughout its business, 

encourages its clients to wear connected devices and share collected data with 

the company.26 Oscar provides discounts for customers who are proactive 

about their health, which can be demonstrated by high levels of activity on 

                                                 
22 Machine Learning, SAS, https://www.sas.com/en_us/insights/analytics/machine-

learning.html (last visited Mar. 15, 2017) [https://perma.cc/9RES-JKQ6]. 
23 Rubenacker, supra note 20.  
24 See id. (For example, this could find previously unconsidered traits that make a driver more 

likely to crash.). 
25 Id. 
26 Fintech and the Evolving Landscape, ACCENTURE, https://www.accenture.com/us-

en/insight-fintech-evolving-landscape (last visited Feb. 15, 2017) [http://perma.cc/4TPU-

FPT5]. 
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their wearable device.27 On the other hand, wearable health monitors can also 

identify warning signs of adverse health, altering insurers of potential issues 

ahead of time. Other sensors identify problems as they happen, long before the 

insured party notices them. For example, a sensor in a shipping crate can alert 

the insurance company that a claim will be filed and the insured company 

should take steps to mitigate supply chain disruptions that the insurance 

company may otherwise have to cover.28 

 

3. Personalization 

  

Among the more revolutionary and attractive innovations from a 

consumer standpoint is the industry’s new, technology-driven policy 

personalization capability.29 In a traditional “risk-pooling” underwriting 

system, insured individuals answer questions or undergo exams so the 

underwriter can determine their risk relative to their peers. The process 

produces an approximate risk profile for each individual. Insurers then group 

individuals into risk pools, which leads to the mitigation of miscalculations by 

collectively balancing out inaccuracies.30 The more a person’s risk profile 

reflects the actual odds that they will experience an adverse event, the less 

their policy needs a risk’s pool’s corrective effects. This in turn leads to 

smaller risk pools.31 Data from the Internet of Things now produces a more 

accurate risk profile for individuals, making risk pools unnecessary.32 

Wearables, smart phones, other sensors, and social media profiles monitor 

specific and individualized information based on metrics such as activity 

levels.33 They also provide more complex calculations such as behavioral 

trends and interests that differ from an average person’s.34 Insurers can use 

this data to charge individuals more accurately, reducing the need for any 

given insured individual to be subsidized by another.  

                                                 
27 Why Oscar?, OSCAR, https://www.hioscar.com/why-oscar (last visited Feb. 18, 2017) 

[perma.cc/6QWY-Q98Q]. 
28 Rubenacker, supra note 20. 
29 David Thomson, Disruptive Influences 2: The FinTech Revolution, CICERO INS. INST. (July 

2016), http://www.cii.co.uk/media/7118361/cii-

cicero_disruptive_influences2_fintech_july2016.pdf [http://perma.cc/UXH6-SKEQ]. 
30 Id. 
31 See id. 
32 Id. 
33 Opportunities Await: How InsurTech is Shaping Insurance, PWC (June 2016), 

https://www.pwc.lu/en/fintech/docs/pwc-insurtech.pdf [http://perma.cc/A2S2-LCNE]. 
34 Id. 
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Personalized insurance plans also create corresponding harms to 

customers. Historically, individuals with greater risks face challenges 

obtaining insurance, a concern compounded by the use of personalized data. 

Those with high risk factors that normally would balance out as part of a risk 

pool may instead lose their subsidy and have to pay higher premiums. In 

extreme cases this may make groups of “uninsurables,” people with risks so 

great that their premiums become exorbitant. While certain risk-carrying 

variables may be reversible, such as unsafe driving behavior,35 others, like 

living in an impoverished area with bad air quality or having a previously 

unknown genetic predisposition to a disease, are difficult or impossible to 

change. Unfortunately, these factors may correspond both with the greatest 

need for insurance and an inability to pay.36 Customers who refuse to generate 

and share data for insurers create an additional complication. Insurers, and 

companies generally, resolve imprecise pricing data by shifting risk to the 

consumer, and are almost certain to do the same for customers that limit an 

insurer’s access to their personal data in the form of higher prices.37 

 

4. Continuous Underwriting 

 

 The Internet of Things creates a consistent stream of data. Insurers can 

see information that reflects a client’s health, driving speed, or home security 

in real time. Previously, insurers only received this information when a claim 

was filed or a policy renewed, and even then this information could often be 

imprecise or even fraudulent. Continuous data collection is useful in multiple 

ways. For example, insurers can create and compare information case studies. 

By looking at various factors leading up to a claim, including those that the 

insured did not see as pertinent, insurers can identify new risk factors and 

identify potential adverse events before they occur.38 Moreover, rather than 

waiting for renewal, insurers can revise contracts as risks factors appear and 

disappear so that pricing remains accurate.39 Technologies, in addition to 

those that gather and analyze risk, alleviate practical concerns and make 

continuous underwriting possible. For example, blockchain technology 

embedded in virtually tamper-proof smart contracts enables a rapid back and 

                                                 
35 Thomson, supra note 29. 
36 Id. 
37 Id. 
38 Rubenacker, supra note 20. 
39 Id. 
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forth.40 Rather than regularly meeting with clients to review and sign 

contracts, smart contracts are written in embedded code which can 

automatically change according to external considerations, such as changes in 

risk profiles or market forces.41 These smart contracts allow all parties to see 

changes in real time, share identical and up-to-date versions, and sign 

automatically.42 

5. Fraud Detection 

 

Insurers are also using this new wealth of data and analytical 

capability to detect fraud.43 Weather sensors on streets and in cars can show 

whether a crash occurred because of traction failure or negligence. 

Geolocation on a smart phone can determine whether a home owner was 

present during, and possibly responsible for, a house fire. Social media usage 

may suggest financial distress as a motive for fraud. Natural language 

processing programs determine if an insurance claimant’s speech patterns, 

generally keywords that rarely occur together in truthful expression, indicate 

lying.44 In practice, many of these fraud markers are bundled with historical 

data to create comprehensive fraud-detection models.45 Improving fraud 

detection could be as vital to the industry as improved underwriting. Fraud 

accounts for almost forty percent of all money paid out by insurers,46 and 

fraudulent claims lead to losses for insurers that are largely shifted to 

consumers who pay a higher price.47 Accordingly, eliminating fraud benefits 

both insurers and the insured. 

 

C. Regulating New Industry Entrants 

 

Increased data breadth, frequency, analysis, and specificity, and the 

streamlined traditional insurance functions that they improve, enable insurers 

                                                 
40 Thomson, supra note 30. 
41 Id. 
42 Id. 
43 Rubenacker, supra note 20. 
44 Id. 
45 Id. 
46 Paul Sawers, P2P Insurance Firm Lemonade Launches out of Stealth, Powered by 

Chatbots, Morals, and Big Bucks, VENTURE BEAT (Sept. 21, 2016), 

https://venturebeat.com/2016/09/21/lemonade-insurance-social-good-p2p/ 

[http://perma.cc/S6C9-BXH4]. 
47 Rubenacker, supra note 20. 
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to offer new products. A primary reason it has taken a data-driven revolution 

for the insurance industry to see transformative development is that complex 

and expensive regulatory barriers exist.48 In the United States, the federal 

government plays only a small role in the insurance regulatory system. 

Individual states issue most insurance regulations.49 New entrants to the 

market have been rare because creating an insurer with nationwide coverage 

requires approval from fifty-one different regulators to begin operations. 

Ongoing compliance presents a significantly more time-consuming, and labor 

as well as cash-intensive, task for a startup than working with a single federal 

body. No other financial industry contends with such a disparate regulatory 

system.50  

Capitalization requirements are common across insurance regulatory 

systems in the United States.51 The need to have a large and unencumbered 

cash supply is a significant barrier to new entrants.52 Insurers use trends 

within the tech start-up world to satisfy these obligations. Some start-ups, 

including Oscar, have capitalized through venture funding, treating this 

requirement as any other operation and growth cost for private investors to 

provide in exchange for an ownership stake.53 Another capitalization method 

is peer–to-peer (P2P) lending in which clients of the company double as 

investors and capitalize their peer investors’ policies. If claims, and associated 

fees, filed on the policies for which an investor provides capitalization do not 

exceed the capitalization amount, investors receive returns.54 P2P insurance 

capitalization schemes have successfully fulfilled regulatory requirements in 

Germany, but are largely untested in the United States.55     

                                                 
48 Dickinson, supra note 2. 
49 Martin F. Grace & Robert W. Klein, The Future of Insurance Regulation in the United 

States, BROOKINGS INST. PRESS (2009), http://www.jstor.org/stable/10.7864/j.ctt1262wz.4 

[http://perma.cc/63AL-DLNB] (explaining that there has been some movement in the past 

twenty years to shift regulation to the federal level. Despite some progress such as the 

Gramm-Leach-Bliley Act, which allows financial holding companies to own insurance 

providers along with banks, regulation is still overwhelmingly concentrated at the state level.). 
50 Id. 
51 Dickinson, supra note 2. 
52 Id. 
53 Id. 
54 Guy Chazan, Tim Kunde’s Peer-to-Peer Approach to Insurance, FIN. TIMES (Sept. 7, 2016), 

https://www.ft.com/content/9f2de95e-49e6-11e6-8d68-72e9211e86ab [http://perma.cc/5HE3-

XTZM]. 
55 Dickinson, supra note 2. 
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Other start-up “insurers” avoid regulatory strictures entirely by 

performing a subset of traditional insurance competencies. Rather than act as a 

full-fledged insurer, they occupy a portion of the vertically integrated 

insurance chain and can only create an insurance product available to the 

consumer by partnering with other companies that have sufficient 

capitalization, generally large, existing insurers.56 This allows innovative data 

collectors, analyzers, and consumer facing platforms to symbiotically partner 

with companies that have the legal and financial infrastructure to create 

policies and pay claims. Often these companies are platforms with which 

users interface to purchase specialized contracts that are formally underwritten 

and held by more comprehensive insurers.57 Though companies that satisfy 

only a portion of needed insurance capabilities forgo the potential revenues of 

operating a vertically integrated business, they still gain entry to the 

prohibitive industry. Existing insurers that previously held a monopoly over 

the industry face a more complex cost benefit calculation. They sacrifice a 

share of their profits for more efficient underwriting and improved user-facing 

products. However, they risk losing name recognition and brand loyalty by 

allowing partner companies to exclusively interface with consumers.58 

Insurers that contract with startups to interface with clients risk losing 

customer loyalty to their more public, undercapitalized partners. Nonetheless, 

these deals are seen as vital to both established insurer and modular and are 

becoming increasingly common. Recent trends in the banking industry, where 

such agreements are now standard practice, could provide a model for the 

future of insurance.59 Large banks have launched open platforms and 

application programming interfaces through which start-ups can develop 

products that seamlessly integrate into a large bank’s operations. The 

programs increase innovation and solidify partnerships by creating reliance on 

the bank or banks’ proprietary programming system.60  

 

                                                 
56 Ralph, supra note 17. 
57 Id. 
58 Oliver Ralph, Ten Fintech Start-Ups that Are Causing a Stir in Insurance, FIN. TIMES (Oct. 

2, 2016), https://www.ft.com/content/db833e5a-6eb1-11e6-a0c9-1365ce54b926 

[http://perma.cc/AP24-MBN6]. 
59 Insurtech in 2017: Making Insurance Great Again, BANKING TECH. (Feb. 6, 2017), 

http://www.bankingtech.com/712291/insurtech-in-2017-making-insurance-great-again/ 

[http://perma.cc/BSN8-CNTN]. 
60 Id. 
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D. New Insurance Products 

 

Specialization within the distribution chain means that many new 

industry entrants allow insurers to reach untapped markets. One way they do 

this is by developing microinsurance. Where traditional insurance is 

comprehensive, microinsurance is based on transactional consumption, 

covering more particular property and behaviors for short periods of time.61 

Microinsurance offerings are better suited to the sharing economy, particularly 

participants in the economy that can afford to pay insurance premiums but 

find that available coverage does not fit their lifestyle.62 New offerings include 

mile-by-mile or hour-by-hour auto insurance for borrowed or rented vehicles, 

and property insurance for individual items.63 New insurance models often do 

not come to fruition until other tech start-ups create a need. For instance, Slice 

did not launch its insurance for users of home-sharing services until AirBnB 

developed and popularized home-sharing.64 None of these insurance products 

would be possible without partners that provide capital, infrastructure, and the 

advanced technologies already discussed. On-demand, particularized 

insurance requires constant data input, instant risk pricing, and smart contracts 

that can be signed from a smart phone as a customer gets into a borrowed 

car.65 

Insurtech companies incorporate technologies other than those closely 

related to underwriting to further improve their specialized offerings. These 

companies provide accessible user interfaces so consumers can purchase on-

demand coverage easily. One new vertically integrated property insurance 

company, Lemonade, enhances its in-house underwriting and capitalization 

capabilities with user-friendly technology.66 Lemonade registers consumers 

                                                 
61 Dickinson, supra note 2. 
62 Insurtech in 2017, supra note 59; Ralph, supra note 58; Bernard Marr, The Sharing 

Economy - What It Is, Examples, And How Big Data, Platforms And Algorithms Fuel It, 

FORBES (Oct. 21, 2016), https://www.forbes.com/sites/bernardmarr/2016/10/21/the-sharing-

economy-what-it-is-examples-and-how-big-data-platforms-and-algorithms-fuel/ - 

31eaf4097c5a [https://perma.cc/BJN7-GH7U] (explaining that the sharing economy is based 

on limited ownership of property, real property, and funds by an individual, supplemented by 

extensive lending of these goods amongst groups of individuals). 
63 Ralph, supra note 58; Ralph, supra note 17. 
64 Insurtech in 2017, supra note 59. 
65 Ralph, supra note 58; Ralph, supra note 17. 
66 Andrew G. Simpson, Startup Insurer Lemonade Is Going National; Files for Licenses 

Countrywide, INS. J. (Dec. 22, 2016), 

http://www.insurancejournal.com/news/national/2016/12/22/436381.htm 
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with two different chat bots, a male and a female, that function similarly to 

Apple’s Siri.67 The process takes as little as ninety seconds and requires no 

human-to-human communication.68 Lemonade’s particular approach has 

attracted many customers that were previously uninsured.69 Data suggests that 

ease of enrollment has contributed to this growth.70 Twenty-five percent of 

people who price a Lemonade policy go on to buy one, an abnormally high 

number in the insurance industry.71 Companies offer new functionality in 

other forms. For example, other property insurance companies are 

experimenting with damage assessment drones.72 In addition, Oscar allows its 

policy-holders to receive a consultation from a doctor within ten minutes of 

making a request via their app.73  

Recent industry shakeups have brought more than technological 

change. Lemonade’s efficient underwriting process allows it to use a non-

traditional premium structure. Consumers pay a certain premium which 

includes a fixed fee kept by the company.74 The rest is used to pay claims. 

Anything leftover is then donated to a charity that the policy holder selects.75 

Because improved risk underwriting allows for more precise return and profit 

projections, Lemonade is able to structure its business to align the interests of 

the insurer and the insured.76 Lemonade is not incentivized to deny claims and 

its customers are less likely to file fraudulent claims in a more trusting 

environment.77 

 

 

                                                                                                                               
[http://perma.cc/8M62-2W68] (explaining that Lemonade is currently only available in New 

York, but is in the process of registering nationwide. It aims to be available to 97% of the 

United States’ population by the end of 2017). 
67 Id. 
68 FAQ, LEMONADE, supra note 14. 
69 John Peters, Transparency Chronicles Part 3: The Insurance Update, LEMONADE (Jan. 25, 

2017), https://www.lemonade.com/blog/transparency-chronicles-part-3-insurance-update/ 

[http://perma.cc/V5FX-LTXJ]. 
70 Id. 
71 Id. 
72 Insurtech in 2017, supra note 59. 
73 Why Oscar?, supra note 27. 
74 FAQ, supra note 14. 
75 Id. 
76 Sawers, supra note 46. 
77 Id. 
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III. CONCLUSION: INSURTECH IN THE NEAR FUTURE 
 

The insurtech revolution is here, but not yet at its apex. If other fintech 

areas are any guide, innovation will continue. Underwriting methods will 

improve, new offerings will become available, and beneficial new 

partnerships will form. As with any data heavy industry, privacy concerns will 

arise and innovations in other areas are likely to force further transformation 

in ways that have not yet occurred. For example, autonomous vehicles are 

expected to decrease car insurance premiums sixty-three percent by 2060 and 

the insurance is likely to revolve around technology warranties and cyber-

attacks rather than human error.78 The new data gathering and analysis 

techniques that currently exist, and likely ones that will in the future, will 

continue to analyze risks with increasing accuracy. Corresponding user-facing 

innovation will lead to insurance products for self-driving cars and whatever 

other societal trends arise. 

                                                 
78 Ralph, supra note 17. 
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Native American tribes possess something specialtribal 

sovereignty.1 “Tribal sovereignty includes tribes’ right to govern themselves, 

define their own membership, manage tribal property, and regulate tribal 

business and domestic relations.”2 Tribal sovereignty also recognizes the 

existence of a government-to-government relationship between tribes and the 

U.S. government.3 This relationship often complicates the intersection of 

tribal, state, and federal law. This is increasingly true in a world connected 

online. Specifically, it has spurred debate in regard to online lending and co-

regulation of financial technology in Indian Country.4 While tribes try to grow 

their economies through financial technology opportunities, outside third 

parties are seizing the opportunity to exploit tribal sovereignty and immunity 

as a means to make large profits “on” the reservation via the internet through 

online “rent-a-tribe”5 models. Tribes must be able to regulate these online 

                                                 
* GLTR Staff Member; Georgetown Law, J.D. expected 2017; Washington State University, 

B.S. 2011. © 2017, Jenadee Nanini. 
1 Today, there are 567 federally recognized American Indian and Alaska Native tribes and 

villages. See Frequently Asked Questions, U.S. DEP’T OF THE INTERIOR INDIAN AFFAIRS (Feb. 

12, 2017, 11:04 AM), https://www.bia.gov/FAQs/ [https://perma.cc/F5TE-64WL]. 
2 Tribal Sovereignty, LEADERSHIP CONF., http://www.civilrights.org/indigenous/tribal-

sovereignty/ (last visited Feb. 12, 2017) [https://perma.cc/8GA7-BVQ7].  
3 Id. 
4 See 18 USCS § 1151 (the term "Indian country" is defined as: “(a) all land within the limits 

of any Indian reservation under the jurisdiction of the United States Government, 

notwithstanding the issuance of any patent, and, including rights-of-way running through the 

reservation, (b) all dependent Indian communities within the borders of the United States 

whether within the original or subsequently acquired territory thereof, and whether within or 

without the limits of a state, and (c) all Indian allotments, the Indian titles to which have not 

been extinguished, including rights-of-way running through the same”).  
5 Ben McLannahan, US Authorities in Crackdown on “Rent-a-Tribe” Payday Lenders, FIN. 

TIMES (June 28, 2015), https://www.ft.com/content/82ca6198-1dc3-11e5-aa5a-398b2169cf79, 

[https://perma.cc/J2WB-LC37] (“Rent-a-tribe models refer to lenders that start on Indian 

Reservations to bypass state laws that regulate high-interest loans. Lenders will partner with a 

small and cash-strapped Native American community and offer loans over the internet, 

bypassing state interest-rate caps and other restrictions by claiming sovereign immunity.”). 
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financial entities because the impact is imminent and the need for financial 

technology is Indian Country is a means of survival for the tribe.  

Economic development in Indian Country is scarce.6 Tribes are 

typically located in isolated areas and are becoming more dependent on 

technology advancements and e-commerce to maintain economic 

sustainability and connectivity. Economic stability in Indian Country often 

comes from gaming which alone is at least a $30 billion-dollar industry,7 

federal funding, and more recently from e-commerce and other internet 

businesses. A growing need to increase the number of tribal entities online, 

build tribes’ economic status, and engage with online lending naturally drives 

tribes to engage in financial technology ventures.  

Tribes have been quick to embrace financial technology in Indian 

Country. Tribes located in remote areas without sufficient traffic to engage 

profitably in casino gambling have found revenue from consumer lending 

over the internet for example.8 Some tribes regulate tribal enterprises, provide 

online lending, educate and protect consumers, and use financial technology 

to increase tribal lending opportunities. Many tribes have created individual 

tribal lending entities (hereinafter “TLE”), which are typically tribal chartered 

and funded by a third party.9 TLEs make loans over the internet to consumers 

throughout the United States.10 These loans may be on terms that are unlawful 

under state laws where the borrowers reside.11 Tribes aim to gain revenue 

through these ventures and to adequately regulate the practice. However, due 

to the lack of funding, tribes need a third party to fund these entities. The third 

                                                 
6 Native American tribes in the United States face many socio-economic deficits compared to 

other minority and white peers. See COHEN’S HANDBOOK OF FEDERAL INDIAN LAW [§ 21.04] 

(Nell Jessup Newton ed., 2015) (in 2005, the average unemployment rate for Indians on or 

near reservations was 49%); see also ROBERT T. ANDERSON ET AL., AMERICAN INDIAN LAW: 

CASES AND COMMENTARY, 7 (West Academic, 3rd ed. 2015) (in 2006, Native Americans 

were found to be poorer than their white peers with 27% below the poverty line).  
7 Martin Owens, Could US Indian Tribes Set up Their Own Internet Gambling?, CALVIN 

AYRE (July 1, 2015), http://calvinayre.com/2015/07/01/business/could-us-indian-tribes-set-

up-their-own-internet-gambling/ [https://perma.cc/9TAC-MFBA]. 
8 Hilary B. Miller, The Future of Tribal Lending Under the Consumer Financial Protection 

Bureau, AM. BAR ASS’N: BUS. L. TODAY (Mar. 2013), 

http://www.americanbar.org/publications/blt/2013/03/04_miller.html [https://perma.cc/XF2Z-

ES3C].  
9 Id. (TLEs are financed by a third party and because TLEs are deemed an "arm" of the tribe, 

TLEs benefits from the tribe's sovereign immunity).  
10 Id. 
11 Id. 
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parties capitalize on this model, earning massive profits and circumventing 

state laws—using the location of the tribes.12 

In 2010, Congress enacted the Dodd-Frank Wall Street Reform and 

Consumer Protection Act (Dodd-Frank Act) to recover from the financial 

crisis in 2008.13 The Dodd-Frank Act directed the Consumer Financial 

Protection Bureau (CFPB) to respect the status of tribal governments as co-

regulators and to allow tribes to oversee e-commerce businesses and protect 

consumers.14 Prior to the Dodd-Frank Act, “federal enforcement of 

substantive consumer lending laws against non-depository payday lenders was 

generally limited to civil prosecution by the Federal Trade Commission 

(FTC).”15 However, no reported decisions could be found regarding the FTC's 

assertion of jurisdiction over TLEs.16 Thus, CFPB now is in new terrain with 

no precedent of asserting jurisdiction of TLEs in Indian Country. TLEs are 

considered “covered persons” under the Act.17 However, tribes are not stated 

in the definition of “covered persons.”18 In fact, tribes likely will argue given 

their sovereignty, tribes alone have the power to decide whether to and on 

what terms they may lend to others online.19 Currently, three tribal lenders are 

asking that the Ninth Circuit halt the mandate to comply with civil 

investigation demands by the CFPB.20 The tribal lending companies plan to 

                                                 
12 Paul Walsh & Neal St. Anthony, State Bars Internet Lender, Wins $11.7M Settlement Over 

'Rent-Tribe' Loans, STAR TRIBUNE (Aug. 18, 2016), http://www.startribune.com/state-bars-

internet-lender-wins-11-7m-settlement-over-rent-a-tribe-loans/390577961/ 

[https://perma.cc/53GT-P97J] (providing an example in which CashCall Inc. collected 

payments that were higher than allowed by state law through a rent-a-tribe model). 
13 Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. No. 111–203, 124 

Stat. 1376 (2010).  
14 John R. Shotton, Tribes Holding Up Their End of the Bargain on Fintech Regulations, HILL 

(June 2, 2016), http://thehill.com/blogs/congress-blog/economy-budget/282013-tribes-

holding-up-their-end-of-the-bargain-on-fintech [https://perma.cc/DHF8-378U].  
15 See Miller supra note 8 (these were of unfair and deceptive acts and practices (UDAP) 

proscribed by federal law).  
16 Id. 
17 Dodd-Frank Act, supra note 13, at Sec. 410(2)(b).  
18 Id. 
19 See Miller supra note 8 (presenting reasons why tribes may argue CFPB cannot assert 

jurisdiction over TLEs. For example, tribes may further argue “a fortiori that tribes are 

"states" within the meaning of Section 1002(27) of the Act and thus are co-sovereigns with 

whom supervision is to be coordinated.”).  
20 Andrew Westney, Tribal Lenders Ask 9th Circ. To Pause OK of CFPB Probe, LAW360 

(Apr. 12, 2017), https://www.law360.com/articles/912882/tribal-lenders-ask-9th-circ-to-

pause-ok-of-cfpb-probe [https://perma.cc/37ZK-B3RW].  
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take the split decisions regarding the question of the proper structure of 

CFPB’s authority under the Consumer Financial Protection Act over tribes 

and tribal companies to the Supreme Court.21  

In 2012, the Native American Financial Services Association 

(“NAFSA”) was formed in order to advocate for Native American sovereign 

rights to regulate and to enable tribes to offer responsible online lending 

products.22 This would allow tribal regulators to control the exploitation of 

financial technology issues such as the “rent-a-tribe” model. Through the 

protection of consumer rights and sovereign immunity, NAFSA “provides 

vital services to tribally operated lenders serving the under-banked with better 

short term financial services, furthering economic development opportunities 

in Indian Country.”23 This entity has become vital in facilitating tribes’ co-

regulation in areas such as online lending. Nonetheless, as technology 

advances, the federal government continues to increase oversight. For 

example, in 2016 the Office of the Comptroller of the Currency (OCC) 

released “Supporting Responsible Innovation in the Federal Banking System: 

An OCC Perspective” to support responsible innovation in the federal banking 

system.24 To adjust to the ever-changing laws, regulations, and technology 

some tribes have followed suit and developed their own regulations or 

commissions. For example, the Otoe-Missouria Tribe established the 

Consumer Finance Services Regulatory Commission to protect consumers and 

online lending businesses, which other tribes have also done.25 In 2016, the 

                                                 
21 Id.  
22 Native American Financial Services Association, Native American Tribes to Congress: 

Respect Our Sovereignty, PR NEWSWIRE (Feb. 11, 2016), http://www.prnewswire.com/news-

releases/native-american-tribes-to-congress-respect-our-sovereignty-300219044.html 

[https://perma.cc/4HKN-GU2G].  
23 Id. (Barry Brandon, Executive Director of NAFSA noted that Dodd-Frank, the legislation 

that created the CFPB, specifically assigns co-regulator status to tribal nations).  
24 For example, in 2016 the Office of the Comptroller of the Currency (OCC) released 

“Supporting Responsible Innovation in the Federal Banking System: An OCC Perspective” to 

support responsible innovation in the federal banking system. See Mitchell S. Eitel, 

Regulatory Guidance Regarding FinTech Products and Services, SULLIVAN & CROMWELL 

LLP (Apr. 5, 2016), 

https://www.sullcrom.com/siteFiles/Publications/SC_Publication_Regulatory_Guidance_Reg

arding_FinTech_Products_and_Services.pdf [https://perma.cc/D48K-WD68]; see also OFFICE 

OF THE COMPTROLLER OF THE CURRENCY, SUPPORTING RESPONSIBLE INNOVATION IN THE 

FEDERAL BANKING SYSTEM: AN OCC PERSPECTIVE (Mar. 31, 2016), 

http://occ.gov/publications/publications-by-type/other-publications- reports/pub-responsible-

innovation-banking-system-occ-perspective.pdf [https://perma.cc/F9SP-D3T5].  
25 See Shotton, supra note 14.  
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Tunica Biloxi Tribe of Louisiana started a regulatory commission to oversee 

tribal consumer lending.26 The tribe recognized that the federal government 

has taken the role in lending through the Consumer Financial Protection 

Bureau (CFPB), and so that is the model the tribe looked at.27  

In 2016, tribes actively continued to request that the United States 

Congress honor tribal sovereignty and ensure the CFPB does as well with any 

rule they produce on short-term lending.28 Tribes can sufficiently regulate 

online lending themselves. John R. Sotton, Chairman of the Otoe-Missouria 

Tribe, stated in The Hill, “As sovereign nations it is time for Washington 

[D.C.] to recognize that our businesses are not only legal and lawful, but have 

strict regulations already in place providing oversight of our tribal enterprises 

and ensuring consumers are protected.”29 Moreover, Sherry Treppa, 

Chairperson of the Habematolel Pomo of Upper Lake, stated that she remains 

“concerned that the CFPB is developing its proposed action in a vacuum 

without consulting with tribes to learn about the innumerable tools that we 

have developed…”30 She too urged Congress to “take an approach that 

respects tribal sovereignty and one that takes account of both consumer need 

and the robust self-regulation that sovereign tribes have established.”31  

Tribes should be allowed to regulate or co-regulate in the financial 

technology space when the tribe has created tribal laws and commissions that 

are consistent with federal regulations. Tribes are in the best position to 

understand and guard against “rent-a-tribe”32 models. Many outside lenders 

take advantage of tribes and sovereign immunity. For example, CashCall tried 

to exploit state lending laws and limits by conducting business on 

reservations.33 The U.S. District Court for the Central District of California 

                                                 
26 Mark Fogarty, Tunica Biloxi Launches Consumer Lending Regulatory Commission, INDIAN 

COUNTRY MEDIA NETWORK (April 13, 2016), 

https://indiancountrymedianetwork.com/travel/tunica-biloxi-launches-consumer-lending-

regulatory-commission/ [https://perma.cc/32RZ-XKHZ].  
27 Id. 
28 Id. 
29 See Shotton, supra note 14.  
30 See Native American Financial Services Association, supra note 22.  
31 Id. 
32 See McLannahan, supra note 5.  
33 See Consumer Fin. Prot. Bureau v. CashCall, Inc., No. CV 15-7522-JFW (RAOx), 2016 

U.S. Dist. LEXIS 130584 (C.D. Cal. Aug. 31, 2016) (holding that CashCall Inc. violated 

federal law when it offered high-interest loans through a firm based on tribal lands in states 

where such loans were barred).  
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recently ruled against such behavior in a win for CFPB.34 This presents a 

typical scheme with online lending that the tribe should be able to regulate or 

co-regulate to prevent. 

Amid fast-paced change surrounding the Dodd-Frank Act,35 the right 

for tribes to co-regulate will be an issue in e-commerce and financial 

technology to watch. Most recently, President Trump signed an executive 

order to erode much of the Dodd-Frank Act. Trump directed his Treasury 

Secretary nominee to draft a report within 120 days identifying laws, treaties 

and regulations that conflict with his de-regulatory principles.36 Results of the 

new administration’s actions could potentially impede or erode the tribal right 

to co-regulate and will impact the ability of tribes to control their own e-

commerce. Given that tribes have unique needs and practices, local control 

over the sovereign nation and their own entities makes sense. A change to 

local control could impact how tribes interact with outside players, manage 

short-term lending, and a rollback could be detrimental to their economic 

status if tribal needs are not accurately calculated by federal regulations. 

Arguably, tribes know their industries best and will be able to develop 

regulations specific to each tribe more effectively. A sovereign nation that 

meets regulation standards and regulates their own entities sufficiently should 

be able to act parallel to a federal regulation that does the same thing. We 

should continue to honestly follow the CFPB Tribal Consultation policy37 as 

federal regulations advance and allow co-regulation with tribes.  

 

 

 

                                                 
34 Id. 
35 Antoine Gara, With A Stroke Of The Pen, Donald Trump Aims To Wave Goodbye To The 

Dodd Frank Act, FORBES (Feb. 3, 2017), 

http://www.forbes.com/forbes/welcome/?toURL=http://www.forbes.com/sites/antoinegara/20

17/02/03/with-a-stroke-of-the-pen-donald-trump-will-wave-goodbye-to-the-dodd-frank-

act/&refURL=https://www.google.com/&referrer=https://www.google.com/ 

[https://perma.cc/L9DR-3MMG]; see also Exec. Order No. 13772, 82 FR 9965 (Feb. 8, 

2017), https://www.federalregister.gov/documents/2017/02/08/2017-02762/core-principles-

for-regulating-the-united-states-financial-system [https://perma.cc/WL8B-HTAU].  
36 Id. 
37 CONSUMER FIN. PROT. BUREAU, TRIBAL CONSULTATION POLICY (Apr. 22, 2013), 

http://files.consumerfinance.gov/f/201304_cfpb_consultations.pdf [https://perma.cc/H55Q-

JKXK].  
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